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INTRODUCTION
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Welcome to the Readiness Guide. This document was
assembled with input from many of the world’s leading
smart city practitioners – the members and advisors of
the Smart Cities Council. Its mission is two-fold.
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First is to give you a “vision” of a smart city, to
help you understand how technology will transform the cities of tomorrow.
Second is to help you construct your own roadmap to that future. It suggests the goals to
which you should aspire, the features and functions you should specify, the best practices that
YKNNICKP[QWVJGOCZKOWODGPGƒVUHQTVJGOKPKmum cost, at reduced risk.
The Readiness Guide is intended for mayors,
city managers, city planners and their staff. It
helps cities help themselves by providing
objective, vendor-neutral information to make
confident, educated choices about the technologies that can transform a city.
Cities around the world are already making
tremendous progress in achieving economic,
environmental and social sustainability, in
export-based initiatives and in the creation of
21st century jobs. All of these are excellent
ways to improve city living standards and economies. The concept of smart cities doesn’t
compete with these efforts. Instead, smart city
technologies can support and enhance work
already underway. You’ll see how in the chapters to come.
In this chapter, we will define the smart city,
explore its benefits and introduce the framework that underlies this Readiness Guide.

Taking a holistic
view of ‘city’
6JKUKPVTQFWEVQT[UGEVKQPFGƒPGUUOCTVEKVKGU
and explores the trends that are driving this
global phenomenon. It also discusses some of
the barriers cities may face and strategies to
overcome them.
Before we define the “smart” piece, however,
YGUJQWNFƒTUVFGCNYKVJVJGYQTFūEKV[Ŭ4GCN
world smart city examples are rarely a city in
the strictest term. Many are more than a
single city, such as a metropolitan region, a
cluster of cities, counties and groups of counties, a collection of nearby towns or a regional
coalition. Other examples are less than a fullscale city, such as districts, neighborhoods,
townships, villages, campuses and military
bases. Indeed, many municipalities are taking
a neighborhood-by-neighborhood approach to
modernization. This Guide is designed to
address all of these human ecosystems.
Because it is in common use, we will continue
to use “city” throughout this Guide. But we use
it to mean all relevant examples big and small.
Regardless of size, we are taking a comprehensive, holistic view that includes the entirety
of human activity in an area, including city
governments, schools, hospitals, infrastruc-
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ture, resources, businesses and people. As
you’ll read, smart technologies have matured
to the point that cities of all sizes can afford
and benefit from their implementation. For
example, new cloud computing offerings allow
even the smallest city to affordably tap into
enormous computing power. So the lessons of
this Guide apply regardless of size – and you’ll
see real-world examples in the case studies
featured throughout.

7KHGHƜQLWLRQ
of a smart city
A smart city uses information and communications technology (ICT) to enhance its livability,
workability and sustainability. In simplest
terms, there are three parts to that job: collecting, communicating and “crunching.” First, a
smart city collects information about itself
through sensors, other devices and existing
systems. Next, it communicates that data
using wired or wireless networks. Third, it
“crunches” (analyzes) that data to understand
what’s happening now and what’s likely to
happen next.
Collecting data. Smart devices are logically
located throughout the city to measure and
monitor conditions. For instance, smart meters
can measure electricity, gas and water usage

2

THE THREE CORE
FUNCTIONS OF A
SMART CITY

Collect

Communicate

“Crunch”

Figure 1.1
1

Collect

information about current
conditions across all responsibility
CTGCU RQYGTYCVGTVTCHƒE
weather, buildings, etc.).
2

Communicate

information, sometimes to other
devices, sometimes to a control
center and sometimes to servers
running powerful software.
3

Crunch

data, analyzing it to present
information, to perfect (optimize)
operations and to predict what
might happen next.

with great accuracy. Smart traffic sensors can
report on road conditions and congestion. Smart
GPS gear can pinpoint the exact locations of the
city’s buses or the whereabouts of emergency
crews. Automated weather stations can report
conditions. And the smartphones carried by
many city dwellers are also sensors that can –
YJGPURGEKƒECNN[CWVJQTK\GFD[VJGKTWUGTUVQFQ
so – collect their position, speed, where they cluster at different times of the day and the environmental conditions around them.
A smart city, then, is one that knows about itself
and makes itself more known to its populace. No
longer do we have to wonder if a street is
congested – the street reports its condition. No
longer do we have to wonder if we’re losing water
to leaks – the smart water network detects and
reports leaks as soon as they occur. No longer do
we have to guess the progress of the city’s
garbage trucks – the trucks report where they’ve
been already and where they are headed next.
Communicating data. Once you’ve collected the
data, you need to send it along. Smart cities typically mix and match a variety of wired and wireNGUUEQOOWPKECVKQPURCVJYC[UHTQOƒDGTQRVKE
to cellular to cable. The ultimate goal is to have
connectivity everywhere, to every person and
every device.
Crunching data. After collecting and communicating the data, you analyze it for one of three
purposes: 1) presenting, 2) perfecting or 3)
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predicting. If you’ve read about “analytics” or “Big
Data,” then you may already know about the
astonishing things that become possible by
crunching large amounts of data. Importantly,
crunching data turns information into intelligence
that helps people and machines to act and make
better decisions. This begins a virtuous cycle
wherein data is made useful, people make use of
that data to improve decisions and behavior,
which in turn means more and better data is
collected, thereby further improving decisions
and behavior.
Presenting information tells us what’s going on
right now. In the aerospace and defense industries, they call this “situational awareness.”
Software monitors the huge flow of incoming
data, then summarizes and visualizes it in a way
that makes it easy for human operators to understand. For instance, a smart operations center
can monitor all aspects of an emergency situation, including the actions and locations of police,
fire, ambulances, traffic, downed power lines,
closed streets and much more.
Perfecting operations uses the power of
computers to optimize complex systems. For
instance, balancing the supply and demand on
an electricity network; or synchronizing traffic
signals to minimize congestion; or selecting the
ideal routes for a delivery fleet to minimize time
and fuel costs; or optimizing the energy usage
of an entire high-rise to achieve maximum
comfort at minimum cost.

3

Predicting what’s next is perhaps the most
exciting part of analytics. Cities such as
Singapore already crunch data to predict traffic jams while there is still time to minimize
their effects. Cities such as Rio de Janeiro
already predict just where flooding will occur
from a particular storm, so emergency crews
and evacuation teams know just where to go.
%KVKGUECPFGTKXGDGPGƒVD[EQNNGEVKPIEQOOWnicating and crunching information from a
single department. But the greatest benefits
come when data is connected with multiple
departments and third parties. Many cities
EQODKPGJKUVQTKEVTCHƒEFCVCYKVJKPHQTOCVKQP
about population growth and business expansion to know when and where to add or
subtract bus and train routes. Other cities
correlate multiple data sources to predict
crime the way we predict weather. Or predict
which expensive transformers are about to fail
on the power grid and which will still be good
for years to come.
As we’ll see in more detail, a smart city is a
system of systems – water, power, transportation, emergency response, built environment, etc.– with each one affecting all the
QVJGTU+PVJGNCUVHGY[GCTUYGŨXGTGƒPGFQWT
ability to merge multiple data streams and
mine them for amazing insights. It is those
insights – presenting, perfecting and predicting – that enhance the livability, workability
and sustainability of a smart city.
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Smart cities collect, communicate and crunch data.

The city of Rio de Janeiro collects information from 30 different city
departments about transportation, water, energy, weather and other
conditions. Then it communicates those conditions to powerful
EQORWVGTUYJKEJETWPEJVJGFCVCCPFRTGUGPVKVKPCWPKƒGFEQPVTQN
center the city developed with IBM. Not only does the city gain full
situational awareness, it can even predict some conditions in
advance, such as where floods will occur during severe storms. It can
also develop actionable tasks based on modeled patterns, creating a
competitive advantage for smart cities.

Figure 1.2
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OTHER SMART
CITY DEFINITIONS

6JG%QWPEKNFGƒPGUCUOCTVEKV[CUQPGVJCVūWUGUKPHQTmation and communications technology (ICT) to
enhance its livability, workability and sustainability.” Other
QTICPK\CVKQPUJCXGVJGKTQYPFGƒPKVKQPU

seaports, communications, water, power, even major buildings – can better optimize its resources, plan its preventive
maintenance activities, and monitor security aspects while
maximizing services to its citizens.”

For instance, Forrester Research emphasizes the use of
computing to monitor infrastructure and improve services: “The use of smart computing technologies to make
the critical infrastructure components and services of a
city – which include city administration, education,
healthcare, public safety, real estate, transportation and
WVKNKVKGUŤOQTGKPVGNNKIGPVKPVGTEQPPGEVGFCPFGHƒEKGPVŬ

Meanwhile, in 2010 IBM’s Journal of Research and
Development paid particular attention to the wide range of
smart devices that collect information, calling it “an instrumented, interconnected and intelligent city.”

6JG751HƒEGQH5EKGPVKƒECPF6GEJPKECN+PHQTOCVKQPCNUQ
stresses infrastructure, explaining that “a city that monitors
and integrates conditions of all of its critical infrastructures
– including roads, bridges, tunnels, rails, subways, airports,

These and other definitions are valid and helpful understandings of what smart cities are. The Council stands
DGJKPFKVUEQORTGJGPUKXGFGƒPKVKQP$WVYGOGPVKQPVJGUG
others so that cities that have planned and invested under
these and other models will understand that we share
complementary, not competitive, views of the smart city
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Livability,
workability and
sustainability are
the goals.

Smart cities use
information and
communications
technologies to achieve
them. Seoul, South
Korea – pictured here
– is often cited as one
of the world’s most
vibrant, sustainable
cities.
Figure 1.3
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The drivers of
smart cities
Powerful forces are converging to make smart
cities a growing trend all around the world. It is
valuable for city leaders to understand what’s
behind this momentum and how it will play out
in their region. Chances are some of the pain
points described below will hit close to home.
Growing urbanization. Cities deliver many
DGPGƒVUŤITGCVGTGORNQ[OGPVQRRQTVWPKVKGU
greater access to healthcare and education,
and greater access to entertainment, culture
and the arts. As a result, people are moving to
cities at an unprecedented rate. Over 700
million people will be added to urban populations over the next 10 years. The United
Nations projects that the world’s cities will
need to accommodate an additional 3 billion
residents by the middle of the century. A
recent UN report suggests that 40,000 new
cities will be needed worldwide.
Growing stress.6QFC[ŨUEKVKGUHCEGUKIPKƒECPV
challenges – increasing populations, environmental and regulatory requirements, declining
tax bases and budgets and increased costs –
CVVJGUCOGVKOGOCP[CTGGZRGTKGPEKPIFKHƒcult growing pains ranging from pollution,

crowding and sprawl to inadequate housing,
high unemployment and rising crime rates.
Inadequate infrastructure. Urbanization is
putting significant strain on city infrastructures that were, in most cases, built for populations a fraction of their current size. Much of
the developed world has infrastructure that is
near or past its design life, requiring massive
upgrades. For instance, in 2013 the American
Society of Civil Engineers gave the United
States an overall grade of D+ for its infrastructure. Meanwhile, much of the developing world
has missing or inadequate infrastructure,
requiring massive build-outs. The 2012 blackout in India that left more than 600 million
people without electricity is a prime example;
the country has inadequate power generation
to meet ever-increasing demand. The bottom
line? McKinsey & Company estimates that
cities will need to double their capital investment by 2025, to $20 trillion from today’s $10
trillion per year.
Growing economic competition. The world
has seen a rapid rise in competition between
cities to secure the investments, jobs, businesses and talent for economic success.
Increasingly, both businesses and individuals
evaluate a city’s “technology quotient” in deciding where to locate. A real challenge for cities
with economies based on heavy industry is
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Growing urbanization
drives change.

Over 700 million people
will be added to urban
populations over the next
10 years. The United
Nations projects that the
world’s cities will need to
accommodate an additional
3 billion residents by the
middle of the century. A
recent UN report suggests
that 40,000 new cities will
be needed worldwide.
Figure 1.4
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creating job opportunities that appeal to
recent university graduates so they will stay
and help build the kind of high-quality workforce that new industries, for instance those in
technology, demand.
Growing expectations. Citizens are increasingly getting instant, anywhere, anytime,
personalized access to information and services via mobile devices and computers. And they
increasingly expect that same kind of access to
city services. In fact, a May 2013 United
Nations survey of over 560,000 citizens from
194 countries revealed their top priorities are a
good education, better healthcare and an
honest and responsive government. We also
know that people want to live in cities that can
RTQXKFGGHƒEKGPVVTCPURQTVCVKQPJKIJDCPFYKFVJ
communications and healthy job markets.
Growing environmental challenges. Cities
house half of the world’s population but use
two-thirds of the world’s energy and generate
three-fourths of the world’s CO2 emissions. If
we are going to mitigate climate change, it will
have to happen in cities. Many regions and
cities have aggressive climate and environmental goals – goals that cannot be reached
without the help of smart technologies.
Rapidly improving technology capabilities.
Many of the smart city drivers listed above are
negatives – problems that demand solutions.

One-stop shopping for city services.

Citizens increasingly expect instant, anywhere, anytime personalized
access to information. The web portal pictured here is from the province
of Quebec, Canada and uses technology from Council member Alphinat.
Its goal is to give businesses “one-stop shopping” for virtually all of their
needs – permits, licensing, taxes, etc. In many cities taking care of
business needs requires dealing individually with numerous different city
departments.

Figure 1.5
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Rapid progress in
technology.

There are positive drivers as well, especially
the rapid progress in technology. The costs of
collecting, communicating and crunching data
have plunged. What’s more, much of the needed technology is already in place:

An increasing number of
EKVKGUCTGUVCTVKPIVQDGPGƒV
from technology that
allows merchants to accept
payments via smartphones
and wallets.

Ű 1XGTVJGNCUVFGECFGOCP[TGIKQPUJCXG
begun to modernize their electric power
grids and, to a lesser extent, their water and
gas networks. Hundreds of millions of smart
meters and smart sensors are now in place,
producing data of value to a smart city.
Ű 9KVJVJGCTTKXCNQHUOCTVVJGTOQUVCVUCPF
building management systems, there are
now millions of buildings with some of the
pieces needed to be smart, on the cusp of
being able to ‘talk’ and ‘listen.’
Ű 1PVJGJGCNVJCPFJWOCPUGTXKEGUHTQPV
we’re seeing better access to healthcare
with in-home consultations via computer.
Meanwhile most agencies are switching to
electronic records and many are using
analytics to improve results.
Ű 1WTJKIJYC[UCPFD[YC[UCTGDGEQOKPI
smarter thanks to intelligent transportation
management software, roadway sensors
and smart parking apps. Navigation apps
and equipment display real-time traffic so
WUGTUECPƒPFŤCPFGXGPDGCWVQOCVKECNN[
pointed to – less congested alternatives.

Figure 1.6

And we are seeing more electric vehicles on
our roads which help reduce pollution.
Ű 1XGTVJGNCUVVYQFGECFGUYGJCXGFGRNQ[GF
high-bandwidth networks worldwide that
connect one billion computers and four
billion cell phones. These networks are
already in place in almost all major cities and
can be leveraged for smart city applications.
Ű #PKPETGCUKPIPWODGTQHEKVKGUCTGUVCTVKPI
VQDGPGƒVHTQOCNCTIGPGVYQTMQH0GCTƒGNF
Communication (NFC) equipped point of
sales with the roll-out of contactless cards
technology. It means hundreds of merchants
are already capable of accepting mobile
payments and wallets for seamless
consumer experience and value added
services, but also cashless cities are able to
reduce frauds and benefiting from better
insights on their citizen purchasing journeys.
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.GVŨUEQPUKFGTVJCVƒPCNGZCORNGKPOQTGFGVCKN
It’s important to realize that today’s ubiquitous
smartphones are becoming both a “delivery
platform” and a “sensor network” for smart city
applications. The delivery platform is obvious –
a smartphone is a great place for a resident to
receive alerts and access city services. But
today’s smartphones can also be leveraged to
collect information when the user agrees to
share data. For instance, one launched in 2013
has the following sensors: a GPS locator, a
microphone, a gyroscope, a light sensor, a
camera, an accelerometer, a barometer, a thermometer, a magnetometer and a hygrometer.
“By the end of the decade, many infrastructure
VGEJPQNQIKGUŤUOCTVOGVGTUKPVGNNKIGPVVTCHƒE
systems, building energy management – will
be deployed across North America and Europe
and, increasingly, in the rest of the world,” says
Navigant Research analyst Eric Woods. Once
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in place, that technology provides the basis for
a wide range of innovative smart city applications and services.
Rapidly declining technology costs. Even as
capabilities are climbing, technology costs are
plummeting. Hardware costs are declining at
a steady pace. But it is software costs that
have plunged the most, thanks to four trends.
The first trend is the advent of inexpensive
mobile apps and information services viewable by mobile phones. Those phones are so
popular that millions of developers have
turned their attention to building applications,
many of which cost only a few dollars.
The second trend is the arrival of social media.
Applications such as Facebook and Twitter
act as free “platforms” to deliver alerts,
updates or even small-scale apps. They also
act as “listening posts” that help cities monitor
citizen needs and preferences. In fact, companies such as IBM and Microsoft now have the
capability to use machine intelligence to monitor social media and derive trends.
The third trend is the maturation of cloud
computing. Cloud computing delivers powerful solutions via the Internet. Suppliers save
money because they can build one solution
and sell it to many different users, gaining
tremendous economies of scale. Users save
money because they don’t have to buy and

maintain giant data centers or hire and train
large IT staffs. Only a few years ago, advanced
applications were available only to the very
biggest agencies and corporations. Today –
thanks to cloud computing – they are not out
of reach for even the smallest township. And
they are available without a giant upfront
investment, simply by paying a monthly fee.

No surprise the world’s biggest corporations
and brightest entrepreneurs are racing to
bring their best ideas to this market. And the
fierce competition is raising capabilities,
increasing choice and lowering costs at a
rapid pace, making smart cities more viable
every day.

The fourth trend is about the data. From an
analytics perspective, we can now cost effectively handle the high volume, velocity and
variety of data – e.g. Big Data.
And there’s much more to come. The smart
city is part of an even larger trend – the
“Internet of Things.” Technology provider Cisco
estimates there were 200 million devices
connected to the Internet in the year 2000. By
2012, that number had increased to 10 billion.
There are approximately 200 connectable
“things” per person today, or 1.5 trillion things
globally, Cisco estimates.

The “Internet of Things.”

Cisco estimates there were
200 million devices
connected to the Internet in
the year 2000. By 2012, that
number had increased to 10
billion.

Figure 1.7

Clearly we are entering a remarkable new
phase. Research firm IDC predicted in 2012
that the smart city market would grow by 27%
year over year. Meanwhile, Navigant Research
said it would hit $20 billion in worldwide sales
by 2020. And Cisco in early 2013 predicted the
overall Internet of Things market will create an
CUVQPKUJKPIVTKNNKQPKPCFFKVKQPCNPGVRTQƒV
for the world’s industries in the next decade.
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The barriers
to smart cities
Despite the powerful drivers in favor, the path
to smart cities has obstacles along the way.
Members of the Smart Cities Council have
worked on thousands of smart city projects all
over the world. As they’ve collaborated with
local governments certain barriers have
emerged frequently.
Siloed, piecemeal implementations. Cities
often tackle challenges in a piecemeal fashion, due to short-term financial constraints

and long-term traditions that divide city functions into separate, “siloed” departments with
little interaction. As a result, many projects are
built to solve a single problem in a single
department, creating “islands of automation”
that duplicate expenses while making it difficult to share systems or data.
Building a smart city requires a system-wide
view and an integrated approach. The bad
news: holistic thinking and collaborative work
are hard. The good news: done right, they can
save time and enable new services that were
not possible in an isolated, siloed model. For
instance, a city department can drastically cut
the development time for a new application by

re-using data and software modules already
created by other departments. A municipal
water utility can drastically cut the cost of a
communications network by using one
already built out for an electric utility. And a
city can sometimes reduce overall information
technology (IT) costs by as much as 25% just
by implementing a master IT architecture and
technology roadmap. This is not to suggest
that cities must finance and implement
dozens of investments at one time. In fact, it
is entirely fine to begin with just one or two
projects. What is critical is that these projects
all fall into a larger, integrated plan so that city
investments are not redundant.

THE PROBLEM
WITH “SILOED”
CITIES
Expensive redundancies. Despite the fact that
modern IT architectures make it possible to
connect city departments and solutions today,,
far too many cities still use a “siloed” approach
to smart city applications. Individual departments build individual applications, with little
regard to sharing costs, infrastructure and data.
The result is expensive redundancies and
WPPGEGUUCT[FKHƒEWNVKGUKPEQQTFKPCVKPIDGVYGGP
those isolated applications.
Figure 1.8
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Most experts agree that technology will not be
the gating factor for the smart city transformation. Instead, we will be limited by our
human ability to coordinate and collaborate
between departmental and technology silos.
/DFNRĮQDQFLQJ Tax revenues are shrinking
in many cities, making infrastructure projects
increasingly difficult to finance. In fact, some
cities have been forced to implement austerity
measures – such as furloughing employees
one day a month or cutting back on travel and
discretionary expenses. Yet if those cities
remain old-fashioned while others modernize,
they will suffer even more, since cities must
PQYEQORGVGINQDCNN[(QTVWPCVGN[PGYƒPCPcial models are emerging. And payment innovations like e-Procurement or electronic benefits can help cities reduce costs and free up
money to invest in infrastructure and other
improvements. Some of them require little or
no upfront capital from the city. Instead, the
city “rents” its solution as it goes. And performance contracts and shared revenue models
between the city and solution vendors provide
cities with attractive financing solutions.
What’s more, many smart city solutions have
a rapid payback so that they save money over
the long run. In many cases, the technology
can actually improve the city’s economic
return.
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A new view of city apps.

Early city applications were inward-facing and intended just for city
employees. Today, more and more cities are producing outward-facing
apps. For example, to get citizens involved in cleaning up London before
the 2012 Summer Olympics, the city worked with Council member
Microsoft on the Love Clean London portal (above) and companion mobile
CRRVJCVICXGEKVK\GPUCPGCU[YC[VQCNGTVCWVJQTKVKGUVQNKVVGTCPFITCHƒVK
by texting or uploading images. It’s still being used today.

Figure 1.9
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Lack of ICT know-how. Although industry has
developed highly sophisticated ICT skills, few
city governments have had the budget or the
vision to push the state of the art. Since smart
cities are essentially the injection of ICT into
every phase of operations, this lack of ICT
skills puts cities at a disadvantage.
Fortunately, more and more applications are
offered as a service. That is, they are hosted in
the cloud (out on the Internet) where they
have access to tremendous computing power,
virtually unlimited storage and innovative software. Another plus is that the smart city
sector has developed a large cadre of experienced global, regional and local consultants
and service providers who are partnering with
cities to deploy ICT solutions.
The barriers to smart cities.

Despite the powerful drivers in
favor, the path to smart cities
has obstacles along the way.
Sometimes it comes down to
lack of a smart city visionary.
Cities need a smart city
champion – a mayor, a city
manager, a planning director.
Or it can come from outside
city hall – civic or business
leaders or a public-private
partnership, for example.
Figure 1.10

Lack of integrated services. To the extent
cities applied ICT in the past, they applied it to
their internal, siloed operations. The result has
been a grab-bag of aging applications that
only city employees can use. Although this
was an acceptable practice in the last century,
today we can and must allow citizen access
and self-service. There is no reason that citizens who want, for instance, to open a restaurant should have to make multiple applications to multiple city departments. In a smart
city, a single portal can gather all the data and
parcel it out to the appropriate departments.
Likewise, residents should have instant
access to up-to-the-minute information about
their energy and water usage, their taxes and
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fees, their social services programs and more.
And ideas like Open Data not only improve
transparency, they enforce a people-first
perspective that is critical in smart cities
Lack of citizen engagement. The smart cities
movement is often held back by a lack of clarity about what a smart city is and what it can
do for citizens. As a result, many stakeholders
are unaware of the smart city options that
have found success already. Often, there is a
communications issue. Cities should be wary
of being too abstract with their smart city
initiatives, recognize that citizens care about
services that make their lives better, and
adjust their engagement accordingly. Cities
need to recognize when they need citizen and
business awareness versus complete ‘buy in.’
Remedying the citizen engagement challenge
will require visionary leadership that paints a
RKEVWTGQHVJGDGPGƒVUVGEJPQNQI[ECPDTKPI+P
the U.S. in the late 2000s, several electric power
utilities learned this lesson the hard way. They
rolled out smart meters without explaining how
customers would benefit. They suffered
consumer backlash and resistance as a result.
Lack of a smart city visionary. Every parade
needs a leader. Sometimes that leadership
comes from an elected official – a mayor or
council person who acts as the smart city
champion. Smart city leadership can also
come from elsewhere in the administration –
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a city manager or a planning director, for
instance. Or it can come from outside city hall
altogether with involvement from business leaders, civic organizations or public-private
partnerships.

7KHEHQHƜWV
of smart cities
Now let’s look at why it is so worthwhile to overcome those barriers and take advantage of the
technology advances described earlier that allow
you to re-imagine your city. With the right planning and investment, government leaders can
make our ciites more livable, more workable and
more sustainable – both economically and environmentally. Let’s examine those overall goals,
which are the very purpose of becoming smart.
Enhanced livability means a better quality of life
for city residents. In the smart city, people have
access to a comfortable, clean, engaged,
healthy and safe lifestyle. Some of the most
highly valued aspects include inexpensive energy, convenient mass transit, good schools, faster emergency responses, clean water and air,
low crime and access to diverse entertainment
and cultural options.
Enhanced workability means accelerated
economic development. Put another way, it
means more jobs and better jobs and increased

local GDP. In the smart city, people have access to
the foundations of prosperity – the fundamental
infrastructure services that let them compete in
the world economy. Those services include
broadband connectivity; clean, reliable, inexpensive energy; educational opportunities; affordable
housing and commercial space; and efficient
transportation.
Enhanced sustainability means giving people
access to the resources they need without
compromising the ability of future generations
to meet their own needs. Merriam-Webster
defines sustainability as a method of using a
resource so that it is not depleted or permanently damaged. When the Council uses the term, it
refers not only to the environment, but also to
GEQPQOKETGCNKVKGU5OCTVEKVKGUGPCDNGVJGGHƒcient use of natural, human and economic
resources and promote cost saving in times of
austerity, and they are careful stewards of
taxpayer dollars. It isn’t about investing huge
sums of money into new infrastructure, it’s
about making infrastructure do more and last
longer for less.

Smart cities
enhance livability.

Residents have access
to a comfortable, clean,
engaged, healthy and
safe lifestyle.
Figure 1.11

Life is better in a smart city – better for people
and better for businesses. In the chapters to
come, we will discuss dozens of specific beneƒVUVJCVCEETWGVQEKVKGUVJCVGODTCEGVJGUOCTV
city vision. But let’s take a moment to summarize them by imagining a day in the life of a citizen in our smart city.

CHAPTER 1: INTRODUCTION TO SMART CITIES | Smart Cities Council Readiness Guide
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A DAY IN YOUR NEW URBAN LIFE:

HOW SMART CITIES
MAKE FOR HAPPIER
CITIZENS

It’s Monday morning, a rare day off for Josie. But when
the alarm on her smart wristphone chirps, she doesn’t
reach for the snooze button. “Too much to do today,” she
reminds herself. Peeking around her bedroom’s solar
curtain, she’s pleased to see the sun shining brightly.
“Perfect,” she decides. “I can bike over to the mall, drop
off the bike and pick up a car when I’m done.”
Josie doesn’t actually own a bike or a car; living in a city
with abundant share programs means she doesn’t have
to. And since the café she runs is only 10 blocks from her
condo, she typically walks to work – or if the weather is
really lousy hops on a bus. She’s proud that her city has a
smart transportation system that uses advanced techPQNQIKGUVQUVTGCONKPGVTCHƒEHNQYŤCPFVJCVKVYQTMU
Wandering into the kitchen, Josie pours herself a cup of
coffee that started brewing when her alarm went off.

Between her smart wristphone and her smart thermostat,
pretty much every creature comfort in her condo is automated. She told the system her preferences, of course, but
from then on it took care of the details. If it notices her
overriding the original settings, it quickly adapts to her
new wishes. Her shower is programmed to run at the
same temperature every day and her refrigerator sends an
alert to her phone when she’s running low on items she
typically has on hand. She just brings up the list when
she’s at the grocery store.

Sensors and
digitization
will change lives.

Day-to-day living will
become much more
convenient in
tomorrow’s smart
cities, thanks to the
digitization of just
about everything.
Figure 1.12

She knows she’ll miss her condo when she and Miguel
move into the loft they found. But the condo is on the small
side for two people. Though the loft is small too, it has transformable spaces thanks to “robot walls” that can be moved
to create different spaces for different needs. Josie is espeEKCNN[JCRR[YKVJVJGPGY6GNG9CNN6JGJKIJFGƒPKVKQPDKI
screen will let Miguel telecommute much of the time and
she plans to use it for the online courses she’s taking.
Continued on next page
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Figure 1.13

After a quick trip to the roof to check on the garden she shares with the
building’s other tenants, she grabs her backpack and looks at a phone
app to see the closest available bike-share. Turns out, there is one just
around the corner. But if Josie had been running late or faced with rainy
weather, she had only to enter her destination into her city transit app to
get a route plan optimized for her preferences.

throw” – meaning the less they throw away and the more they recycle
the lower their monthly bill. Josie likes the sound of that and signs up
on the spot. She asks for daily updates. Since her bins are monitored by
smart sensors, the city knows moment by moment how much trash
Josie’s cafe has accumulated. It can warn her when it looks like she’ll
exceed the goal she set for herself, while there is still time to improve.

Jumping on her bike, she picks her destination from her favorites list and
transfers her phone display to an overlay in her glasses. She instantly sees
CPCNGTVHTQOVJGEKV[ŨUVTCHƒEU[UVGOYCTPKPIQHCFQYPVQYPRCTCFGVJCV
threatens to jam up her usual route. She picks an alternate route calculated by the system and follows the directions as they appear in her glasses.

She spends another hour trying on dresses suggested by the store’s
shopping service, which taps into a history of past purchases that Josie
has rated and posted for just this purpose. Then glancing at her wrist,
she realizes she has to get moving. She promised to take her grandmother to a medical appointment and doesn’t want to be late. As she
walks toward the mall exit, she passes a car-share wall display that has
GODGFFGFUOCTVVCIU5JGYCXGUJGTYTKUVRJQPGCVVJGYCNNVQƒPFVJG
nearest electric car– and sees there’s one just two blocks away that’s
fully charged and ready to go.

The purpose of her trip to the mall is to find something to wear to a
party. But as she walks past the virtual city hall that occupies a small
storefront near the mall entrance, she realizes she can take care of
another item on her to-do list.
“This is pretty sweet,” she says as she sits down in a private “closet”
GSWKRRGFYKVJJKIJFGƒPKVKQPXKFGQGSWKROGPVVJCVCNNQYUJGTVQKPVGTact with a remote city agent. She tells him she needs a permit for a
street fair her cafe is going to participate in but doesn’t know what it’s
called. The agent quickly finds the form she needs, transmits it to the
VQWEJUETGGPKPHTQPVQHJGTCPF,QUKGKUCDNGVQƒNNKVQWVCPFUGPFKVDCEM
within minutes. Before she leaves the agent mentions a new waste
management system the city is testing at restaurants. It’s “pay as you
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During the medical appointment, Josie is relieved to see the specialist
her grandmother is seeing for the first time pull up electronic records
that provide a complete view of her medical history. She’s heard stories
about elderly patients suffering harmful drug interactions because one
doctor doesn’t know what the other is prescribing.
When she finally gets home that evening, it is dinnertime and Josie’s
hoping a robot will appear with a gourmet meal – but then she sees
/KIWGNYCKVKPIHQTJGTYKVJCRK\\CDQZCPFƒIWTGUVJCVŨUENQUGGPQWIJ
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AT A GLANCE: TRADITIONAL CITIES VS SMART CITIES
The Problem

The Smart City Solution

Planning

Ű #FJQECPFFGEGPVTCNK\GF
Ű %QUVUCXKPIUCTGPŨVTGCNK\GF
Ű .KOKVGFRQVGPVKCNHQTUECNCDKNKV[QHKPXGUVOGPV

Ű %QQTFKPCVGFCPFJQNKUVKE
Ű 4GUQWTEGUCTGUJCTGF
Ű %QUVUCXKPIUCTGHWNN[TGCNK\GF
Ű +PXGUVOGPVUCTGUECNCDNG
Ű+ORTQXGFEKV[RNCPPKPICPFHQTGECUVKPI

Infrastructure

Ű 4WPUKPGHƒEKGPVN[
Ű %QUVUOQTGOQPG[CPFTGUQWTEGUVQTWP

Ű 1RVKOK\GFYKVJEWVVKPIGFIGVGEJPQNQI[
Ű 5CXGUOQPG[CPFTGUQWTEGU
Ű+ORTQXGFUGTXKEGNGXGNCITGGOGPVU

Ű )WGUUCVKPHTCUVTWEVWTGEQPFKVKQPU
Ű 4GCEVVQRTQDNGOU
Ű %CPŨVFGRNQ[TGUQWTEGUGHƒEKGPVN[VQCFFTGUU
problems

Ű
Ű
Ű
Ű
Ű

'PLQ[TGCNVKOGTGRQTVKPIQPKPHTCUVTWEVWTGEQPFKVKQPU
2TGFKEVCPFRTGXGPVRTQDNGOU
&GRNQ[TGUQWTEGUOQTGGHƒEKGPVN[
#WVQOCVGOCKPVGPCPEG
5CXGOQPG[

Ű 2KGEGOGCNCPFUKNQGF
Ű &GNKXGTUWDQRVKOCNDGPGƒV
Ű &QPŨVTGCNK\GGEQPQOKGUQHUECNG

Ű
Ű
Ű
Ű

%GPVTCNN[RNCPPGF
&GRNQ[GFCETQUUEKV[FGRCTVOGPVUCPFRTQLGEVU
&GNKXGTQRVKOCNDGPGƒV
2TQXKFGOCZKOWOXCNWGCPFUCXKPIU

Ű .KOKVGFUECVVGTGFQPNKPGEQPPGEVKQPVQEKVK\GPU
Ű %KVK\GPUECPŨVOCMGQRVKOCNWUGQHEKV[UGTXKEGU
QTGCUKN[ƒPFVJGO

Ű %QORNGVGCPFUKPIWNCTQPNKPGRTGUGPEG
Ű %KVK\GPUECPGCUKN[ƒPFCPFWUGUGTXKEGU
Ű %KVK\GPUECPRCTVKEKRCVGKPUOCTVEKV[KPKVKCVKXGU
Ű6YQYC[EQOOWPKECVKQPUDGVYGGPIQXGTPOGPVCPFRGQRNG
Ű5RGEKCNK\GFUGTXKEGUHQEWUGFQPVJGKPFKXKFWCNEKVK\GP
Ű%KVK\GPUECPDQVJEQPVTKDWVGVQCPFCEEGUUTGCNVKOG
intelligent city data

Ű &GRCTVOGPVUCPFHWPEVKQPUCTGUKNQGF
Ű &GRCTVOGPVUTCTGN[UJCTGFCVCCPF
collaborate on initiatives

Ű &GRCTVOGPVUCPFHWPEVKQPUCTGKPVGITCVGFCPFQTUJCTGF
Ű &CVCKUUJCTGFDGVYGGPFGRCTVOGPVUCPFDGVVGT
correlated with other data services
Ű 4GUWNVUCTGKORTQXGF
Ű %QUVUCTGEWV

System operators

ICT investments

Citizen
engagement

Sharing data

Figure 1.14
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CHAPTER 2

HOW TO USE THE
READINESS GUIDE

The role of the Readiness Guide is to help you transition to
a smart city, at your own pace and on your own terms. This
chapter explains the Smart Cities Framework that supports
WKDWPLVVLRQ:HWKLQN\RXZLOO̧QGLWDXVHIXOPHFKDQLVP
to understand the totality of a smart city and how the pieces work together.
This chapter gives you what you need to construct a “target
list” or “wish list” for your city. When you are ready to turn
WKDWOLVWLQWRDQDFWXDOSODQ\RX˸OO̧QGJXLGDQFHLQ&KDSWHU
13, “Ideas to Action.”
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1WTKPVTQFWEVKQPFGƒPGFVJGUOCTVEKV[CUQPG
VJCVWUGUKPHQTOCVKQPCPFEQOOWPKECVKQPU
VGEJPQNQI[ +%6 VQGPJCPEGNKXCDKNKV[YQTMCDKNKV[CPFUWUVCKPCDKNKV[6JG5OCTV%KVKGU
(TCOGYQTMECRVWTGUVJKUTGNCVKQPUJKRDGVYGGP
C EKV[ŨU TGURQPUKDKNKVKGU YJCV KV PGGFU VQ
CEEQORNKUJHQTEKVK\GPU CPFKVUGPCDNGTU VJG
UOCTVVGEJPQNQIKGUVJCVECPOCMGVJQUGVCUMU
GCUKGT 

THE SMART CITIES
FRAMEWORK
Aligning responsibilities
and enablers.

The vertical responsibilities
denote essential services that
cities require. The horizontal
enablers are technology
capabilities that improve
those responsibilities.

Figure 2.1
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Smart city
responsibilities
%KVKGUJCXGGUUGPVKCNHWPEVKQPUCPFUGTXKEGU
VJCVOWUVDGCXCKNCDNGGXGT[FC[*QOGUOWUV
JCXG YCVGT DWUKPGUUGU OWUV JCXG RQYGT
YCUVGOWUVDGEQNNGEVGFEJKNFTGPOWUVDG
GFWECVGFCPFUQQP+PVJG4GCFKPGUU)WKFG
YGTGHGTVQVJGUGXGTVKECNEKV[HWPEVKQPUCU
TGURQPUKDKNKVKGU#NVJQWIJPQVCNNQHVJGOHCNN
WPFGTCEKV[ŨUFKTGEVEQPVTQNCNNQHVJGOCTG
GUUGPVKCNVQGXGT[FC[NKHGCPFEQOOGTEG6JG
GKIJVEKV[TGURQPUKDKNKVKGUCTG
1. Built environment.+PVJG4GCFKPGUU)WKFG
DWKNVGPXKTQPOGPVTGHGTUVQCNNQHCEKV[ŨU
DWKNFKPIURCTMUCPFRWDNKEURCEGU%GTVCKP
EQORQPGPVUQHVJGDWKNVGPXKTQPOGPVŤ
KPENWFKPIUVTGGVUCPFWVKNKV[KPHTCUVTWEVWTGŤ
CTGPQVGORJCUK\GFJGTGDGECWUGVJG[CTG
VTGCVGFKPQVJGTTGURQPUKDKNKVKGU VTCPURQTVCVKQPCPFGPGTI[ 
2. Energy.6JGKPHTCUVTWEVWTGVQRTQFWEGCPF
FGNKXGTGPGTI[RTKOCTKN[GNGEVTKEKV[CPFICU
3. Telecommunications.6JKUVGTOECPJCXG
UGXGTCNFKHHGTGPVOGCPKPIU6JG4GCFKPGUU
)WKFGWUGUVJGVGNGEQOOWPKECVKQPUTGURQPUKDKNKV[ VQ TGHGT VQ EQOOWPKECVKQPU HQT
RGQRNGCPFDWUKPGUUGU9GWUGEQPPGEVKXKV[
VQTGHGTVQEQOOWPKECVKQPUHQTFGXKEGU

4. Transportation.#EKV[ŨUTQCFUUVTGGVUDKMG
RCVJU VTCKN U[UVGOU XGJKENGU TCKNYC[U
UWDYC[U DWUGU DKE[ENGU UVTGGVECTU
HGTTKGUCKTCPFOCTKVKOGRQTVUŤCP[CPF
GXGT[ U[UVGO VJCV TGNCVGU VQ EKVK\GP
OQDKNKV[
5. Health and human services.6JGGUUGPVKCN
JWOCPUGTXKEGUHQTVJGRTQXKUKQPQHJGCNVJ
ECTGGFWECVKQPCPFUQEKCNUGTXKEGU
6. Water and wastewater.6JGKPHTCUVTWEVWTG
TGURQPUKDNGHQTYCVGTŤHTQOEQNNGEVKQPVQ
FKUVTKDWVKQPVQWUGCPFHKPCNN[TGWUGCPF
TGE[ENKPI2KRGUFKUVTKDWVKQPEGPVGTUECVEJOGPV CTGCU VTGCVOGPV HCEKNKVKGU RWOR
UVCVKQPURNCPVUCPFGXGPVJGYCVGTOGVGTU
CVRTKXCVGJQOGUCTGCNNGUUGPVKCNEQORQPGPVUQHVJKUTGURQPUKDKNKV[9CVGTRWTKV[
CPFENGCPNKPGUUCTGCNUQCFFTGUUGFJGTG
7. Public safety.6JGKPHTCUVTWEVWTGCIGPEKGU
CPF RGTUQPPGN VQ MGGR EKVK\GPU UCHG
'ZCORNGUKPENWFGRQNKEGCPFHKTGFGRCTVOGPVUGOGTIGPE[CPFFKUCUVGTRTGXGPVKQP
CPF OCPCIGOGPV CIGPEKGU EQWTVU CPF
EQTTGEVKQPUHCEKNKVKGU
8. Payments.2C[OGPVUNKPMCRC[GTCPFC
RC[GGCPFTGHGTVQCNNVJGMG[EQPVTKDWVQTU
KPXQNXGFOGTEJCPVUEQPUWOGTUDWUKPGUUGUDCPMURC[OGPVKPUVTWOGPVURTQXKFGTU
RC[OGPV UEJGOGU 2C[OGPVU UKV CV VJG
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SMART CITY

Buildings

Energy

Public
Safety

Telecomm

Water

Payments

Human
Services

Transport

Figure 2.2

JGCTVQHVJGGEQPQOKECEVKXKV[KPEKVKGUCPF
HQTOVJGEQTGEQORQPGPVQHGXGT[GEQPQOKEHNQYKPENWFKPIUCNCTKGUEQPUWOGTURGPFKPIDWUKPGUURTQEWTGOGPVCPFVCZGU6JG[
JCXGDGEQOGUQU[UVGOCVKEVJCVVJG[QHVGP
IQWPPQVKEGF
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Smart city enablers
5OCTVEKVKGUECPTCFKECNN[KORTQXGCNNQHVJG
TGURQPUKDKNKVKGU VJTQWIJ VJG RQYGT QH +%6
KPHQTOCVKQPCPFEQOOWPKECVKQPUVGEJPQNQI[ 
+%6ECPOCMGDWKNFKPIUOQTGGHHKEKGPVYCVGT
OQTGCHHQTFCDNGVTCPURQTVCVKQPSWKEMGTCPF
PGKIJDQTJQQFUUCHGT+PVJG4GCFKPGUU)WKFG
YGTGHGTVQVJGUGVTCPUHQTOCVKXGVGEJPQNQIKGU
CPFECRCDKNKVKGUCUGPCDNGTU
6JG[ RWVVJGūUOCTVŬKPUOCTVEKVKGU6JGUGXGP
VGEJPQNQI[GPCDNGTUCTGNKUVGFDGNQY
1. Instrumentation and controlKUJQYCUOCTV
EKV[ OQPKVQTU CPF EQPVTQNU EQPFKVKQPU
+PUVTWOGPVCVKQPRTQXKFGUVJGG[GUCPFGCTUQH
CUOCTVEKV['ZCORNGUKPENWFGUOCTVOGVGTU
HQT GNGEVTKEKV[ YCVGT CPF ICU CKT SWCNKV[
UGPUQTUENQUGFEKTEWKV68CPFXKFGQOQPKVQTU
CPFTQCFYC[UGPUQTU%QPVTQNU[UVGOURTQXKFG
TGOQVGOCPCIGOGPVECRCDKNKVKGU'ZCORNGU
KPENWFGUYKVEJGUDTGCMGTUCPFQVJGTFGXKEGU
VJCVNGVQRGTCVQTUEQPVTQNHTQOCHCT
2. ConnectivityKUJQYVJGUOCTVEKV[ŨUFGXKEGU
EQOOWPKECVG YKVJ GCEJ QVJGT CPF YKVJ VJG
EQPVTQNEGPVGT%QPPGEVKXKV[GPUWTGUVJCVFCVC
IGVUHTQOYJGTGKVKUEQNNGEVGFVQYJGTGKVKU
CPCN[\GFCPFWUGF'ZCORNGUKPENWFGEKV[YKFG
9K(KPGVYQTMU4(OGUJPGVYQTMUCPFEGNNWNCT
PGVYQTMU 0QVG 9JGP C EGNNWNCT PGVYQTM
EQOOWPKECVGU YKVJ FGXKEGU VJG 4GCFKPGUU

)WKFGTGHGTUVQKVCUEQPPGEVKXKV[9JGPKVNGVU
RGQRNGEQOOWPKECVGVJG)WKFGWUGUVJGVGTO
VGNGEQOOWPKECVKQPU6JGUGCTGCTDKVTCT[FKUVKPEVKQPUWUGFQPN[KPVJG)WKFGVQOCMGKVGCUKGTVQ
FKUVKPIWKUJDGVYGGPVJGVYQUKFGUQHEQOOWPKECVKQPUŤFGXKEGUCPFRGQRNG 
3. InteroperabilityGPUWTGUVJCVRTQFWEVUCPF
UGTXKEGUHTQOFKURCTCVGRTQXKFGTUECPGZEJCPIG
KPHQTOCVKQP CPF YQTM VQIGVJGT UGCONGUUN[
+PVGTQRGTCDKNKV[JCUOCP[DGPGHKVU(QTQPGKV
RTGXGPVUVJGEKV[HTQODGKPIūNQEMGFKPŬVQLWUV
QPGRTQRTKGVCT[UWRRNKGT(QTCPQVJGTKVIKXGUVJG
EKV[ OQTG EJQKEG UKPEG KV ECP DW[ HTQO CP[
EQORCP[VJCVUWRRQTVUVJGEKV[ŨUEJQUGPUVCPFCTFU(QTCPQVJGTKVNGVUVJGEKV[DWKNFRTQLGEVU
QXGTVKOGKPRJCUGUYKVJEQPƒFGPEGVJCVCNNVJG
RKGEGUYKNNYQTMVQIGVJGTKPVJGGPF
4. Security and privacyCTGVGEJPQNQIKGURQNKEKGUCPFRTCEVKEGUVJCVUCHGIWCTFFCVCRTKXCE[CPFRJ[UKECNCUUGVU'ZCORNGUKPENWFGVJG
RWDNKUJKPIQHENGCTRTKXCE[TWNGUCPFVJGKORNGOGPVCVKQPQHCE[DGTUGEWTKV[U[UVGO5GEWTKV[
CPF RTKXCE[ RNC[ C ETKVKECN TQNG KP GPCDNKPI
UOCTV EKVKGU DGECWUG VJG[ DWKNF VTWUV YKVJ
RGQRNG9KVJQWVVTWUVCEKV[OC[JCXGFKHƒEWNV[CFQRVKPIPGYVGEJPQNQIKGUCPFRTCEVKEGU
5. Data managementKUVJGRTQEGUUQHUVQTKPI
RTQVGEVKPICPFRTQEGUUKPIFCVCYJKNGIWCTCPVGGKPIKVUCEEWTCE[CEEGUUKDKNKV[TGNKCDKNKV[CPFVKOGNKPGUU &CVC KU MKPI KP C UOCTV EKV[ 2TQRGT
OCPCIGOGPVKUGUUGPVKCNVQOCKPVCKPFCVCKPVGI-
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TKV[CPFXCNWG#EKV[YKFGFCVCOCPCIGOGPV
VTCPURCTGPE[CPFUJCTKPIRQNKE[ŤKPENWFKPI
RTQRGTRQNKEKGUCTQWPFCEEGUUCWVJGPVKECVKQP
CPFCWVJQTK\CVKQPŤKUQPGUVGRVQYCTFRTQRGT
FCVCOCPCIGOGPVCUGZRNCKPGFDGNQY
6. Computing resourcesKPENWFG VJGEQORWVGT
ūDTCKPUŬ VJGOUGNXGU   UVQTCIG QH FCVC CPF
 URGEKCNECRCDKNKVKGUPGGFGFHQTUOCTVEKVKGU#
IGQITCRJKEKPHQTOCVKQPU[UVGO )+5 KUVJGOQUV
GUUGPVKCNURGEKCNECRCDKNKV[UKPEGKVCNNQYUVJG
UOCTVEKV[VQMPQYYJGTGGXGT[VJKPIKUNQECVGF$WV
KVŨUYQTVJPQVKPIVJCV)+5KUQPN[CUJGNRHWNCUVJG
FCVC EKVKGU RTQXKFG VQ KV #NN VJTGG EQORWVKPI
TGUQWTEGUCTGKPETGCUKPIN[UWRRNKGFXKCVJGūENQWFŬ
ŤTGOQVGUGTXGTUEQPPGEVGFVQVJG+PVGTPGV%KVKGU
JCXGQRVKQPUHQTFGRNQ[KPIENQWFUGTXKEGUKPENWFKPI
RWDNKERTKXCVGCPFJ[DTKFOQFGNU
7. Analytics ETGCVGXCNWGHTQOVJGFCVCVJCV
KPUVTWOGPVCVKQPRTQXKFGU'ZCORNGUKPENWFG
HQTGECUVKPIETKOGVJGYC[YGCNTGCF[HQTGECUV
YGCVJGTCPCN[\KPIGNGEVTKERQYGTWUCIGVQ
MPQYYJGPCPFYJGTGVQGZRCPFCPCN[\KPI
EQPFKVKQPUVQRTGFKEVYJKEJGSWKROGPVPGGFU
TGRCKTCWVQOCVKECNN[RNQVVKPIVJGDGUVTQWVGHQT
COCUUVTCPUKVWUGTCPFETGCVKPIRGTUQPCNK\GF
RQTVCNUHQTGXGT[EKVK\GPD[CPCN[\KPIYJCV
VJG[XCNWGOQUV#PFCPCN[VKEUVJCVWVKNK\GFCVC
HTQOCETQUUFGRCTVOGPVUJCXGVTGOGPFQWU
RQVGPVKCNVQKFGPVKH[PGYKPUKIJVUCPFWPKSWG
UQNWVKQPU VQ FGNKXGTKPI UGTXKEGU VJGTGD[
KORTQXKPIQWVEQOGU

4

The role of dependencies
in smart city planning
+P VJG RTGXKQWU EJCRVGT YG GZRNQTGF VJG
FCPIGTUCPFRKVHCNNUQHUKNQGFEKVKGU%KVKGUVJCV
FQPŨVEQQTFKPCVGVJGKTXCTKQWUFGRCTVOGPVUCV
VJGVGEJPQNQI[RNCPPKPINGXGNQHVGPGPFWR
YKVJTGFWPFCPVKPXGUVOGPVUKPVGEJPQNQIKGU
VTCKPKPICPFGXGPRGTUQPPGN
$WV VJGTGŨU CP GXGP FGGRGT EQPPGEVKQP
DGVYGGPUOCTVEKV[TGURQPUKDKNKVKGUVJCVECPŨV
DGQXGTNQQMGF6JCVŨUVJGOCVVGTQHFGRGPFGPEGU5KPEGUQOCP[EKV[U[UVGOUUGTXKEGU
CPFKPHTCUVTWEVWTGUCTGEQPPGEVGFKPQPGYC[
QTCPQVJGTDGEQOKPIUOCTVKPQPGCTGCKU
QHVGPFGRGPFGPVQPRTQITGUUDGKPIOCFGKP
CPQVJGT
#UEKVKGUFGXGNQRNQPIVGTOIQCNUCPFRNCPUKV
KUKORQTVCPVVQEQPUKFGTJQYFGUKTGFKORTQXGOGPVUVQVJGRGTHQTOCPEGQHCUKPINGTGURQPUKDKNKV[OC[TGSWKTGKORTQXGOGPVUKPCTGURQPUKDKNKV[QPYJKEJVJGTGKUCFGRGPFGPE[(QT
GZCORNG EKVKGU ECPPQV GZRGEV VQ HQUVGT C
JGCNVJ[RQRWNCVKQPKHYCVGTU[UVGOUECPPQV
GPUWTGYCVGTSWCNKV[;GVYCVGTU[UVGOUTGN[
JGCXKN[QPGPGTI[U[UVGOUVQRWORCPFOQXG
YCVGTVJTQWIJEKV[KPHTCUVTWEVWTG5QCU[QW
RNCPRTQLGEVUVQKORTQXGYCVGTKPHTCUVTWEVWTG
DGUWTGVQGZCOKPGCP[TGSWKTGOGPVUVJCV
PGGFVQDGCFFTGUUGFD[GNGEVTKECNU[UVGOU

CPFVJGFKUVTKDWVKQPITKF6JKPMJQNKUVKECNN[VQ
CXQKFJCXKPIVQOCMGOCLQTU[UVGOEJCPIGU
QTWPCPVKEKRCVGFEQWTUGEQTTGEVKQPUHWTVJGT
KPVQ[QWTUOCTVEKV[RNCPPKPI
#U [QW OQXG VJTQWIJ VJG EJCRVGTU KP VJKU
)WKFGYGYKNNJKIJNKIJVFGRGPFGPEKGUVJCV
OGTKVEQPUKFGTCVKQP;QWŨNNEQOGVQTGCNK\GVJCV
WPFGTUVCPFKPI FGRGPFGPEKGU KU CPQVJGT
TGCUQPVQDTKPIETQUUFGRCTVOGPVCNVGCOU
VQIGVJGT GCTN[ KP [QWT UOCTV EKV[ RNCPPKPI
RTQEGUU
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The role of dependencies.

A healthy population is
dependent in part on quality
drinking water which, in turn, is
dependent on energy systems
that pump the water. Thinking
holistically early in the smart city
planning process will help avoid
unexpected roadblocks later.
Figure 2.3
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LIVING PlanIT
BUILT SMART FROM
THE GROUND UP

%QWPEKNOGODGT%KUEQKUQPGQHVJGJKIJVGEJEQORCPKGU
RCTVPGTKPIYKVJVJGIQXGTPOGPVQH2QTVWICNVQKPXGPVCPF
DWKNFCUVCVGQHVJGCTVUOCTVEKV[HTQOVJGITQWPFWR
.QECVGFKPVJGVQYPQH2CTGFGUCDQWVVYQJQWTUPQTVJQH
.KUDQP2QTVWICNVJGRTQLGEVKUURGCTJGCFGFD[2QTVWIWGUG
EQORCP[.KXKPI2NCP+65KVWCVGFQPOQTGVJCPCETGU
VJGEQOOWPKV[YKNNVCMGCVNGCUVHQWT[GCTUVQEQORNGVGCV
CPGUVKOCVGFEQUVQHDKNNKQP+VYKNNGXGPVWCNN[JQWUG
CDQWVRGQRNGOCP[QHYJQOYKNNYQTMHQT.KXKPI
2NCP+6ŨUVGEJPQNQI[RCTVPGTUCVPGYTGUGCTEJCPFEQOOGTEKCNK\CVKQPEGPVGTU

6JGEKV[KUFGUKIPGFCUCNKXKPINCDQTCVQT[HQTPGYVGEJPQNQIKGU&CVCEQNNGEVKQPUGPUQTUYKNNDGCFFGFVQXKTVWCNN[GXGT[VJKPIHTQOTGHTKIGTCVQTUVQVTCUJEQPVCKPGTUVQ
VTCHƒENKIJVU6JQUGUGPUQTUYKNNOQPKVQTGXGT[CURGEVQH
WTDCPNKHGKPENWFKPIVTCHHKEHNQYGPGTI[EQPUWORVKQP
YCVGTWUGYCUVGRTQEGUUKPIGXGPVJGVGORGTCVWTGQH
KPFKXKFWCNTQQOU#NNVJGUGUGPUQTUYKNNDGEQPPGEVGFVQ
.KXKPI2NCP+6ŨU7TDCP15 715 COKFFNGYCTGRNCVHQTO
VJCV KU GODGFFGF KP VJG HCDTKE QH DWKNFKPIU CPF
KPHTCUVTWEVWTG
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A consortium led
by the Living PlanIT
company is creating
a smart city from
the ground up in
northern Portugal.
Data collection
sensors will be added
to virtually everything,
from refrigerators to
trash containers to
VTCHƒENKIJVU
Figure 2.4
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Developing an
intelligent city platform.
The city’s digital control
system will accommodate
an expanding list of
applications, from
managing electricity
FGOCPFVQTQWVKPIVTCHƒE
VQƒPFKPICRCTMKPIURQV
to name just a few.
Figure 2.5

715YKNNKPVGITCVGYKVJVJG/KETQUQHV&GXKEGU5GTXKEGU2NCVHQTOVQ
GPCDNGEKV[IQXGTPOGPVUVQFGNKXGTCEQORTGJGPUKXGUGVQHUGTXKEGU
%KUEQKUCEVKPICUVJGOCUVGTRNCPPGTHQTKPHQTOCVKQPVGEJPQNQI[CPF
EQOOWPKECVKQPUFGUKIPCPFCTEJKVGEVWTG%KUEQKUCNUQDWKNFKPIC
EWVVKPIGFIGFCVCEGPVGTCVCPGUVKOCVGFEQUVQHOKNNKQP

1TVJGEQPVTQNU[UVGOOKIJVPQVKEGVJCVVJGKPVGTKQTQHCDWKNFKPIKU
IGVVKPIVQQJQV9KVJKVUMPQYNGFIGQHVJGQWVUKFGVGORGTCVWTGRNWUVJG
DWKNFKPIŨUGSWKROGPVCPFQTKGPVCVKQPKVEQWNFTGNC[CEQOOCPFVQFCTMGPVJGUOCTVINCUUQPVJGDWKNFKPIŨUUWPYCTFUKFGVQTGFWEGVJGUWPŨU
YCTOKPIGHHGEV

6JGEKV[ŨUFKIKVCNEQPVTQNU[UVGOYKNNCEEQOOQFCVGCPGZRCPFKPINKUVQH
CRRNKECVKQPUHTQOOCPCIKPIGNGEVTKEKV[FGOCPFVQTQWVKPIVTCHƒEVQƒPFKPICRCTMKPIURQVVQPCOGLWUVCHGY+PVJGGXGPVQHCƒTGHQTKPUVCPEG
UGPUQTUECPRKPRQKPVVJGNQECVKQPCNGTVRGQRNGPGCTD[PQVKH[VJGHKTG
UVCVKQPCPFOCPCIGVJGVTCHƒENKIJVUUQƒTGGPIKPGUECPTGCEJVJGDWKNFKPICUSWKEMN[CURQUUKDNG

6JGEQPUQTVKWOJQRGUVQWNVKOCVGN[ETGCVGCRNCVHQTOVQGPCDNGCPGY
IGPGTCVKQPQHKPVGNNKIGPVEKVKGUū5QHVYCTGJCUVTCPUHQTOGFKPFWUVTKGUŤ
OGFKEKPGGFWECVKQPUEKGPEGHKPCPEGOCPWHCEVWTKPIŬGZRNCKPU5VGXG
.GYKU.KXKPI2NCP+6ŨUEQHQWPFGTCPF%'1ū#PFUQHVYCTGYKNNVTCPUHQTO
QWTEKVKGUVQCEJKGXGVJGKTGEQPQOKEUQEKCNCPFGPXKTQPOGPVCNRQVGPVKCNŬ
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The Readiness Guide
structure
6JG4GCFKPGUU)WKFGKUEQORTKUGFQHOWNVKRNG
EJCRVGTU1PGEJCRVGTGZCOKPGUūWPKXGTUCNŬ
RTKPEKRNGUŤGPCDNGTUEQOOQPVQCNNTGURQPUK
DKNKVKGU6JGEJCRVGTUVJCVHQNNQYFGVCKNJQY
KPFKXKFWCNEKV[TGURQPUKDKNKVKGUŤRQYGTVTCPURQTVCVKQP RWDNKE UCHGV[ RC[OGPVU GVE Ť
UJQWNFWUGVJGVGEJPQNQI[GPCDNGTU6YQƒPCN
EJCRVGTUEQXGTJQYVQVTCPUNCVGVJG)WKFGŨU
VJGQTKGUKPVQCTQCFOCR
'CEJ EJCRVGT JCU VJTGG UGEVKQPU 6JG HKTUV
UGEVKQPGPXKUKQPUYJCVGCEJTGURQPUKDKNKV[
EQWNFNQQMNKMGD[VJG[GCT6JGUGEQPF
UGEVKQPGZCOKPGUVJGDGPGHKVUVJCVCTKUGHTQO
GCEJVCTIGV6CTIGVUCTGIQCNUŤGPFRQKPVUQT
QWVEQOGUCEKV[UJQWNFYQTMVQYCTF#VJKTF
UGEVKQPRTQXKFGUCEJGEMNKUVQHVJGTGNGXCPV
VCTIGVUHQTVJCVTGURQPUKDKNKV[;QWECPWUG
VJGUGEJGEMNKUVU CPFVJGUWOOCT[EJGEMNKUVKP
VJGƒPCNEJCRVGT VQETGCVGCūYKUJNKUVŬVJCVECP
KPHQTOCPFKORTQXG[QWTUOCTVEKV[TQCFOCR
5ECVVGTGFVJTQWIJQWVCTGDTKGHGZCORNGUVQ
UJQYJQYEKVKGUCTGCRRN[KPIVJGUGVJGQTKGUKP
TGCNNKHG

What this guide does NOT do.9GŨXGVCNMGF
CDQWVYJCVVJG)WKFGYCPVUVQFQDWVKVŨUCNUQ
KORQTVCPVVQCEMPQYNGFIGVJGVJKPIUVJCVCTG
QWVUKFGKVUUEQRG
The Guide does NOT suggest what your city’s
overall goals should be.5OCTVEKV[VGEJPQNQIKGUCTGCOGCPUVQCPGPF'XGT[EKV[UJQWNF
FGEKFGHQTKVUGNHYJCVGPFUKVJQRGUVQCEJKGXG
$WV YJCVGXGT [QWŨTG CHVGT VJG VCTIGVU
FGUETKDGF KP VJKU IWKFG TGRTGUGPV VJG DGUV
VGEJPKECNHQWPFCVKQPHQTRWTUWKPIVJQUGIQCNU
The Guide does NOT propose which responsibilities should be prioritized.'XGT[EKV[JCU
KVUQYPWPKSWGUVTGPIVJUCPFYGCMPGUUGUKVU
QYPWPKSWGJKUVQT[CPFTGUQWTEGUKVUQYP
WPKSWGRTGHGTGPEGUCPFCURKTCVKQPU5QOG
EKVKGUOC[EJQQUGVQVCEMNGVTCPURQTVCVKQP
HKTUVHQTKPUVCPEGYJKNGQVJGTUOC[HGGNVJCV
GPGTI[KUOQTGWTIGPV
The Guide does NOT pretend that its targets
are set in stone.%JCPIGKUEQPVKPWQWUCPF
VGEJPQNQI[CFXCPEGUCTGHCOQWUN[WPRTGFKEVCDNG 6JG VCTIGVU UJQYP JGTG CTG VJG DGUV
TGEQOOGPFCVKQPU YG ECP OCMG VQFC[ CU
KPHQTOGFD[CNCTIGEQPVKPIGPVQHVJGYQTNFŨUVQR
GZRGTVU6JG[YKNNRWVEKVKGUQPVJGTKIJVRCVJDWV
EKVKGUYKNNUVKNNPGGFVQOCMGRGTKQFKEGXCNWCVKQPU
CPFEQWTUGEQTTGEVKQPUCUVGEJPQNQI[GXQNXGU
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Figure 2.6

Roadmapping
is how a city
translates the
theories of the
Readiness
Guide into a
plan of action.
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MALTA: WHY NOT A
SMART ISLAND?

.QECVGFKPVJGJGCTVQHVJG/GFKVGTTCPGCPCPFMPQYPHQT
KVUUVCDNGGEQPQO[CPFRTQDWUKPGUUIQXGTPOGPV/CNVC
KUCITQWRQHUOCNNKUNCPFUOKNGUVQVJGUQWVJQH5KEKN[
*QOGVQTQWIJN[RGQRNGKVJCUVJGJKIJGUVRQRWNCVKQPFGPUKV[KP'WTQRGRWVVKPICIGPWKPGUVTCKPQPRQYGT
ICUYCUVGOCPCIGOGPVCPFQVJGTGUUGPVKCNUGTXKEGU
+PVJGPCVKQPCNGPGTI[CPFYCVGTRTQXKFGTURCTVPGTGF
YKVJ5OCTV%KVKGU%QWPEKNOGODGTU+$/+VTQPCPFQVJGT
UWRRNKGTUVQITCFWCNN[TQNNQWVUOCTVOGVGTUHQTCNNGNGEVTKE
CPFYCVGTEWUVQOGTU6JGWVKNKVKGUCTGUCXKPIOQPG[D[
PQVGORNQ[KPIOGVGTTGCFGTU9JCVŨUOQTGVJGOGVGTKPI
FCVCKUKPVGITCVGFKPVQPGYDCEMQHƒEGCRRNKECVKQPUHQTDKNNKPI+VKUCNUQWUGFHQTCPCN[VKEUVJCVNQECVGRTQDNGOUCPF
FGVGTOKPGYJGPCPFYJGVJGTVQGZRCPFVJGITKF

5QHCTTGUWNVUJCXGDGGPXGT[UWEEGUUHWN(QTKPUVCPEG
VJGPGYUOCTVYCVGTITKFJCUKPETGCUGFVJGHVFGVGEVKQP
YJKNGCNUQKPVTQFWEKPIPGYRTKEKPIQRVKQPUHQTEWUVQOGTU
VJCVTGYCTFEQPUGTXCVKQP
9KVJVJQUGUOCTVITKFUKPRNCEG/CNVCJCUVJGHQWPFCVKQPCNGNGOGPVUHQTCUOCTVKUNCPF#PFVJGIQXGTPOGPVKU
VCMKPIVJKPIUGXGPHWTVJGTKPQPGEQTPGT+VKUVTCPUHQTOKPI
CPKPFWUVTKCNRCTMKPVQCUVCVGQHVJGCTVKPHQTOCVKQPVGEJPQNQI[CPFOGFKCEKV[6JGIQCNQH5OCTV%KV[/CNVCKUVQ
RWVGXGT[VJKPICJKIJVGEJEQORCP[PGGFUVQUWEEGGFKP
QPGRNCEGKPENWFKPIUVCVGQHVJGCTV+%6KPHTCUVTWEVWTG
CNQPIYKVJCJQUVQH+6OGFKCCPFRTQFWEVKQPUGTXKEGU
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7KHZRUOG̸VͧUVW
smart island.

Thanks to its smart water
and electricity networks,
/CNVCKUVJGYQTNFŨUƒTUV
smart island. It is also the
home of SmartCity Malta
(shown here), a cutting
edge development
designed to attract
high-tech industry.
Figure 2.7
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Conclusion
#U[QWTGXKGYVJGEJCRVGTUVJCVHQNNQY[QW
ECPWUGVJGEJGEMNKUVUCVVJGGPFQHGCEJQPG
VQPQVGYJGTG[QWTEKV[KUEWTTGPVN[YGCMQT
UVTQPI1PEG[QWŨXGEQORNGVGFVJQUGCUUGUUOGPVU[QWECPVTCPUHGTVJGOVQVJGUWOOCT[
EJGEMNKUVKPVJGHKPCNEJCRVGT+FGCUVQ#EVKQP
9KVJVJCVUWOOCT[KPRNCEG[QWŨNNDGTGCF[VQ
DWKNF[QWTUOCTVEKV[TQCFOCRWUKPIVJGVKRU
CPFVGEJPKSWGURTQXKFGFKPVJCVNCUVEJCRVGT
6JG OKUUKQP QH VJG 5OCTV %KVKGU %QWPEKN
4GCFKPGUU)WKFGKUVQUGV[QWQPVJGRCVJVQ
DGEQOKPICEKV[QHVJGHWVWTGŤCUOCTVEKV[
YKVJ GPJCPEGF NKXCDKNKV[ YQTMCDKNKV[ CPF
UWUVCKPCDKNKV[+VYKNNVCMGRCVKGPEGVQOCTEJ
VJTQWIJGCEJEJCRVGTVQEQORKNG[QWTQYP
ūYKUJNKUVŬQHGUUGPVKCNHGCVWTGU#PFKVYKNNVCMG
NGCFGTUJKR VQ DWKNF VJQUG HGCVWTGU KPVQ C
EQORTGJGPUKXGUOCTVEKV[RNCPVJCVJCUVJG
UWRRQTVQHVJGRWDNKE
Figure 2.8

$WVCOC\KPICFXCPVCIGUCYCKVVJQUGEKVKGU
VJCVOCMGVJGGHHQTV6JGKTEKVK\GPUYKNNJCXGC
JGCNVJKGT JCRRKGT RNCEG VQ NKXG CNQPI YKVJ
DGVVGTJKIJGTRC[KPILQDU#PFCNNQHVJCVKPC
UWUVCKPCDNGHCUJKQPVJCVFQGUPŨVTQDHTQOVJG
PGZVIGPGTCVKQP
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CHAPTER 3

UNIVERSAL ASPECTS OF A
SMART CITY

6RPHRIWRGD\˸VJUHDWHVWFLWLHVEHQḨWWHGIURPYLVLRQDULHV
ZKR ˳ FHQWXULHV DJR ˳ VDZ SRVVLELOLWLHV IRU FLYLF EHWWHUment and made it happen. A compelling example comes
from leaders back in the 1800s. Way before the phrase
“urban sprawl” had entered our psyche, they committed
WRSUHVHUYLQJYDVWDPRXQWVRIRSHQVSDFHVIRUSXEOLFXVH
Think of Hyde Park in London, Central Park jutting through
Manhattan or Ueno Park in Tokyo. They are all testaments
WROHDGHUV˻WKLQNLQJRXWVLGHWKHER[˼DYHU\ORQJWLPHDJR
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Fast-forward a couple of centuries. It’s your
turn to make that same kind of lasting impact
on your city. This chapter will help get you started. In many ways, it is the most important
chapter in the Guide because it lays out the
universal principles that should underlie every
city responsibility, from water to power to public
safety and all the rest. Get these right and
you’ve set up your city for decades of success.
This chapter includes 17 goals — we call them
“targets” — that will propel you down the
smart city path. We refer to these 17 as
“universal targets” because each of them
applies to every city responsibility.
Here’s an example: One of the targets is to use
analytics to achieve full situational awareness.
That means giving system operators a realtime, big-picture view of what’s going on so
they can spot problems early and act quickly to
mitigate them. An example might be an accident that has a major thoroughfare blocked.
Knowing about the accident in real time gives
transit operators a chance to reroute buses.
But that situational awareness also has great
value to public safety, to water, to energy, to...
well, to virtually every city responsibility, hence
their inclusion in this universal chapter. (In
later chapters, you’ll read about targets that
CRRN[QPN[VQURGEKƒETGURQPUKDKNKVKGUŤGPGTI[
or transportation, for instance).
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Before we drill down on the 17 universal
targets, a quick refresher on key terms:
́ ,&7 — information and communications
technologies. The blanket term for the
devices, software and communications that
make cities smart.
́ ,QVWUXPHQWDWLRQ Ť VJG FGXKEGU WUGF VQ
collect data about city conditions. Examples
include smart meters, occupancy sensors,
temperature sensors, light detectors, pressure sensors and many more.
́ 5HVSRQVLELOLWLHVŤVJGGXGT[FC[GUUGPVKCN
functions and services a city provides such
as water, public safety, transportation, etc.
́ (QDEOHUV Ť VQ GPCDNG KU ūVQ IKXG RQYGT
means, competence or ability.” By that token,
enablers are the individual ICT components
that allow city responsibilities to get smart.
Examples include computing resources,
data analytics and similar functionalities.
́ 7DUJHWVŤIQCNUHQTUOCTVEKV[GHHQTVU#
series of objectives that, taken together, form
the foundation of an ICT-enabled smart city.
Before we go further, let’s take a look at some
QHVJGCOC\KPIDGPGƒVUVJCV[QWTEKVK\GPUYKNN
gain once you start checking off the smart
city targets recommended in this Guide.

City visionaries.

Thanks to the work of
visionary planners in the
1800s, Hyde Park remains a
popular gathering spot in the
middle of urban London.
Figure 3.1
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%HQHƜWVRIUHDOL]LQJWKH
XQLYHUVDOWDUJHWV
We’ve talked about the hurdles cities face on
their smart city journey and how realizing
targets will require commitment, planning and
execution. Now let’s talk about the rewards!
Because the 17 universal targets described
JGTGCRRN[VQGXGT[TGURQPUKDKNKV[VJGDGPGƒVU
highlighted below are also citywide in their
application. We’ve organized the benefits by
QWT VJTGG EQTG UOCTV EKV[ QDLGEVKXGU Ť
enhanced
livability,
workability
and
sustainability.
/LYDELOLW\ will mean different things to different
people because we all define quality of life in
FKHHGTGPVYC[U;GVVJGUOCTVEKV[DGPGƒVUJKIJlighted below have the potential to help
everyone:
5HYROXWLRQL]LQJSHRSOH˹VUHODWLRQVKLSZLWK
WKHLUJRYHUQPHQW By providing instant, electronic access to the information people need,
the services they require, and the interaction
they want with officials, cities build citizen
trust and satisfaction.

a similar fashion, by sharing data with outside
developers who can innovate new applications.
For instance, cities including Amsterdam,
London, Philadelphia and San Francisco have
instituted “Open Data” programs. They have
resulted in hundreds of innovative applications,
including trip planners, parking spot finders,
bus locators, crime reporting and alerts, and
business planning tools, to name just a few.
(QDEOLQJUHDOWLPHDOHUWVDQGUHDOWLPHPRQL
WRULQJ Health and public safety are improved
when citizens are alerted to fires, floods, airquality issues, public disturbances, pipeline
leaks, downed electricity lines, chemical spills,
snowstorms and snow plows, metro lines, bus
locations, etc.
&UHDWLQJ FLW\ZLGH VLWXDWLRQDO DZDUHQHVV
When you are able to fully visualize your city’s
traffic, energy, gas and water networks, you
can best ensure reliability and resiliency of
those essential services.
3URWHFWLQJSHUVRQDOSULYDF\ People have a
right to and great desire for privacy and that
issue will certainly crop up when you start
marching down the smart city path. The
Guide’s universal principles include recommendations on privacy.

Revolutionizing
people’s relationship
with their government.
By providing instant,
electronic access to the
information people need,
when and where they
need it, cities build new
trust with their citizens.
Figure 3.2

,PSURYLQJFLW\VHUYLFHE\VKDULQJGDWD Many
of the most exciting city applications come
from sharing data between departments. Or, in
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:RUNDELOLW\ means accelerated economic
development.
&UHDWLQJZRUOGFODVVLQIUDVWUXFWXUH Businesses
weight the efficiency and reliability of city infrastructures when they make their investments.
They have many options. Why locate in city A,
when nearby city B has a more efficient transportation network, a more reliable and costeffective energy grid, or a more advanced law
enforcement program? Cities that have optimized their infrastructures are more attractive
investment locations.
3URWHFWLQJEXVLQHVVIURPF\EHUFULPH Hacking
and theft are serious risks to businesses. A
2012 study reported that incidents of cybercrime doubled over the last three years, while
their financial impact rose by 40%. Enforcing
cybersecurity as described in this Guide will help
city government achieve safety and resiliency,
and create trust for companies contemplating a
move to your city.
8QOHDVKLQJLQQRYDWLRQCities that free up
their data via Open Data or similar programs
will unleash the power of people on their data
sets and benefit from new ideas. Data is a
XCNWCDNGCPFRTQƒVCDNGTGUQWTEGVJCVECPHWGN
innovation and invention, thereby creating new
businesses, revenue streams and jobs.

CHAPTER 3: UNIVERSAL | Smart Cities Council Readiness Guide

&UHDWLQJ D ˼UHFUXLWLQJ WRRO˽ IRU DWWUDFWLQJ
WDOHQWDQGMREVIncreasingly mobile businesses and professionals are attracted to
cities that have a strong, compelling vision for
a better future.
6XSSRUWLQJVNLOOVGHYHORSPHQWAccording to a
2012 study, despite the relatively high unemployment rate in the United States, 49% of
employers reported having difficulty in filling
science, technology, engineering and mathematics (STEM) jobs. City-supported skill development can be an enormous draw to businesses looking for specialized talent.
6XVWDLQDELOLW\ is how smart cities provide
necessary and desirable services in a way that
doesn’t deplete resources.
5HGXFLQJUHVRXUFHXVHWKURXJKRSWLPL]DWLRQ
The optimization gains from analytics and
improved planning mean that cities, their businesses and their residents consume fewer
resources. By harnessing the power of ICT,
smart cities can curb the theft of resources and
deliver a better future for generations to come.

Creating world-class
infrastructure.

Cities that have optimized
their infrastructures –
transportation, energy,
etc.– will be more
attractive to businesses.
Figure 3.3

(QDEOLQJDEURDGVHOHFWLRQRIWHFKQRORJ\
FKRLFHV Cities that pursue interoperability in
their smart technology investments will save
money by being able to pick from the widest
variety of solutions possible.
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5HGXFLQJGXSOLFDWLRQRIHIIRUWWhen smart
EKV[GHHQTVUCTGEQPƒPGFVQFGRCTVOGPVCNUKNQU
functions are needlessly repeated. This unnecessary duplication may range from market
research to community outreach to technical
design to security planning to staff training to
procurement processes to designing user
interfaces and much more. Agreeing in
advance on universal principles takes care of
these things once, for use in all departments.

different applications, minimizing expensive
programming.

5HGXFLQJFRVWVWKURXJKLQIUDVWUXFWXUHVKDU
LQJ Some early smart city efforts have overlooked the potential to share costs. Here are
just a few of the elements that can often be
purchased or designed just once and reused
many times: geographical information systems
(GIS); communications networks; cybersecurity
designs and implementations; database
management systems; enterprise service
buses; workforce and field crew management
architecure, and operations centers.
Additionally, in some cases costs can be
reduced by partnering with private sector
providers (operators) who have already
deployed networks and services.

(PEHGGLQJEHVWSUDFWLFHV By way of example, consider something as crucial as cybersecurity. Now suppose that every department is
responsible on its own for researching, planning and implementing that security. It’s not
hard to recognize that some departments will
not have the skills and resources to do the
best possible job. By contrast, if the city
adopts a universal security framework, it can
be assured that the individual departmental
implementations will be state-of-the-art.

5HGXFLQJFRVWVE\UHXVLQJVRIWZDUHPRGXOHV
By realizing the targets in this Guide, cities can
construct their applications in a way that
creates a collaborative and secure environment,
makes it easy to share code modules between
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,QFUHDVLQJHFRQRPLHVRIVFDOH By agreeing
on universal standards and specifications,
cities can often lower their purchasing costs
while increasing interoperability. Otherwise,
each city department makes its own small,
slightly different order with diminished
bargaining power.

6TXHH]LQJ WKH PD[LPXP YDOXH IURP FLW\
DVVHWVElectronically monitoring the actual
condition of assets at every moment helps
predict when they will need maintenance in
time to prevent breakdowns. With device
management and asset optimization, cities
will save money while still ensuring the reliability of their technology deployments.
8VLQJ FRPSXWHU VLPXODWLRQV WR SODQ ZLWK
JUHDWSUHFLVLRQThanks to computer modeling
and simulations, cities can test assumptions,
try different scenarios and make mistakes in
the simulations instead of costly mistakes in
real life. Many experts predict that smart city
technologies will change the very nature of
RNCPPKPIŤHTQOCQPEGKPCFGECFGCEVKXKV[
based on estimates to an ongoing process
based upon real-time data.

(QDEOLQJ EHWWHU ILQDQFLDO IRUHFDVWLQJ
Financial forecasting is an important discipline and it can be greatly enhanced with the
help of the data flowing from smart cities.
Combining and correlating growth projections,
depreciation and historic operating patterns
can improve cities’ 5-, 10- and 20-year plans.
And by monitoring key performance indicators, cities can measure their progress and
their return on investment.
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+RZWRXVHWKLVFKDSWHU
DQGWKHRQHVWKDWIROORZ
The goal of the Readiness Guide is to help you
make two key decisions: 1) where you want to
end up and 2) where you should start.
This chapter and those that follow will help
you with the first issue. They suggest the
targets at which you should aim. Your only job
is to review those targets and determine a)
whether they apply to your city and b) how far
along you are already.
When it comes to which ones apply, we are
DKCUGFŤYGVJKPMGXGT[VCTIGVKPVJKU)WKFGKU
essential to the long-term success of a smart
city. Not to be overly dramatic, but you ignore
VJGUG VCTIGVU Ť GURGEKCNN[ VJG WPKXGTUCN
VCTIGVUŤCV[QWTQYPRGTKN
The universal targets are highlighted on the
checklist you’ll see on the next page (and
again at the end of the chapter). Each target
is explained in detail on the pages that follow.
When it comes to how far along you are, you
can use the column at the far right of the
checklist to record your estimate. You’ll use
VJCVGUVKOCVGQHRTQITGUUKPVJGƒPCNEJCRVGT
Ideas to Action, where you will set your
priorities.
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Universal targets.

Knowing where you are
strong and weak will help
you choose where to point
[QWTUOCTVEKV[GHHQTVUƒTUV
Figure 3.4

Knowing where you are strong and weak will
help you choose where to point your smart
EKV[GHHQTVUƒTUV
You don’t have to over-think the process. Nor do
you have to become an expert in every target.
When you have gone through all the chapters
and completed the consolidated target list in the
ƒPCNEJCRVGT[QWYKNNDGJCPFKPIKVVQURGEKCNKUVU
to build detailed project plans. You can count on
their expertise for the details.
A few large cities will hand their target list to
in-house staff. But most cities will use outside
experts. Either way, your job is to hand those
GZRGTVU[QWTūYKUJNKUVŬŤ[QWTRTKQTKVK\GFVCTIGV
list. That list will tell them, in general terms, where
you want to start and where you want to end up.

So don’t feel overwhelmed as you read
through the targets. Your job is not to solve all
of these issues. That’s where the experts
come in. Your job is to know which issues
need a solution and to decide which issues to
VCEMNGƒTUV
If you have further questions about targets
and checklists, reach out to the Smart Cities
Council via the website or the contact information in the appendix.
And now, on to the universal targets. As you
read through each one, jump to a checklist to
record your assessment of your city’s progress.
After completing this chapter and the ones that
follow, use the summary checklist in the final
chapter to combine your results into one
document.
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UNIVERSAL TARGETS
(QDEOHU

,QVWUXPHQWDWLRQ &RQWURO
&RQQHFWLYLW\

TECHNOLOGY

,QWHURSHUDELOLW\

8QLYHUVDO7DUJHWV

,PSOHPHQWDWLRQ3URJUHVV

How smart cities deploy and use ICT to enhance
OLYDELOLW\ZRUNDELOLW\DQGVXVWDLQDELOLW\

1RQH3DUWLDO2YHU&RPSOHWH

Implement optimal instrumentation

Connect devices with citywide, multi-service communications
Adhere to open standards
Use open integration architectures and loosely coupled interfaces
Prioritize use of legacy investments

6HFXULW\ 3ULYDF\

Publish privacy rules
Create a security framework
Implement cybersecurity

'DWD0DQDJHPHQW

Create a citywide data management, transparency and sharing policy

&RPSXWLQJ5HVRXUFHV

$QDO\WLFV

Consider a cloud computing framework
Use an open innovation platform
Have access to a central GIS
Have access to comprehensive device management

Achieve full situational awareness
Achieve operational optimization
Achieve asset optimization
Pursue predictive analytics
Figure 3.5
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UNIVERSAL

Action items.

Cities that achieve
the universal targets
described in this
chapter gain a wide
variety of powerful
DGPGƒVU

Figure 3.6
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,QVWUXPHQWDWLRQ
DQGFRQWURO
Instrumentation is the bedrock of smart cities.
It provides the key source of data that allows a
city to make informed decisions on how to
reduce costs and allocate funding. In energy,
instrumentation may mean smart meters that
measure energy flow. In transportation it may
mean embedded devices in roads and highYC[UVJCVOGCUWTGVTCHƒE
,PSOHPHQW RSWLPDO LQVWUXPHQWDWLRQ The
purpose of this target is two-fold. 1) We use
instrumentation to gather information about
city conditions. 2) We use control devices to
take action remotely — for instance, to throw a
switch or open a valve. Becoming smart is all
about having the right data to work with to
make better decisions. So the overarching
goal is optimal instrumentation and control.
Optimal is the key word here. The ideal smart
city will have exactly the devices it needs,
exactly where needed. In many responsibility
areas, optimal may mean a device at every end
point. In water, for instance, it may mean a
smart water meter at every customer premise.
In other cases, it may mean a sensor “every so
QHVGPŬŤCUHTGSWGPVN[CUPGGFGFVQIGPGTCVG
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enough data to provide a full picture of what’s
going on.
Three issues are worth mentioning as they
apply to instrumentation; these three will be
addressed in more detail later in the chapter:
 3ULYDF\DQGVHFXULW\— Given the amount
of data generated, cities must be absolutely vigilant about respecting privacy and
implementing security.
 /HJDF\GHYLFHV — Your city may already
have lots of data available without the need
for additional instrumentation immediately.
For instance, anonymous cell phone GPS
data can tell you where people are, or how
fast they are moving on roadways. Key
intersections may already have traffic
sensors. Streetlights may already detect
ambient light. Water, power or gas utilities
may already have smart meters. You may
decide to add additional sensors – especially now that prices are plummeting –
but it’s often possible to get started with
the data you are getting already.
&RQQHFWLYLW\— In smart cities, instrumentation needs to be connectible. Having
sensors that need to be checked manually
KUPQVQRVKOCNŤHQTKPUVCPEG[QWYQWNFPŨV

Implement optimal
instrumentation.

Optimal instrumentation is
what creates the data
critical to a smart city.
Figure 3.7

want to have to send a technician to every
water pump in your city.
Implementing optimal instrumentation creates
the data critical to a smart city. It is also the
first step in connecting city infrastructure to
the “Internet of Things,” which is described
next in the connectivity discussion.
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Optimal instrumentation:

HOW SMART WASTEWATER
MANAGEMENT SAVED AN
INDIANA CITY MILLIONS
Figure 1.2

South Bend, Indiana had a serious problem: wastewater
spilling into the St. Joseph River and welling up in basements. The city’s wastewater pipes and treatment facilities just couldn’t handle the volume.
The city was looking at an estimate of $120 million for a
daunting infrastructure upgrade. Instead, it entered a
public-private partnership with Notre Dame University,
local tech company Emnet and Smart Cities Council
member IBM to come up with a new way to monitor and
control its wastewater collection system. The new
CRRTQCEJEQUVVJGEKV[VJQHVJGKPKVKCNGUVKOCVGŤC
much more budget-friendly $6 million.
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The integration of IBM technology with smart valves and
sensors from business partner EmNet helped the city to
be proactive in its wastewater management, avoiding
additional infrastructure investments while improving
public health. Meanwhile, Notre Dame students came up
with innovative apps to allow residents to report flooding,
social media tools that collect information on water
systems and more. As a result, the technology and
research made it possible to automate what had been
manual and labor-intensive data collection.

Implementation
and control.

An innovative, affordable
solution for South Bend’s
maxed out wastewater
system uses smart
sensors (instrumentation) plus smart valves
(control) plus smart
software from Council
member IBM.
Figure 3.8

With the new system in place, the city is now able to monitor
and actively control its wastewater collection system, which
has helped cut down on sewer back-ups and overflows.
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&RQQHFWLYLW\
Take a moment to consider the incredible
ways technology has changed our lives in the
NCUVHQWTFGECFGUŤOKETQRTQEGUUQTU#6/U
the World Wide Web, email, Google maps,
smartphones and iPads to name a few. Clearly
we’ve been on a connectivity roll for a while.
And it’s not going to stop. Today we are entering the Internet of Things (IoT) era where
people talk to devices and devices talk to each
other. This helps explains why connectivity is
such a robust smart city enabler, and why
machine-to-machine communications is all
the buzz these days.
&RQQHFWGHYLFHVZLWKFLW\ZLGHPXOWLVHUYLFH
FRPPXQLFDWLRQV Above we discussed gathering data through optimal instrumentation.
Once those instruments are generating information, they need to be connected so they
can communicate to provide data, as well as
be able to receive orders.
The target, therefore, is to connect all devices
to a citywide communications system. In rare
cases, cities use a single communications
network for all device connectivity. In most
cases, cities use a variety of communications
EJCPPGNUKPENWFKPIEGNNWNCTƒDGT9K(KRQYGTline and RF mesh.
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But it’s not enough to have just any communications system. It’s critical to have systems that
are reliable and secure, based on open standards, high data rates and able to offer real-time
communications to those devices that need it.

́ 3ULRULWL]HWHFKQRORJLHVDQGWRROVWKDWFDQ
PDQDJH˼K\EULG˽ PL[HG QHWZRUNV Tools
exist that can merge different communications technologies, even old analog
technologies such as radio.

Most cities will have multiple communications
systems, because no single network can realistically support every single application now
and into the future. To save costs, cities ought
to give strong consideration to the following
approaches:

Connecting instrumentation and control devices
allows a city to feed data into analytical
programs that greatly improve outcomes,
minimize resource use and save money, as we
will cover in detail later.

́ 0LQLPL]HWKHQXPEHURIQHWZRUNVVXSSRUWHG
DWFLW\H[SHQVH To the extent that the city
or its utilities need their own private
networks, they should try to establish multipurpose networks rather than a collection of
single-purpose communications networks.
́ ,QYHVWLJDWHWKHYLDELOLW\RIH[LVWLQJSXEOLF
QHWZRUNV before building your own private
network. For instance, existing cellular
networks have the capacity to support
UOCTVITKFUUOCTVVTCHƒEOCPCIGOGPVCPF
smart water networks.
́ (QFRXUDJHFURVVGHSDUWPHQWDOSODQQLQJ
DQGGHVLJQto learn whether multiple departments can share a single network.
́ ,QYHVWLJDWHSROLFLHVDQGLQFHQWLYHVWKDW
HQFRXUDJHWKHSULYDWHVHFWRU to invest in
building and maintaining citywide networks.

Connect devices.

Multi-service
communications
systems can carry
messages for multiple
applications from
multiple sources.
Figure 3.9
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Citywide communications:

ONE NETWORK RUNS
THREE METERS —
:$7(5+($7*$6

Smart Cities Council member Itron deployed water, heat
CPFICUOGVGTUCYKTGNGUUƒZGFPGVYQTMCPFUQHVYCTGHQT
Sino-Singapore Tianjin Eco-City in Tianjin, China. It is
China’s only unified platform that manages water, heat
and gas data together under one system.
The network allows the city to achieve its vision of energy
and water resource conservation by providing actionable
data such as high accuracy readings and reading rates,

automatic meter reading and graphical data analysis to
educate residents about their energy and water usage.
Sino-Singapore Tianjin Eco-City is a flagship governmentto-government project between Singapore and China.
Established in 2007, it is built on the vision of being “a
thriving city which is socially harmonious, environmentally-friendly and resource-efficient.” When completed in
2020, it is estimated to have approximately 350,000
residents.

Minimize the
number of networks.
The comprehensive
solution that Itron
deployed in Tianjin,
China measures,
collects and analyzes
data from water, heat
and gas meters, using
a single communications system.
Figure 3.10
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,QWHURSHUDELOLW\
Interoperability ensures the technologies you
deploy work well together. There are three
interoperability targets:
$GKHUH WR RSHQ VWDQGDUGV If you hope to
achieve your smart city goals, different technologies from different vendors must be able
to work together. In particular, they must be
able to exchange information. Adhering to
standards helps to guarantee that the prodWEVU[QWDW[ECPWUGRTGFGƒPGFOGEJCPKUOU
to talk to each other.
And you don’t want just any standards, you
want “open” standards – standards that have
been defined by an industry group and
published for all to use. This contrasts with
“proprietary” standards, which typically come
from a single vendor who retains control over
who can use them and when they will change.
Open standards help cities control both their
expenses and their risk. They allow cities to mix
and match products from different vendors without jeopardizing the ability to exchange data. Put
another way, open standards contribute to
interoperability, choice and flexibility. They also
make maintenance easier, because there are
communities of specialists trained in published
standards, such as those from Council advisors
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Figure 3.11

the International Electrotechnical Commission
(IEC), the Institute of Electrical and Electronics
Engineers
(IEEE),
the
International
Telecommunication Union (ITU), the American
National Standards Institute (ANSI) and many
others including 3GPP for 3G/4G and the WiFi
Alliance.
Although open standards are absolutely essential to the long-term success of a smart city,
putting them into practice can be challenging.
There are hundreds if not thousands of standards that apply to one aspect or another of
urban life. The best advice is to leave the heavy
lifting to the experts. When you get to the
RTQLGEVRNCPPKPIRJCUG CUFGUETKDGFKPVJGƒPCN

chapter), select suppliers with a public, proven
commitment to open standards. Give them the
task of selecting the best ones to use, subject to
the oversight of your project manager or
systems integrator.
When it comes to the smart grid portion, there
is happily some good news. The IEC has
undertaken the job of creating a free Smart
Grid Standards Mapping Tool that makes it
far easier to discover and choose between
standards. Using either a diagram or a list, you
ECPFTKNNFQYPVQCURGEKƒECURGEVVJGPUGGC
list of all the standards that relate. The IEC
lists not just its own standards, but those
from other organizations as well.
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8VH RSHQ LQWHJUDWLRQ DUFKLWHFWXUHV DQG
ORRVHO\FRXSOHGLQWHUIDFHVWRIDFLOLWDWHVKDU
LQJRIGDWDDQGUHXVHRIFRGH This gets a bit
technical, but the important thing to understand is that you can build your applications in
a way that makes it easy to reuse code
“modules,” saving time and expense. Systems
that are “loosely coupled” don’t have components that are dependent on each other, theoretically making it easier to swap them in and
out. Open integration architectures are
enhanced by methodologies such as serviceoriented architecture (SOA) and enterprise
UGTXKEGDWU '5$ $GPGƒVUKPENWFG

OPEN INTEGRATION ARCHITECTURE SYSTEM
$SSOLFDWLRQ

$SSOLFDWLRQ

$SSOLFDWLRQ

SERVICE BUS

́ )DVWHUVRIWZDUHLPSOHPHQWDWLRQV because
they can be assembled in part from previously
written modules
́ 0RUHUREXVWLPSOHPHQWDWLRQVbecause the
city can have standardized tools and best
practices
́ *UHDWHUVFDODELOLW\because the loose coupling
that is part of an open integration architecture
allows for high availability, fault tolerance and
load balancing — techniques that allow
systems to deal with huge amounts of data

:HEVHUYLFH

:HEVHUYLFH

:HEVHUYLFH

:HEVHUYLFH

PRGXOH

PRGXOH

PRGXOH

PRGXOH

Figure 3.12

́ (DVLHUFKDQJHV because you alter only the
affected module(s), not the entire application, and because changing one module has
minimal impact on the rest of the system
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3ULRULWL]HOHJDF\LQYHVWPHQWV No city can
afford to rip out its current infrastructure and
replace everything from scratch. Priority must
go to making the most of existing investOGPVU6[RKECNN[VJCVOGCPUTGVTQƒVVKPIGZKUVing assets — streets, buildings, equipment —
with sensors and communications.
Fortunately, a wave of new, low-cost technologies makes it possible to connect legacy
assets. In the area of emergency response, it
is now possible to integrate old, analog radios

CHAPTER 3: UNIVERSAL | Smart Cities Council Readiness Guide

with state-of-the-art IP-based communications, stitching them together into a seamless
network. Likewise, a city government can
QHVGPƒPFYC[UVQEQPVKPWGWUKPIQNFUQHVYCTG
by sending its data to new software modules
that add value on top. Likewise, an electric
power utility doesn’t have to replace its old
transformers, it can simply add transformer
monitors to report on their conditions.

Prioritize legacy
investments.

Council member Grid20/20,
produces an inexpensive
monitor that can be
attached to existing
transformers to collect
important information about
their conditions. In similar
fashion, many legacy assets
and investments can be
connected to the smart city.
Figure 3.13
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6HFXULW\DQGSULYDF\
One of the greatest challenges for smart city
leaders is to reassure residents that their rights
will be respected and their data protected. This
section highlights three important targets that
address those issues.
3XEOLVK SULYDF\ UXOHV Make it a priority to
produce clear privacy policies that are easily
accessible. The rules should balance residents’
desire for privacy and control with the ability to
gain access to data to provide better services.
They should stipulate:
́ :KLFK GDWD VHWV are owned by which
stakeholders
́ :KDWULJKWVDQGSURWHFWLRQVare afforded by
ownership
́ :KLFKGDWDVHWVDUHSULYDWH(requiring authorization prior to sharing)
́ :KLFKGDWDVHWVFDQEHVKDUHGwith the city
or authorized third parties
́ +RZGDWDFDQEHVKDUHGKHFGƒPGFRTQVQEQNU
for making information anonymous are
followed
Publishing privacy rules can save time, money
and headaches. It can also unleash innovation.
Entrepreneurs are more comfortable building
new products and services if they know the
rules in advance and they know those rules will
apply equally to their competition.
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It’s one thing to have privacy rules. It’s another
to ensure that residents and businessses know
about them — and yet another to actively
enforce them in collaboration with national and
state/province level authorities.
A 2013 column in the Boston Globe titled “The
Too-Smart City” garnered a lot of attention. It
took a “big brother is watching” slant on the
smart cities movement: “A city tracking its citizens, even for helpful reasons, encroaches on
the personal liberty we count on in public
spaces.”
Cities and cultures will have different priorities
for privacy. There are several sources of guidance on privacy rules that cities may want to
review. As you will see, you don’t need to invent
your privacy guidelines from scratch. There are
several sources of helpful examples, including:
*

European Union Privacy Directive

*

Electronic Privacy Information Center
(EPIC)

*

International Association of Privacy
Professionals

*

Criminal Justice Information Services

*

Federal Information Processing Standard

*

1HƒEGQHVJG+PHQTOCVKQPCPFPrivacy
Commissioner of Ontario, Canada

Figure 3.14
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Publish privacy rules:
The 7 Foundational Principles

CALIFORNIA UTILITY
TAKES LESSONS FROM
CANADA FOR ITS
PRIVACY FRAMEWORK

1. Proactive not Reactive; Preventative not Remedial
7KH3ULYDF\E\'HVLJQ 3E' DSSURDFKLVFKDUDFWHUL]HGE\SURDFWLYHUDWKHUWKDQUHDFWLYHPHDVXUHV,W
DQWLFLSDWHVDQGSUHYHQWVSULYDF\LQYDVLYHHYHQWVEHIRUHWKH\KDSSHQ3E'GRHVQRWZDLWIRUSULYDF\
ULVNVWRPDWHULDOL]HQRUGRHVLWRIIHUUHPHGLHVIRUUHVROYLQJSULYDF\LQIUDFWLRQVRQFHWKH\KDYHRFFXUUHG
˴LWDLPVWRSUHYHQWWKHPIURPRFFXUULQJ,QVKRUW3ULYDF\E\'HVLJQFRPHVEHIRUHWKHIDFWQRWDIWHU

2. Privacy as the Default Setting
:HFDQDOOEHFHUWDLQRIRQHWKLQJ˴WKHGHIDXOWUXOHV3ULYDF\E\'HVLJQVHHNVWRGHOLYHUWKHPD[LPXPGHJUHHRISULYDF\E\HQVXULQJWKDWSHUVRQDOGDWDDUHDXWRPDWLFDOO\SURWHFWHGLQDQ\JLYHQ,7
V\VWHPRUEXVLQHVVSUDFWLFH,IDQLQGLYLGXDOGRHVQRWKLQJWKHLUSULYDF\VWLOOUHPDLQVLQWDFW1RDFWLRQ
LVUHTXLUHGRQWKHSDUWRIWKHLQGLYLGXDOWRSURWHFWWKHLUSULYDF\˴LWLVEXLOWLQWRWKHV\VWHPE\GHIDXOW

The city of San Diego, California’s municipal utility
in 2012 launched a Privacy by Design smart grid
initiative in conjunction with Ontario, Canada
Privacy Commissioner Ann Cavoukian, a recognized champion of consumer privacy safeguards.
“Our cross-border partnership with SDG&E
follows similar successful alliances forged with
other organizations globally, as well as in my
jurisdiction of Ontario, Canada, to build in Privacy
by Design,” said Cavoukian. “Privacy is a fundamental right of every energy customer, and I am
very pleased to be working with SDG&E to
ensure that our innovative privacy framework is
an integral part of the smart grid deployment.”
Developed by Dr. Cavoukian, Privacy by Design
has been made an international standard, and is
a practical solution for ensuring privacy that can
be designed into the ever-growing and systemic
efforts of ICT, and of large-scale networked data
systems, as the default condition.
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Publish
privacy rules.

Cities can turn to
several established
systems to get
started. For
instance, the Privacy
by Design system,
originally developed
in Ontario, Canada, is
based on seven
fundamental
principles.
Figure 3.15

3. Privacy Embedded into Design
3ULYDF\E\'HVLJQLVHPEHGGHGLQWRWKHGHVLJQDQGDUFKLWHFWXUHRI,7V\VWHPVDQGEXVLQHVVSUDFWLFes.
,WLVQRWEROWHGRQDVDQDGGRQDIWHUWKHIDFW7KHUHVXOWLVWKDWSULYDF\EHFRPHVDQHVVHQWLDO
FRPSRQHQWRIWKHFRUHIXQFWLRQDOLW\EHLQJGHOLYHUHG3ULYDF\LVLQWHJUDOWRWKHV\VWHPZLWKRXW
diminishing functionality.

4. Full Functionality — Positive-Sum, not Zero-Sum
3ULYDF\E\'HVLJQVHHNVWRDFFRPPRGDWHDOOOHJLWLPDWHLQWHUHVWVDQGREMHFWLYHVLQDSRVLWLYHVXP
˻ZLQZLQ˼PDQQHUQRWWKURXJKDGDWHG]HURVXPDSSURDFKZKHUHXQQHFHVVDU\WUDGHRIIVDUHPDGH
3ULYDF\E\'HVLJQDYRLGVWKHSUHWHQVHRIIDOVHGLFKRWRPLHVVXFKDVSULYDF\YVVHFXULW\GHPRQVWUDWLQJ
WKDWLWLVSRVVLEOHWRKDYHERWK

5. End-to-End Security — Full Lifecycle Protection
3ULYDF\E\'HVLJQKDYLQJEHHQHPEHGGHGLQWRWKHV\VWHPSULRUWRWKHILUVWHOHPHQWRILQIRUPDWLRQ
EHLQJFROOHFWHGH[WHQGVVHFXUHO\WKURXJKRXWWKHHQWLUHOLIHF\FOHRIWKHGDWDLQYROYHG˴VWURQJVHFXULW\
PHDVXUHVDUHHVVHQWLDOWRSULYDF\IURPVWDUWWŖQLVK7KLVHQVXUHVWKDWDOOGDWDDUHVHFXUHO\UHWDLQHG
DQGWKHQVHFXUHO\GHVWUR\HGDWWKHHQGRIWKHSURFHVVLQDWLPHO\IDVKLRQ7KXV3ULYDF\E\'HVLJQ
HQVXUHVFUDGOHWRJUDYHVHFXUHOLIHF\FOHPDQDJHPHQWRILQIRUPDWLRQHQGWRHQG

6. Visibility and Transparency — Keep Open
3ULYDF\E\'HVLJQVHHNVWRDVVXUHDOOVWDNHKROGHUVWKDWZKDWHYHUWKHEXVLQHVVSUDFWLFHRUWHFKQRORgy
LQYROYHGLWLVLQIDFWRSHUDWLQJDFFRUGLQJWRWKHVWDWHGSURPLVHVDQGREMHFWLYHVVXEMHFWWRLQGHSHQGHQW
YHUĻFDWLRQ,WVFRPSRQHQWSDUWVDQGRSHUDWLRQVUHPDLQYLVLEOHDQGWUDQVSDUHQWWRXVHUVDQGSURYLGHUV
DOLNH5HPHPEHUWUXVWEXWYHULI\

7. Respect for User Privacy — Keep it User-Centric
$ERYHDOO3ULYDF\E\'HVLJQUHTXLUHVDUFKLWHFWVDQGRSHUDWRUVWRNHHSWKHLQWHUHVWVRIWKHLQGLYLGXDO
XSSHUPRVWE\RIIHULQJVXFKPHDVXUHVDVVWURQJSULYDF\GHIDXOWVDSSURSULDWHQRWLFHDQGHPSRZHULQJ
user-friendly options. Keep it user-centric.
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&UHDWHDFLW\ZLGHVHFXULW\SROLF\WKDWFRQWLQX
DOO\DVVHVVHVULVNVPrivacy is freedom from
public scrutiny. Security is freedom from
danger and for that a city needs a rigorous, citywide security policy. That policy should encompass data, devices and communications
systems at minimum. Smart cities generate a
lot of data. They also connect critical infrastructure to the Internet. Those actions create many
benefits, but they also create new threats. It’s
best not to leave it to each individual department to come up with a security plan. Instead,
implement and enforce best practices citywide.
A security policy should use a risk management framework that continually assesses
XWNPGTCDKNKVKGU4KUMOCPCIGOGPVKUVJGKFGPVKƒcation, assessment and prioritization of risks
combined with a plan to minimize their
impacts. Risk management continues throughout the technology lifecycle and drives the
evolution of security protocols and practices.
A smart city’s risk management framework
must be comprehensive, encompassing the
cybersecurity as well as the physical security of
all assets — from massive infrastructure to tiny
mobile devices. The framework should encompass not just the necessary technical steps,
but also a thorough program of education and
training. (Many famous security breaches were
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launched with the help of “social engineering”
to convince a naive person to take a step that
made the system vulnerable.)
Risk management cannot avoid all risk, but it
can minimize adverse effects. It lessens
unwelcome surprises, assists in correct prioritization and reassures residents. A security
framework is a combination of well-defined
policies, procedures, standards and guidelines
that provide consistency citywide. It also
promotes a proactive approach to security, identifying and mitigating threats before they occur.

Create a citywide
security policy
that continually
assesses risks.

It’s important to
remember that (like
privacy) security
TGSWKTGOGPVUURGEKƒGF
during the design phase
must be continually
updated to counter new
threats and to ensure they
remain in compliance.
Figure 3.16
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Create a citywide security policy:

HOW JACKSONVILLE MADE
ITS VIRTUAL ENVIRONMENT
MORE SECURE

Jacksonville is the 14th largest city in North Carolina and
home to more than 70,000 residents. Jacksonville’s
Information Technology Services (ITS) department
provides citywide support for all computer, phone, security
and geographic information systems through its operations center for over 500 end users.

Jacksonville decided to upgrade to a Virtualization
Experience Infrastructure (VXI) from Council member
Cisco, which supports Jacksonville’s operations centers.
The approach goes beyond traditional virtual desktops to
deliver next-generation virtual workspaces by unifying
virtual desktops, voice and video.

As the city’s workers became more and more dependent
on the ITS department, Jacksonville’s IT director Earl
$WPVKPICNQPIYKVJQVJGTEKV[QHƒEKCNUFGEKFGFKVYCUVKOG
to refresh the department’s infrastructure to ensure it
remained fully functional at all times. It also wanted to
give employees access to needed materials, but in a
secure fashion.

While Jacksonville citizens and employees have seen a
number of benefits from the upgrade, the solution has
also helped Jacksonville’s virtual environment become
more secure. “Our IT department no longer has to waste
time monitoring for threats,” says Bunting. “VXI has made
our environment increasingly secure and protected us
from the growing number of online threats that comes
with such a large number of users.”
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Create a citywide
security policy that
continually assesses
risks.

Upgrading its ICT
infrastructure provided
OCP[DGPGƒVUHQT
Jacksonville, North
Carolina, including
better protection from
the growing number of
online threats.
Figure 3.17
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'DWDPDQDJHPHQW
The streams of data that smart cities collect
create enormous opportunities, but also
require special handling. Smart cities treat
public data as a citywide asset. That data
needs to be accessible to other systems and
stakeholders including, where possible, the
research community to help ensure that the
analytic environment is always current.
Citizens, of course, will expect full access to
their own data. These requirements demand a
citywide policy.
As we move forward, city data will be used by
multiple applications from multiple departments. And it may be used by outside developers as the foundation for useful services to
DGPGƒVTGUKFGPVU#PGTTQTKPOCUVGTFCVCECP
cause errors in all the applications that use it.
In a similar fashion, an error in releasing data
to those not authorized can cause a cascade
of problems.
One more time for emphasis: A smart city’s
most precious resource is the data it produces.
Do not squander and endanger that valuable
EQOOQFKV[D[HCKNKPIVQECTGHWNN[FGƒPGCVJQTough data policy, as explained below.

CHAPTER 3: UNIVERSAL | Smart Cities Council Readiness Guide

&UHDWHDFLW\ZLGHGDWDPDQDJHPHQWWUDQV
SDUHQF\ DQG VKDULQJ SROLF\ Ideally, cities
should build a master plan and an information
data model that spells out how data is
governed, stored and made accessible. Best
practices call for a clear governance directive
that a) establishes the chain of authority and
control over data assets and b) spells out who
makes access decisions and who determines
accountability. The citywide data management policy defines a city information model
for all entities and assets that preserves relationships, attributes and behaviors.
This citywide policy should cover both private
and public data and ensure that data from
each department is made available to others.
It must also align with the policies in the security and privacy targets discussed previously.
It is important for data to be stored on secure,
reliable and scalable systems long enough to
enable the dependable pattern analysis and
reliable forecasting explained in the analytics
target later in this Guide.
A citywide data management plan will increase
the city’s agility (ability to quickly build new
applications as needed) and accuracy (by
ensuring everyone is working with correct
data). It can also lower costs by reducing
errors and eliminating unnecessary duplication. A citywide plan also makes it much easier
to enforce privacy, security and best practices.

Create a citywide
data management,
transparency and
sharing policy.

The policy should cover
both private and public
data and ensure that
data from each
department is made
available to others.
Figure 3.18
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&RPSXWLQJUHVRXUFHV

́ ,GHQWLW\VHUYLFHVfor consistent and secure
single sign-on

́ *URZWKŤ+VDGEQOGUGCUKGTVQCFFEQORWVing power in small increments

Keeping up with ever-advancing computing
technologies in an era of budget constraints
can put city leaders between the proverbial
rock and hard place. But smart cities find a
YC[ŤCPFUQOGVKOGUƒPFVJGOQTGCFXCPEGF
solution is more budget-friendly too. Even so,
there is a right way and a wrong way to pursue
your computing objectives, as you’ll discover
in reading about the four targets in this
section.

́ 9LUWXDOL]DWLRQ for seamless application
portability. Virtualization is the creation of a
virtual (rather than actual) version of something, such as an operating system. A
single server can run as multiple “virtual”
computers with different operating
systems, for instance.

́ 3RZHU Ť +VŨU V[RKECNN[ NGUU EQUVN[ CPF
simpler to scale up computing services

&RQVLGHU D FORXG FRPSXWLQJ IUDPHZRUN
There are many ways to deploy computers, but
most cities should consider cloud computing
first. It is the computing framework best
GSWKRRGFVQFGNKXGTGHƒEKGPE[CPFQRVKOK\CVKQP

́ 6FDODELOLW\ to support millions of data
collection points

Cloud computing is the practice of using a
network of remote servers to store, manage and
process data. Typically those servers are
accessed via the Internet. Please note that cloud
computing can be delivered as a service from a
VJKTFRCTV[ŤUQOGVKOGUECNNGFūJQUVGFUQNWtions” or “software-as-a-service” (SaaS). Or it can
be built and operated by a city using the same
architectural principles as third-party providers.

Applications and services reside in the cloud,
where they are accessible from any device.
Additionally, those applications and services
are typically built with an event-triggered
enterprise service bus architecture that
provides a structured method for combining
loosely coupled software components. As we
discussed earlier in the interoperability target,
this approach makes it easy to share data and
reuse software code between departments.

Cloud computing provides a common, shared
foundation across departments and across
different computer systems. Consider these
attributes:
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́ 0DQDJHPHQWIXQFWLRQV for full visibility
and control

́ ,QGXVWU\VWDQGDUG IUDPHZRUNV
languages for writing applications

and

6JGDGPGƒVUQHENQWFEQORWVKPICTGOCP[

́ 5HOLDELOLW\ Ť +H QPG EQORWVGT ETCUJGU
others can easily pick up the slack
́ &RVW Ť +V DGEQOGU RQUUKDNG VQ OKZ CPF
match hardware from different vendors,
increasing choice and thus driving down
expenditures. In addition, many third-party
providers will “rent” software to cities for a
monthly charge, with little or no upfront cost.
́ $GYDQFHGIHDWXUHVŤ5OCNNGTEKVKGUECP
gain the same functionality as their larger
cousins by tapping into cloud offerings from
third parties. The provider sells the service
to many different customers, allowing it to
enjoy economies of scale that make it
possible to create advanced features.
Smaller cities would never be able to afford
the large ICT staff and server farm required
to host such applications on their own.
Cloud computing may not be an immediate
option for every city. Cities that have already
made large investments in other approaches
may settle on a hybrid computing model. And
cities in geographies with a cultural emphasis
on centralization may prefer a centralized
computing model.
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Consider cloud computing:

BARCELONA REALIZES
VISION OF INNOVATIVE
CITY GOVERNANCE
:,7+&/28''(9,&(6
AND APPS

Barcelona, Spain has a global reputation for innovation.
Many of the technological solutions that the city has
adopted in recent years are at the leading edge of city
management.

The main driver for adoption of a public cloud was better
management of the public data that is collected by the
city’s municipal operations and recordkeeping practices.

Council member Microsoft is a close partner in this effort.
It has helped the city drive new services for citizens and
visitors and create and support new technology-based
companies and entrepreneurs, while also enabling the city
government to reduce costs through new cloud computing services and devices.

In addition to storing data in the cloud for others to
analyze, the Barcelona City Council is harnessing the
opportunities that city data presents through Big Data and
CPCN[VKEUUQNWVKQPU*CXKPIICKPGFEQPƒFGPEGKPVJGUECNability and security features of Windows Azure, the City
Council embarked on an Open Data initiative intended to
standardize digital formats and streamline data analysis.

In 2011, Barcelona began to use Windows Azure cloudbased services to make information available to citizens,
which could be easily accessed over the Internet.

The ultimate goal of the initiative is to promote economic
growth by encouraging data sharing between city government and the private sector.
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Consider
cloud computing.

Barcelona has utilized
the power of the
Microsoft Windows
Azure cloud -based
platform to help
businesses be more
productive and to draw
more visitors to the city.
Figure 3.19
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́ (VWDEOLVKDQRSHQLQQRYDWLRQSODWIRUP
2SHQ'DWD Today’s Open Data movement
represents one of the most powerful opportunities cities have to connect with citizens
in meaningful, life-impacting ways. The
move to make public data freely accessible
to anyone who wants to use it for legitimate purposes has been referred to as “the
big bang” for all of the Big Data that cities
are amassing today. U.S. President Barack
Obama characterizes Open Data as “the
new default for government information.”

600 million rows and have received more than
2.8 million views. NYC also announced a citywide plan to unlock all of its public data by 2018.

However you label it, by making raw public
information easy to access, you allow city
employees, utilities, citizens and third-party
developers to create innovative applications
and services for the benefit of the city and its
residents.

́ &ULPHUHSRUWLQJDSSV that show trouble
spots

NYC, of course, is not alone. Government agencies around the world are embracing Open
Data, providing dozens if not hundreds of applications that take advantage of city data. These
applications range from:
́ 7UDQVLWSODQQLQJDSSV that show the best
way to travel

́ 6WUHHW PRQLWRULQJ DSSV that pinpoint
potholes and problems
́ 0DSSLQJDSSVHQTƒTUVTGURQPFGTU

Most of this information has been collected at
taxpayer expense. And most of it is available to
the public in theory. Until recently, however, it
could not be accessed in a useful way. (You
can’t build a data-based application if you have
VQIQEKV[JCNNCPFRWNNKVQWVQHRCRGTƒNGU
New York City has been one of several leaders in
the Open Data movement. In September 2013,
QHƒEKCNUVJGTGCPPQWPEGFVJCVUKPEGVJGNCWPEJ
of its Open Data portal in 2011, the city has
opened up more than 1,100 data sets from over
60 agencies. These data sets total more than
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́ /RFDWLRQ DSSV that show where to find
ATMs, hotspots, day care centers, urgent
care centers, government offices, parks,
meeting spaces, etc.
Clearly Open Data and similar innovation platforms can improve public services in countless
ways. It can also make government agencies
more accountable, generate new revenue
streams and help to stimulate economic
growth.

Crime reporting apps.

Amber Alerts, shown
here on a Windows
phone, alert the public
about missing children
and where to call if they
have useful information.
Figure 3.20
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But cities often confront stumbling blocks on
the road to an Open Data environment. Two
that may be most challenging:
*RYHUQDQFHDQGSULYDF\LVVXHV Who owns
the data, who controls it, what safeguards are
in place to protect personal information when
a city decides to open its data for public
consumption? Open Data policies must be
clarified in the broader data management,
transparency and sharing policy discussed
earlier.
1RQVWDQGDUGGDWDIRUPDWV Rather than
spending taxpayer dollars to reinvent the
wheel in every city, one of the promises of
Open Data is the ability to share apps between
cities. But that requires cities to use the same
data schema, which is often not the case.
However there is an initiative underway involvKPIUGXGPOCLQT75EKVKGUŤ$QUVQP%JKECIQ
Los Angeles, New York City, Philadelphia, San
(TCPEKUEQCPF5GCVVNGŤVQETGCVGCFCVCDCUG
of standardized Open Data applications.
Fortunately, help is at hand for cities that want
to join the Open Data movement, as you’ll read
in the adjacent sidebar.
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Establish an
open innovation
platform.

Data.gov
showcases
examples of cities
and developers
working together
to improve the
lives of city
residents.
Figure 3.21
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There’s no single path to an Open Data initiative, but most cities will want to take these
three steps:
&UHDWHDWHDPRI2SHQ'DWDDGYRFDWHVYou’ll
want a team that includes personnel from a
number of departments, including but not limited to: IT, communications/media and managers from departments with data sets with citi\GPCRRGCNŤHQTGZCORNGRWDNKEUCHGV[VTCPUKV
public health. Perhaps most important is to

have executive-level representation on the
VGCOŤVJGEKV[OCPCIGTQTOC[QTHQTKPUVCPEG
'HYHORSDQ2SHQ'DWDSROLF\First, develop an
Open Data policy that is included in and consistent with the city’s broader data management,
transparency and sharing policy. Second,
create an Open Data policy roadmap that
outlines your goals, which data sets you will
start with (this can be expanded once you’ve
tried a few pilots), where and how you will
make them available (a new web portal, on
your existing city website, etc.) and what needs
to get done by when and by whom. Third,
smart city planners should emphasize the
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importance of open software interfaces and
open data encodings, preferably open interfaces and encodings that implement freely
usable global interface and encoding standards. These enable technical interoperability
between diverse systems, which enables
Open Data policies to work.
&KRRVH\RXŲUVWSURMHFWTypically the safest
approach is to choose a relatively small, lowcost pilot project to get some experience,
work out any problems and get a success
under your belt. You may want to take the
approach that other cities have found
successful and reach out to your local developer community via contests and hackathons.
They’ll likely have ideas about which data sets
would make useful apps. Another route is to
analyze what kinds of information is most
requested by members of the public.
8VHIXO2SHQ'DWDUHVRXUFHV
There are many, many places to turn for ideas
and inspiration on Open Data initiatives. We’ll
highlight a few here and link other sources
below.

donation of services and technology from
Council member IBM, users can search for data
by city, subject or source. It’s a good resource
for viewing the kinds of data other municipalities have made available to the public.
Code for America (CfA), described as a “Peace
Corps for geeks” by Jennifer Pahlka who
founded it in 2009, runs a fellowship program
designed to leverage technology and government data to make cities run better. Among
the apps developed by CfA’s fellows are
Boston’s adopt-a-hydrant app and Honolulu’s
tsunami warning app.
Data-Smart City Solutions ŤCPKPKVKCVKXGD[
the Ash Center at Harvard Kennedy School
CPFRQYGTGFD[$NQQODGTI2JKNCPVJTQRKGUŤ
features news and trends in civic data. It’s a
helpful resource if you want to see what other
cities are doing with Open Data.
Data.gov showcases examples of cities and
developers working together to improve the
lives of city residents.
You may also want to visit:

City Forward is a free, web-based platform that
GPCDNGU WUGTU Ť EKV[ QHHKEKCNU TGUGCTEJGTU
CECFGOKEUCPFKPVGTGUVGFEKVK\GPUYQTNFYKFGŤ
to view and interact with publicly available city
data about cities and metropolitan areas around
the world. On the site, which is a philanthropic
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Ű
Ű
Ű

The Open Data Foundation
World Bank’s Data page
Open Data Commons

Freeing London’s data.

The London Datastore was established in 2010 by
the Greater London Authority (GLA) with the goal
of “freeing London’s data” so the world at large
EQWNFWUGKVCUVJG[UCYƒV5QOGRGQRNGUGG1RGP
Data as part and parcel with the move to greater
transparency. The idea is that information
collected at public expense should be available to
all, except where release would infringe privacy or
EQOOGTEKCNEQPƒFGPVKCNKV[$WVVJGUWEEGUUQH
London’s experiment shows that it is also a way
to garner a long list of useful applications for
government, for business and for everyday
citizens, usually at zero expense to the city.
Figure 3.22

25

Establish an Open Data platform:

HOW EDMONTON
REDUCES
CONSTRUCTION
SEASON ANGST

Street construction projects are a big deal for businesses
in the area where the construction is occurring, for citizens who need to get from Point A to Point B in a timely
fashion and for neighborhood residents who must endure
the noise.
Edmonton, Canada enjoys a very short period of warm
weather when all construction projects seem to take
place, thus at any given point during this time, the number
of active projects is quite large. As Smart Cities Council
member Center for Technology in Government (CTG) put
it, “Edmonton is known for its two seasons: Winter and
Road Construction. It makes perfect sense that one of its
flagship Open Data initiatives would involve releasing
street construction data.”
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And that’s what Edmonton did. The city website presents
construction project information using both static and
interactive maps. The interactive map allows users to click
on a blue dot and bring up a description of the project at
that location. A local developer also took the information
and created a mobile app for smartphones.
As a result of the new tools, CTG reports use of the data
set has increased substantially. From its launch in April
2012, monthly views increased to over 1,200, then
declined gradually to less than 250 by mid-October, when
the construction season was largely over. As of October
2012 there had been just short of 11,000 views, over 300
downloads of the data, and links to the site had been
embedded over 7,800 times.

Establish an Open
Data platform.

The construction
season in Edmonton,
Canada, is short and
intense. An Open
Data initiative has
helped citizens cope
with the disruptions.
Figure 3.23
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Have access to
a central GIS.

The Houston, Texas public
works department GIS is
available online. The
rendering above shows
water main locations.
Having a GIS that maps all
of a city’s assets and
location information is a
big contributor to what
makes a smart city smart.
Figure 3.24

+DYHDFFHVVWRDFHQWUDO*,6 A geographic
information system (GIS) that maps all of the
city’s assets and location information is a big
contributor to what makes a smart city smart.
Most cities will want to implement a single,
central GIS system so that data from one
FGRCTVOGPV VTCHƒECNGTVUHQTKPUVCPEG ECPDG
shared with others (such as emergency
responders). Some cities even share the cost
of GIS services with outside organizations,
such as utilties and phone companies.

́ 0DSFULPHGDWD to aid their public safety work

GIS is tailor-made for smart cities. To name
just a few of the great applications of this
technology, cities can use GIS to:

6JGTGCTGCNUQOCP[DGPGƒVUVQEKVKGUYKVJ)+5
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́ /RFDWH SLSHV SXPSV FDEOHV and other
assets to help better monitor and analyze
VJGGHƒECE[QHVJGKTYCVGTKPHTCUVTWEVWTG
́ 0D[LPL]HWUD̪F̩RZ and share helpful trafƒEOCRUYKVJVJGRWDNKE
́ &RQGXFW EHWWHU HQYLURQPHQWDO LPSDFW
DVVHVVPHQWV for their buildings and parks

́ 6SDWLDOGHFLVLRQPDNLQJ is greatly improved

́ (̪FLHQF\JDLQV accrue through more intelligent maintenance scheduling and delivery
routes
́ ,PSURYHGDFFXUDF\RIHVVHQWLDOUHFRUGV
such as property boundaries and locations
of key assets
́ 5HVLOLHQF\ is boosted through improved
situational awareness in times of stress
Everything in a city has a location. In a smart
city, location information is being used and
produced for countless purposes by countless
different systems. Cities need to encourage
use of open standards that provide seamless
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communication of geographic information
between different systems. Open interface
and encoding standards prevent vendor lockin and enable systems of many kinds to share
all types of geographic information. Most GISs
implement open encoding and interface standards that enable them to “talk to” other GISs
as well as diverse mobile devices, emergency
response systems, smart grids, sensor webs,
smart vehicles and more.
Application developers discover countless
opportunities for innovation when cities
provide access to 3D urban models, address
data, elevation data, zoning, bus routes etc.
via encodings and interfaces that implement
open standards.
+DYHDFFHVVWRFRPSUHKHQVLYHQHWZRUNDQG
GHYLFHPDQDJHPHQWEventually cities could
have hundreds of thousands or even millions
of small devices connected to their networks.
That’s a lot of devices! Smart cities (or their
suppliers) will need a robust device management platform that handles tasks such as
device detection and registration, device
EQPƒIWTCVKQPFGXKEGEQPPGEVKQPCPFFKUEQPnection, device security, device troubleshooting and device updates and upgrades. Such a
platform is able to support virtually any kind of
device, and it can span multiple communications networks.
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Being able to manage devices remotely and
with computer assistance offers significant
DGPGƒVU#OQPIVJGO
́ &LWLHVFDQVDYHWLPH improve their infrastructure security and quickly and easily
implement any necessary software upgrades

Have access to comprehensive
network and device management.

Cities can save time, improve security
and easily and quickly upgrade software
via device management.
Figure 3.25

́ &RVWVDYLQJVDFFUXH to cities through the
central management of their devices
́ ,W LV HDVLHU WR HQIRUFH FRQVLVWHQF\ and
compliance with the city’s data management,
security and privacy policies
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$QDO\WLFV
We don’t want to diminish the importance of
the other enablers. But truth be told, analytics
is a super enabler . Analytics takes massive
quantities of data and turns it into actionable
intelligence that enhances livability, workability
and sustainability in very direct ways. In this
section we’ll cover three targets that let cities
tap into the full power of analytics.
$FKLHYHIXOOVLWXDWLRQDODZDUHQHVV Gain full
knowledge of what is going on throughout the
city.
This situational awareness can be delivered in
many ways. From “dashboards” to visualizations to command and control centers and to
alerts delivered to computers or phones. The
exact method of delivery depends on the
unique circumstances of your city.
In most cities, this kind of awareness doesn’t
happen today. If you consider systems such
CUGPGTI[YCVGTVTCHƒERQNKEKPICPFGOGTIGPcy response, you’ll recognize that today’s operators are often “flying blind.” They may know
general parameters, but they don’t know
precisely what is going on at every point
throughout the system. One example is an
electric utility that has not yet deployed smart
meters or other sensing technologies across
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the electric grid. If power is out in a neighborhood, the utility may not know it until a
customer calls in. Same story with transit
operators, who may not get a heads-up that a
bus has been disabled in an accident until the
driver has a chance to make a call.
Giving operators full situational awareness
JCUCNQPINKUVQHDGPGHKVU1PGKUUCHGV[ŤHQT
KPUVCPEGYGFQPŨVYCPVRQNKEGQHƒEGTUQTƒTGƒIJVGTUUGPVKPVQFCPIGTYKVJQWVCHWNNRKEVWTG
of what they’re getting into. A second is reliCDKNKV[CPFTGUKNKGPE[ŤHQTKPUVCPEGWVKNKV[
workers can restore outages much more
quickly if they aren’t waiting for someone to
ECNNKPCPFTGRQTVVJGO#PFVJKTFKUGHƒEKGPE[
ŤCHWNNRKEVWTGQHVJGGPVKTGU[UVGOOCMGUKV
much easier to make the correct choices and
trade-offs. Additionally, operating budgets,
staff and shift requirements can be reduced
through mobile and remote monitoring and
control technologies.

Achieve full
situational
awareness.

Having a full
picture of an entire
city system makes
it much easier to
make the correct
choices and
trade-offs.
Figure 3.26
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Achieve operational
optimization.

Smart cities combine
data from sensors and
subsystems with
computing power to
determine the best
path forward.
Figure 3.27

$FKLHYH RSHUDWLRQDO RSWLPL]DWLRQ Taking
steps to arrive at the best decisions (including
ƒPCPEKCNFGEKUKQPU HQTVJGQXGTCNNU[UVGO
A simple definition is “the process of making
something as good as possible.” It implies
balancing tradeoffs to achieve the best
results. Today, infrastructure and system optiOK\CVKQPŤKHKVQEEWTUCVCNNŤJCRRGPUYKVJout the ability to truly see the big picture. But
in the smart city of tomorrow, optimization will
have data from many sensors and subsys-
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tems plus the computer power to analyze all
QHVJCVKPRWVVQƒPFVJGDGUVRCVJHQTYCTF

Ű 5VTKMGUCPQRVKOCNDCNCPEGDGVYGGPCUUGV
and citizen needs and health

As you can see, infrastructure and system
QRGTCVKQPCNQRVKOK\CVKQPQHHGTUOCP[DGPGƒVU
For instance, in energy and water scenarios it:

Ű 'PCDNGUVJGCRRNKECVKQPQHNGCTPKPIKPVJG
continuous maintenance, tuning and
commissioning of assets

Ű 2TQXKFGUHQTVJGGHHKEKGPVIGPGTCVKQPFKUVTKbution, consumption and reporting of
resources, both in the aggregate and at the
individual business/citizen level

Bottom line, operational optimization delivers
cost saving, resource saving and better
outcomes to cities and people.
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Achieve operational optimization:

A SMART CITY AT THE
FOOT OF THE SIERRA
NEVADA MOUNTAINS

Carson City is the capital of the state of Nevada. Its Public
Works Department is responsible for taking care of the
EKV[ŨUYCVGTYCUVGYCVGTVTCPURQTVCVKQPNCPFƒNNHNGGVGPXKronmental and renewable power systems. In order to
achieve its goals, the department created an infrastructure
revolving around the capabilities of its people and technology from Council member Invensys.
Carson City has created a totally integrated management
system that controls the city’s water and wastewater
system. The solution also includes management of the
department’s solar plants that provide up to 748,000 kWh of
clean power annually. The department even maintains the
city’s traffic lights. “What we’ve created here is a smarter
Carson City. One with a complete solution that involves the
Wonderware® System Platform running the Wonderware
mobile reporting application with SmartGlance on virtual
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machines. The solution provides our team with communications over wireless platforms that include both standard and
mobile monitoring and control,” says James Jacklett,
Electrical/Signal Supervisor at Carson City Public Works
Department.
The ability of the department’s engineers and operators to
use mobile devices to control the water, wastewater, energy and transportation systems has allowed Carson City to
become more efficient by making sure that people are
always on the move. The solution provides management
with instant access to key performance indicators and critical process information right on their mobile devices.
Leveraging virtualization, tablets and smartphones to
KPETGCUGVJGGHƒEKGPE[QHKVUQRGTCVQTUCPFOCPCIGOGPV
has resulted in increased situational awareness, a higher
level of operational readiness and a 15% reduction in man
hours.

Achieve operational
optimization.

Carson City Public
9QTMUQHƒEKCNUUC[
leveraging virtualization, tablets and
smartphones to
KPETGCUGVJGGHƒEKGPE[
of its operators and
management has
resulted in a higher
level of operational
readiness.
Figure 3.28
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$FKLHYHDVVHWRSWLPL]DWLRQ Smart cities gain
the maximum lifetime value from all of their
assets by applying advanced analytics to the
data gathered from their instrumentation. In
QVJGTYQTFUEKV[CUUGVUŤTQCFURQYGTRQNGU
VTCPUHQTOGTU RWORU CPF UQ QP Ť CTG
equipped with sensors and instrumentation
that report their condition. Then asset
management systems can analyze that data
to optimize asset performance and maximize
their lifetime value.
Even a medium-sized city can save tens of
millions of dollars over time through asset
optimization. For instance, a city can service
its buses based on their actual condition not
QPCIWGUUQTCPCXGTCIGQTƒZGFUEJGFWNGŤ
sometimes referred to as “condition-based” or
“predictive” maintenance.
Likewise, a city can replace or upgrade only
the equipment that actually needs it, whether
water pumps or bridges. Doing that extends
the useful life of assets that may be past their
design life on paper but are still performing
well in real life.
Good asset management systems can also
determine the “criticality” of an asset, so the
city can accurately prioritize which assets
PGGFCVVGPVKQPƒTUVDGECWUGQHVJGKORCEVVJGKT
failure would have on the system as a whole.
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3XUVXHSUHGLFWLYHDQDO\WLFVAs we’ve said,
smart cities can pull data pieces together to
analyze what is happening in real time and
make operational decisions. But the value of
that data doesn’t end there. Through predictive analytics cities can get a glimpse of
YJCVŨUIQKPIVQJCRRGPPGZVŤHTQOYJGTG
crime is most likely to occur to where streetNKIJVUCTGIQKPIVQHCKNVQYJGTGVTCHƒEEQPIGUtion will stall the morning commute.
With predictive analytics you can uncover
patterns and associations you might not
discover as quickly otherwise. Schools, for
instance, might use analytics to identify
patterns in dropout rates and then which
students are at-risk and which retention strategies might prove effective.
Here’s another example: Data scientists at the
75&GRCTVOGPVQH'PGTI[ŨU2CEKƒE0QTVJYGUV
National Laboratory, a Council member, have
created a social media analysis tool capable
of analyzing billions of tweets and other social
media messages in just seconds. The idea is
to discover patterns and make sense of the
data and ultimately to surface useful information that can enhance public safety and
health. An increasing number of messages on
social media about social unrest could provide
early warning that can help authorities protect
citizens from riots or other disturbances.

Pursue predictive
analytics.

Cities can get more from
the data they collect
through predictive
analytics, which predict
what is likely to happen
next.
Figure 3.29

32

ADDITIONAL RESOURCES
Target: Use open integration architectures
Arkansas integrates 30 systems for better social and healthcare delivery
6JG#TMCPUCU&GRCTVOGPVQH*WOCP5GTXKEGUKUWUKPICUGTXKEGQTKGPVGFCTEJKVGEVWTGVQKPVGITCVGFKHHGTGPVU[UVGOUCƒTUV
step toward modernizing the way it delivers social and healthcare services to residents. Using advanced technologies from
Council member IBM’s smart cities portfolio, the goal is to transform an IT infrastructure that is composed of more than 30
discrete system silos in an aging architecture.
Target: Consider cloud computing
How the cloud helps a South Korean port city diversify its economy
$WUCPKU5QWVJ-QTGCŨUUGEQPFNCTIGUVEKV[CPFVJGƒHVJNCTIGUVEQPVCKPGTJCPFNKPIRQTVKPVJGYQTNFDWVKVYCPVUVQƒPFYC[UVQ
attract new types of industries by building a desirable workforce. It turned to Council member Cisco to develop a cloud-based
platform designed to spur innovation and economic growth.
Target: Achieve operational optimization
City of Charlotte facilitates tourism planning processes with event permitting solution
When news broke that the 2012 Democratic National Convention would be held in Charlotte, North Carolina, the city knew
immediately that it was time to replace its manual processes for event permitting with software. The city chose a cloud-based
solution from Council member Microsoft that automates event request and back-end approval workflows, offers detailed reporting, and enables mobile workforce management of event evaluations and approvals.
Target: Achieve asset optimization
Boston pilots asset management platform to keep the street lights on
The city of Boston maintains over 60,000 street lights that keep residential streets and main thoroughfares appropriately lit. At
CP[IKXGPVKOGTQWIJN[VJTGGRGTEGPVQHVJGUGNKIJVUCTGQWVYKVJVJGKTDWNDUPGGFKPIVQDGTGRNCEGFQTYKTKPIPGGFKPIVQDGƒZGF
Leveraging the Maximo solution from Council member IBM, Boston’s Public Works Department is piloting a new asset management platform with predictive analytics capabilities to better coordinate street light repair and maintenance.
Enhance workability
Buenos Aires launches initiative to support investors, generate jobs
$WGPQU#KTGU#TIGPVKPCQHƒEKCNUETGCVGFCPGYFGRCTVOGPVFGFKECVGFVQYQTMKPIYKVJDWUKPGUUGUVJCVYCPVVQNQECVGQTTGNQcate in the city. To support the department’s operations, the city worked with Microsoft partner Accendo to deploy a custom
solution based on the Microsoft platform. With this solution, the department has streamlined processes, reducing the time needed for a project to meet formal requirements by more than 65%, and created a more transparent working environment.
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UNIVERSAL TARGETS
(QDEOHU

,QVWUXPHQWDWLRQ &RQWURO
&RQQHFWLYLW\

TECHNOLOGY

,QWHURSHUDELOLW\

8QLYHUVDO7DUJHWV

,PSOHPHQWDWLRQ3URJUHVV

How smart cities deploy and use ICT to enhance
OLYDELOLW\ZRUNDELOLW\DQGVXVWDLQDELOLW\

1RQH3DUWLDO2YHU&RPSOHWH

Implement optimal instrumentation

Connect devices with citywide, multi-service communications
Adhere to open standards
Use open integration architectures and loosely coupled interfaces
Prioritize use of legacy investments

6HFXULW\ 3ULYDF\

Publish privacy rules
Create a security framework
Implement cybersecurity

'DWD0DQDJHPHQW

Create a citywide data management, transparency and sharing policy

&RPSXWLQJ5HVRXUFHV

$QDO\WLFV

Consider a cloud computing framework
Use an open innovation platform
Have access to a central GIS
Have access to comprehensive device management

Achieve full situational awareness
Achieve operational optimization
Achieve asset optimization
Pursue predictive analytics
Figure 3.30
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CHAPTER 4

BUILT ENVIRONMENT

The built environment is an essential piece of the
smart city puzzle. Buildings are the biggest single
source of carbon emissions, accounting for about 40
percent of the world’s carbon footprint, according to the
World Business Council for Sustainable Development.
Buildings are energy hogs too, eating up nearly half of
all energy consumed in the United States. Any city serious about livability, workability and sustainability must
raise the “intelligence quotient” of its built environment.
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This chapter will give city leaders and planners
the tools to make the built environment part of
the solution. It begins by defining the terms
and explaining how buildings interact with
information and communications technologies
(ICT). It turns next to the way smart buildings
create benefits for a city. Finally, it lists the
technology targets that allow a city to achieve
VJQUGDGPGƒVU#UYGIQCNQPIYGŨNNRCWUGHQT
brief case studies from around the world.

.H\GHƜQLWLRQV
6JGVGTOŧDWKNVGPXKTQPOGPVŨGPEQORCUUGUCNN
human-made infrastructures. It refers to buildings, of course, but also to parks, stadiums and
public spaces. However, three aspects of the
built environment – streets, energy infrastructure and water infrastructure – are not emphasized here because they are addressed in separate chapters.

HWPEVKQPU Ť NKIJVKPI GPGTI[ YCVGT *8#%
communications, video monitoring, intrusion
detection, elevator monitoring and fire safety
among them.
Why make buildings smarter? In its June 2013
Global Sustainability Perspective, real estate
developer Jones Lang LaSalle put it this way:
ū#FXCPEGUKPUOCTVDWKNFKPIVGEJPQNQI[CTG
GPCDNKPICPGYGTCKPDWKNFKPIGPGTI[GHƒEKGPE[
and carbon footprint reduction, yielding a
return on investment for building owners within one to two years. We can now perform realtime remote monitoring and control of entire
portfolios of buildings, leading to dramatic
improvements in building performance and
meaningful energy savings.”

Buildings are a prominent part of every city,
HTQORTKXCVGJQOGUVQQHƒEGUHCEVQTKGUUVQTGU
schools, hotels, restaurants and theaters.
ŧ5OCTVDWKNFKPIUŨKUVJGEQOOQPUJQTVJCPFHQT
structures empowered by ICT. Smart buildings
use sensors, meters, systems and software to
monitor and control a wide range of building

Built environment
encompasses all humanmade infrastructures.

Smart buildings use sensors,
meters, systems and software
to monitor and control a wide
range of building functions
– lighting, energy, water, HVAC,
communications, video
monitoring, intrusion
detection, elevator monitoring
CPFƒTGUCHGV[COQPIVJGO
Figure 4.1
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SMART BUILT ENVIRONMENT

Making buildings
smarter.

Smart buildings use
sensors, meters,
systems and software
to monitor and control
a wide range of
building functions –
lighting, energy, water,
HVAC, communications, video
monitoring, intrusion
detection, elevator
OQPKVQTKPICPFƒTG
UCHGV[COQPIVJGO
Figure 4.2
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Achieve operational optimization:

SUN LIFE STADIUM
USES DATA ANALYTICS
TO SCORE WITH FANS

Sports franchises everywhere are competing for eyeballs
with big-screen HDTVs, all manner of mobile devices and
other venues broadcasting games. So officials at
(NQTKFCŨU 5WP .KHG 5VCFKWO Ť JQOG QH VJG /KCOK
Dolphins football team – considered ways to make the
game-day experience for fans even better. They decided
to borrow some smart cities technologies.
“The goal was to save our fans time by alleviating friction
points, and on the monetary side, to enable a more efficient business that would lessen the need to raise ticket
prices and provide the resources to invest in the future,”
GZRNCKPGF,KO4WUJVQPVJG%JKGH4GXGPWG1HƒEGTū+VYCU
a clear mandate for a new way of doing business.”
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One solution the stadium settled on was using data
CPCN[VKEUVQQRVKOK\GQRGTCVKQPUCPFVTCHƒEHNQYŤNQPI
lines being one of the “friction points” Rushton
mentioned.
9QTMKPIYKVJ5OCTV%KVKGU%QWPEKNOGODGT+$/CPF
NGXGTCIKPIVJG+$/+PVGNNKIGPV1RGTCVKQPU%GPVGTFCVCKU
streamed in real time from stadium point-of-sale
systems, turnstile scans at gates, weather feeds and
QVJGTUQWTEGU6JGUVCFKWOŨUEQOOCPFEGPVGTKPVGgrates all the data sources into a common control room
console. The combination of real-time monitoring with
business rules and intelligent controls enables stadium
QHƒEKCNUVQQRVKOK\GVJGQRGTCVKQPUCPFVTCHƒEHNQY

Achieve operational
optimization.

1HƒEKCNUCV5WP.KHG
Stadium used smart
city technologies to
optimize operations
CPFVTCHƒEHNQY
Among many other
DGPGƒVUVJGGHHQTV
has reduced long
NKPGU
Figure 4.3

4

7KHFLW\EXLOGLQJ
FRQQHFWLRQ
In most cities, the built environment is a patchwork of private and city-owned buildings. But
even though a city government may own only a
small fraction of the buildings, it can hold great
sway over all buildings in its jurisdiction. For
instance, it can:
Lead by example and ensure that its own buildings adhere to the targets explained in this
chapter, unleashing the power of ICT in public
buildings.
Create and enforce codes and standards that
embody the changes it wants
Create incentives for owners to make their
buildings smart
Educate residents through public awareness
and outreach campaigns
Provide support and guidance by giving
access to advice and trained staff via web,
phone or in person

So what are the technology and best practices
targets that enable a smarter built environment?
This chapter will discuss how targets introduced
in the Universal chapter apply to the built enviTQPOGPV$WVƒTUVCSWKEMNQQMCVFGRGPFGPEKGU
KPVJGDWKNVGPXKTQPOGPVCPFVJGPVJGDGPGƒVUCP
intelligent built environment provides.

%HQHƜWVRIUHDOL]LQJWKH
WDUJHWV

'HSHQGHQFLHVZLWKLQWKH
EXLOWHQYLURQPHQW

Livability

Improvements in the built environment will need
to be planned with an understanding of dependencies on other city systems and services. If
we limit our dependency list to just three other
systems for the sake of simplicity, it is easy to
see that buildings rely on services from energy,
communications and water systems.
The connection is pretty straightforward.
Commercial, industrial and residential building
U[UVGOUCNKMGCNNTGSWKTGGNGEVTKEKV[CPFQTPCVWTCN ICU $WKNFKPI QEEWRCPVU TGSWKTG RQVCDNG
YCVGTCPFYCUVGYCVGTTGOQXCN#PFTGNKCDNG
EQOOWPKECVKQPUCTGCTGSWKTGOGPVVQFC[HQT
business and industry as well as residents.

The methods cities adopt for driving change in
built environments will vary, of course, but
leaders pursuing a smart cities agenda will
want smart buildings as an action item.
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Here are just a few of the ways an intelligent
built environment can enhance livability, workability and sustainability.

Improving occupant comfort. With full situational awareness and optimization of building
conditions, a smart building can tailor light, heat
and cooling to each area or even to each individual. Since most people spend nearly all of
their time indoors, improving that environment
KORTQXGUVJGKTEQOHQTVSWQVKGPV
Enhancing occupant safety. ICT can greatly
improve safety and security via access cards,
XKFGQOQPKVQTKPIƒTGCPFUOQMGCNCTOUCPF
similar means. Full situational awareness
means that building operators have a
complete picture of their building and its environs, and are able to respond to issues or
threats in real time. In some cases, these
systems can even correct problems remotely
and automatically.
Improving occupant health. Indoor air can be
more polluted than the air outdoors. Smart
buildings monitor air conditions to ensure that
QEEWRCPVUCTGPŨVGZRQUGFVQJKIJNGXGNUQH
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carbon dioxide, radon, chemicals or other
potential health hazards.
Providing convenience and “remote control”
capabilities. 9JQJCUPŨVNGHVHQTXCECVKQPQPN[VQ
wonder if you remembered to activate the
burglar alarm? Thanks to advances in ICT,
remote control capabilities can remotely monitor and manage security and energy systems
from afar using a computer, tablet or
smartphone.

Workability
Lowering business utility bills. Smart buildings
save on power, water, gas and waste, giving
owners and occupants a competitive advantage.
Increasing worker satisfaction. 9JQFQGUPŨV
want to work in a state-of-the-art building
where the air is fresh, creature comforts are
automated and safety and security are wired
in? Businesses located in smart buildings are
more attractive to potential employees, which
allows them to compete for the best and
brightest.

Sustainability
The built environment can make a major contribution to lowering emissions and lowering
resource use. It is not an exaggeration to say
that it is impossible to meet sustainability
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Providing remote
control capabilities.

Many of the smart building
technologies discussed in this
chapter apply to commercial and
KPFWUVTKCNDWKNFKPIU+PETGCUKPIN[
however, the same kind of power
is available to residential
DWKNFKPIU%QWPEKNOGODGT
#66ŨU&KIKVCN.KHGHQTKPUVCPEG
provides a wide range of security
and automation services, offering
remote monitoring of home
security cameras, remote alerts
of alarms, remote control of lights
and thermostats and remote
NQEMKPICPFWPNQEMKPIQHFQQTU
Figure 4.4

6

goals without using smart technology to
improve the built environment. Examples include:
Reducing energy waste. /QUVDWKNFKPIUECP
save 10 to 30 percent on energy just by installing an intelligent building management system
to manage devices such as occupancy
sensors, light dimmers and smart thermostats.
There are many other ways a smart building
can reduce overall costs too. For instance,
buildings with smart meters or smart thermostats can participate in utility demand response
programs. By briefly reducing consumption
during peak times they allow the utility to make
do with fewer expensive standby power plants.
(See the Energy chapter for details.) Or a building can employ “thermal storage,” which uses
cheap power in the middle of the night to freeze
ice. During the day, when power prices are high,
it uses the ice to help cool the building.

Sustainability
EHQHͧWV

Most buildings can
reduce energy waste
D[VQRGTEGPV
Figure 4.5

Reducing water waste. In the same way that
ICT helps smart buildings save energy, it helps
them save water too. Operational optimization
helps smart buildings manage water resources with precise efficiency, eliminating waste
and reducing cost for owners and occupants.
5QOGVKOGUKVŨULWUVCOCVVGTQHDGVVGTUEJGFWNing. For instance, scheduling pumping and irrigation at night when power is cheaper.
Reducing carbon emissions. Smart buildings
use less energy and less water – important

CHAPTER 4: BUILT ENVIRONMENT | Smart Cities Council Readiness Guide

DGECWUGYCVGTTGSWKTGUNCTIGCOQWPVUQHGPGTI[VQRWORCPFVTGCV#UCTGUWNVECTDQPCPF
other greenhouse gas emissions are lower in
smart cities.
Reducing the frequency and cost of repairs.
6QFC[ŨUDWKNFKPIOCPCIGOGPVU[UVGOUECP
OQPKVQTMG[GSWKROGPVVQPQVKEGRTQDNGOUCU
soon as they arrive -- or, in some cases, predict
problems before they occur. They can prioritize work orders so the maintenance crew
always works on the most important problem
ƒTUV#PFVJG[ECPMGGRGSWKROGPVƒPGVWPGF
UQKVQRGTCVGUCVOCZKOWOGHƒEKGPE[
Enabling distributed generation. Not only can
ICT reduce energy waste, it can help buildings
produce their own energy via on-site solar
panels, wind turbines, fuel cells and the like.
&KUVTKDWVGFIGPGTCVKQPYQPŨVTGRNCEGRQYGT
plants outright. But together with energy storage and demand response, it can reduce the
number of peaker power plants. (Peaker
plants run only when there is high demand for
power and sit idle the rest of the time.)
Distributed generation also helps reduce the
environmental costs associated with transmitting energy over long distances.
Providing ROI for building owners. Smart
buildings are a win for building owners.
Operational optimization delivers both cost
UCXKPIUCPFGPJCPEGFXCNWGRGTUSWCTGHQQV

7

‘SMART CODE’ HELPS
WEST AFRICAN CITY
ENHANCE LIVABILITY

Libreville is the capital of Gabon, a rapidly developing
EQWPVT[KPYGUV#HTKEC4GEGPVITQYVJŤVQCNOQUV
OKNNKQPRGQRNGŤJCUQWVRCEGFVJGEKV[ŨUCDKNKV[VQCEEQOmodate change and has taken place largely without the
DGPGHKVQHEQORTGJGPUKXGWTDCPRNCPPKPI#UCTGUWNV
Libreville suffers from unplanned land uses and incompatible development.
The government has introduced the “Smart Code” into
Gabon and adopted it as the primary basis for urban land
development in Libreville. The Smart Code provides a
framework for flexibility that is not possible with traditional zoning, making it possible to incorporate new ideas in
land planning as well as smart technologies in transport
and water utilities.
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Council member Bechtel is working with the Gabonese
government to deliver several development projects
intended to address pressing issues related to the housKPIUVQEMCPFGPJCPEKPI.KDTGXKNNGŨUDWKNVGPXKTQPOGPV
$GVVGTSWCNKV[KPHTCUVTWEVWTGCFCRVGFVQVJGNQECNEWNVWTG
CPFKPVGITCVGFYKVJPGYEQOOGTEKCNUGTXKEGUYKNNUKIPKƒECPVN[KORTQXGVJGEKV[ŨUSWCNKV[QHNKHG#RCTVKEWNCTHQEWU
is on improving less developed neighborhoods, the
SWCTVKGTUUQWUKPVGITȌUYKVJVJGDGPGƒVUQHDGVVGTJQWUing, transport and water and sanitary systems services.

Enhance livability.

Better quality
infrastructure will
help improve the
quality of life in
.KDTGXKNNGYJGTG
several development
projects are expected
to help accommodate
rapid growth in the
YGUV#HTKECPEKV[

Figure 4.6
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%XLOWHQYLURQPHQWWDUJHWV
6QVJKURQKPVYGŨXGFGHKPGFVJGDWKNVGPXKTQPment, discussed how cities can influence their
DWKNFKPIUCPFJKIJNKIJVGFVJGDGPGƒVUQHUOCTV
DWKNFKPIU9GŨNNEQPENWFGD[GZCOKPKPIVJG
technologies and best practices that can bring
VJQUGDGPGƒVUVQ[QWTEKV[
9G RTGUWOG VJCV [QWŨXG CNTGCF[ TGCF VJG
Universal chapter, which explains the targets
that apply throughout a city. When it comes to
the built environment, those universal goals
are sufficient – there are no additional buildKPIURGEKƒEVCTIGVU
For convenience, you will see a checklist at the
end of the chapter that lists the universal
targets. Below we point out refinements to
several of them that demonstrate their relevance to the built environment.

,QVWUXPHQWDWLRQ
DQGFRQWURO
Buildings that use smart devices to monitor
EQPFKVKQPUNKMGGPGTI[WUGYCVGTWUGCKTSWCNKty and heat can capture data that building
managers can use to make better decisions
about managing resources.

Implement optimal instrumentation.;QWŨNN
want to keep several things in mind as you
determine optimal instrumentation for
buildings.
(QTQPGVJKPIFQPŨVVJKPMVJCVDWKNFKPIKPUVTWmentation simply means a smart meter. You
can now remotely monitor almost any building
EQPFKVKQPŤQEEWRCPE[NKIJVNGXGNCKTSWCNKV[
temperature, etc.
For another, you will want to distinguish
between existing and new buildings. In existing buildings, you want to take full advantage
of any sensors or switches that are already
present. Fortunately, companies are starting
to make software that can talk to legacy
GSWKROGPVHTQOOCP[FKHHGTGPVOCPWHCEVWTGTU+VKUWUWCNN[OWEJNGUUGZRGPUKXGVQƒPFC
software “overseer” than to rip out old instrumentation and replace it with new.
When it comes to new buildings, you can be
more ambitious. It is much less costly to put
state-of-the-art instrumentation into a new
DWKNFKPIVJCPVQTGVTQƒVKVKPVQCPGZKUVKPIDWKNF
KPI6JWUCU[QWRNCPVJGEKV[ŨUDWKNFKPIEQFGU
and incentives, you can raise the bar for new
buildings as compared to old.

Implement optimal
instrumentation.

Building managers can
use data captured from
smart devices to make
better decisions about
TGUQWTEGWUCIG
Figure 4.7

6JKUKUCPCTGCVJCVYKNNTGSWKTGJQNKUVKEVJKPMing and collaboration between departments
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Connect devices with
citywide, multi-service
communications.
Many forward thinking
building owners are
choosing a single, “merged”
+2PGVYQTMŤQPGVJCVECP
ECTT[CNNVTCHƒEYJGVJGT
FCVCXQKEGQTXKFGQ
Figure 4.8

and between outside stakeholders. For
instance, the electric power utility may want
smart meters, thermostats and appliances to
adhere to communications protocols.
Likewise, the fire department may have
TGSWKTGOGPVUHQTƒTGCNCTOUCPFUOQMGFGVGEVQTU1DXKQWUN[VJGEKV[ŨUEQFGUCPFTGEQOmendations should be compatible.

and shares it externally as permitted by building owners.

&RQQHFWLYLW\

,QWHURSHUDELOLW\

1PEG [QWŨXG FGRNQ[GF UOCTV UGPUQTU CPF
systems in a building, the next step is to allow
them to communicate the information they
gather.

Interoperability targets ensure that your built
environment plays nicely with others. Of the
three universal interoperability targets, two
TGSWKTGCFFKVKQPCNFKUEWUUKQP

Connect devices with citywide, multi-service
communications.+PCHGYECUGUCDWKNFKPIŨU
sensors and systems may communicate
directly with the citywide communications
system. For instance, a smart meter or a
smart thermostat may tie in directly so it can
talk to the electric power utility. In a similar
fashion, some utilities talk directly to building
NQCFEQPVTQNUYKVEJGUVQVWTPGSWKROGPVQHHKH
the grid is under stress. (The owners get
compensation from the utility.)

Adhere to open standards. Building technology must adhere to the same communications
standards as all other smart city gear – even
when the building industry is a barrier to this
UOCTVEKV[IQCN#PFKVOWUVCNUQEQPVGPFYKVJ
UVCPFCTFUWPKSWGVQVJGDWKNVGPXKTQPOGPV

+POQUVECUGUVJQWIJVJGDWKNFKPIŨUUGPUQTU
will communicate internally to a building
management system. That software then
monitors and summarizes that internal data
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When it comes to new buildings – and sometimes even for old ones -- many forward thinking building owners are choosing a single,
“merged” IP network – one that can carry all
VTCHƒEYJGVJGTFCVCXQKEGQTXKFGQ

When it comes to communicating between
the building and the rest of the city, you can
rely on the standards set forth in the
Telecommunications chapter, notably IPv6.
$WVYJGPKVEQOGUVQVJGGSWKROGPVCPFVJG
communications within the building, you will
have to navigate a maze of options.
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Adhere to open standards:

GERMAN CITY
CONSOLIDATES
BUILDING MANAGEMENT
AND CUTS ENERGY USE

The city of Bremen, Germany wanted to unify more than
1,200 municipal properties under a single, open building
OCPCIGOGPVU[UVGO $/5 VQQRVKOK\GVJGGHƒEKGPE[QH
heating systems and reduce energy consumption.
The challenge was that six control stations across the
city were running a variety of proprietary building control
U[UVGOU#HVGTCPCN[\KPIVJGQRVKQPUVJGEKV[ŨURTQRGTV[
UGTXKEGUEQORCP[UGVVNGFQPCXGPFQTCIPQUVKE$/5
based on the Wonderware® solution from Smart Cities
Council member Invensys.
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That approach allowed the city to consolidate the various
legacy systems into a single operator interface.
Now regional supervisors working from any location can
log onto the system and troubleshoot problems in real
VKOGCVCP[QHVJGEKV[QH$TGOGPŨUDWKNFKPIU9QPFGTYCTG
InTouch® also sends alerts and alarms to individual workstations, so operators can take swift corrective measures
and supervisors have visibility to their actions.
Energy consumption in the buildings is down 15 percent
to 18 percent.

Adhere to open
standards.

Choosing a
vendor-agnostic
building management
system, Bremen,
Germany was able to
consolidate various
legacy building
management systems
into a single operator
KPVGTHCEG
Figure 4.9
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The buildings sector has been slow to adopt
open standards. In areas such as internal
communications within a building, the sector
has several competing “standards,” including
$#%PGVCPF.QP9QTMU

6HFXULW\DQGSULYDF\

adhere to a careful data architecture so that
information can flow seamlessly as needed.

Of the three universal security and privacy
targets, one needs extra discussion.

&RPSXWLQJUHVRXUFHV

In short, you will need a) the help of an expert
VQOCMGVJGTKIJVEJQKEGUCPFD CƒTOFGVGTmination to stay open no matter what inducements are offered to use a proprietary system
instead.

Publish privacy rules. +VŨU KORQTVCPV VQ
remember that information coming from buildings is often extremely sensitive. Consider
occupancy sensors, which could reveal when
high-value merchandise is unguarded. Or
consider energy usage – should that be
UJCTGFVQJGNRVJGEKV[CPCN[\GKVUGPGTI[GHƒciency targets? Or consider public buildings
that use video surveillance to record comings
and goings. In what circumstances can the
videos be viewed and by whom? In short, be
UWTGVQEQPUKFGT[QWTEKV[ŨUDWKNVGPXKTQPOGPV
when planning your citywide privacy policies.

Prioritize the use of legacy investments. It
bears repeating – cities and building owners
should make every effort to tap into existing
FGXKEGU CPF GSWKROGPV DGHQTG TGVTQHKVVKPI
buildings with new gear. Older devices can
often be integrated with building management
systems, thereby avoiding unnecessary
TGRNCEGOGPV7UKPIGZKUVKPIGSWKROGPVYJGP
possible is a wise way to get maximum value
from your investments. For an example, see
the #ETGUECUGUVWF[ linked at the end of
VJKUEJCRVGTKVGZRNCKPUJQY/KETQUQHVNGXGTaged legacy investments when it rolled out
smart buildings on its campus in Redmond,
Washington.

'DWDPDQDJHPHQW
Our universal data management target deserves
emphasis for the built environment.
Create and adhere to a citywide data management, transparency and sharing policy. The
information that can be gleaned from buildings is
KPXCNWCDNGHQTEKV[IQCNUUWEJCUGPGTI[GHƒEKGPcy, carbon footprint reduction, economic development, transit planning and land use planning.
It is crucial that your built environment initiatives
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Local governments are typically responsible
for many buildings – everything from jails to
public swimming pools to sewage treatment
facilities to bus barns and city hall itself. Of the
four universal targets in this section, two
deserve emphasis.
Consider a cloud computing framework.
#HGY[GCTUCIQQPN[VJGDKIIGUVDWKNFKPIUEQWNF
cost-justify a top-of-the-line building manageOGPVU[UVGO#PFWPVKNTGEGPVN[QPN[CHGYNCTIG
property owners could afford a system to oversee a whole portfolio of buildings in different
neighborhoods or even different cities.
Today, thanks to cloud computing, these
advanced capabilities are affordable and widely
available. Cloud computing gives access to:
Ű*KIJRQYGTGFEQORWVGTU
Ű 5QRJKUVKECVGFUQHVYCTG
Ű 'ZRGTVUVCHH
Ű ZUVCHƒPICPFOQPKVQTKPI
Ű 4GFWPFCPVDCEMWR
Ű #FXCPEGFUGEWTKV[DQVJE[DGTCPFRJ[UKECN
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Consider a cloud computing framework:

MICROSOFT BRINGS
SMART BUILDINGS TO
SEATTLE

Seattle, Washington has a goal to better understand
how to create economic opportunity for the city while
saving energy and developing a sustainable urban
environment.
%QWPEKN OGODGT /KETQUQHV JCU DGGP YQTMKPI YKVJ
5GCVVNGŨU1HƒEGQH'EQPQOKE&GXGNQROGPVVQFGXGNQRCP
approach to driving energy efficiency at city scale. The
result is a smart buildings pilot for the downtown area
inspired by the smart buildings pilot implemented on
/KETQUQHVŨU4GFOQPFECORWUThat pilot used Big Data
to provide forecasted energy savings of 10percent per
[GCT+VŨUCPVKEKRCVGFVJQUGUCXKPIUYKNNDGUWTRCUUGFD[
the Seattle pilot with energy and maintenance savings
between 10 and 25 percent.
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6JGRKNQVYKNNKPETGCUGGPGTI[GHƒEKGPE[KPNCTIGEQOOGTEKCNDWKNFKPIUCETQUU5GCVVNGŨUFQYPVQYPEQTTKFQTVJG
initial set of buildings totals approximately 2 million
USWCTGHGGV+VŨUCOKZQHWPKSWGDWKNFKPIWUGUHTQOVJG
5GCVVNG /WPKEKRCN 6QYGT CPF VJG 5JGTCVQP *QVGN VQ
Boeing facilities and a University of Washington School
QH/GFKEKPGTGUGCTEJDWKNFKPI
#ENQWFUQNWVKQPDCUGFQP/KETQUQHV#\WTGENQWFVGEJnology will collect data from the myriad systems in
those buildings and use data analytics to provide a
prescriptive approach to how the building management
U[UVGOUECPDGVWPGFVQKORTQXGGPGTI[GHƒEKGPE[

Consider a cloud
computing framework.

Thanks to the advent of
cloud computing,, building
management systems that
monitor and control energy
usage are more affordable
and more widely available
than they were just a few
[GCTUCIQ
Figure 4.10
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Instead of financing a huge data center and
staffing it with specialists, a city can often
simply rent all the hardware and software
power it needs via the cloud.
Have access to a central GIS. # TQDWUV
geographic information system (GIS) is invaluable for many city functions related to buildings, including maintenance, public works,
parks, building codes, planning and many
more. The information you glean about your
buildings becomes much more powerful when
located on a map.

$QDO\WLFV
Below we explain how the four universal analytics targets apply to the built environment.
Achieve full situational awareness.
Situational awareness has two aspects in the
built environment. The first is awareness of
individual buildings (or collections of buildings).
6QFC[ŨUU[UVGOUECPOQPKVQTCPFFKURNC[GXGT[
important parameter. They can even be
programmed to alert operators when conditions go out of bounds. Building managers can
SWKEMN[URQVRTQDNGOUCPFFKURCVEJTGUQWTEGU
to restore functionality. In some cases, problem
KFGPVKƒECVKQPCPFTGUQNWVKQPECPDGCWVQOCVGF
or even predictive, so that problems are
resolved before they cause damage.

Achieve operational optimization. The ultimate
goal of a smart building, is to have everything
TWPPKPICUUOQQVJN[CPFGHƒEKGPVN[CURQUUKDNG
Smart buildings use analytics to ensure that a
DWKNFKPIŨUTGUQWTEGWUCIGKUGHƒEKGPV#PFYKVJ
the power of analytics, buildings can optimize
their conditions to ensure the continued
health, productivity and comfort of occupants.
Achieve asset optimization. Sophisticated
asset management software can calculate
which buildings should be replaced or repaired
and when.
Pursue predictive analytics. Unexpected
GSWKROGPVHCKNWTGUECPVCMGCVQNNQPOCKPVGnance budgets; so can work stoppages
ECWUGF D[ GSWKROGPV HCKNWTGU 2TGFKEVKXG
maintenance uses analytics to predict which
DWKNFKPIGSWKROGPVKUENQUGVQHCKNWTGUQKVECP
be repaired or replaced before it fails.
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Achieve operational
optimization.

Smart buildings use
analytics to ensure that a
building’s resource usage is
GHƒEKGPV
Figure 4.11
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Achieve operational optimization:

SMART CONTROL
SYSTEMS GIVE
ABANDONED
BUILDING A NEW LIFE

#PūKPVGTXGPVKQPŬUVCIGFCVCNQPICDCPFQPGFDWKNFKPIKP
/QNKUG+VCN[YCUFGUKIPGFVQDTKPIKVWRVQEWTTGPVGPGTI[
GHƒEKGPE[UVCPFCTFUCPFVQIKXGKVCWUGHWNNKHGCICKP
6QYCTFVJCVGPF%QWPEKNOGODGT#$$RTQXKFGFCbuilding automation system based on the international KNX
standard with functions including:
Ű /QFKH[KPINKIJVKPIDCUGFQPVJGRTGUGPEGQHRGQRNGKP
different settings and the level of natural lighting.

Ű %QPVTQNCPFUWRGTXKUKQPVJTQWIJC2%CPFC6QWEJ
2CPGN KPUVCNNGF KP VJG RQTVGTŨU NQFIG 6JG U[UVGO
manages internal and external lighting, occupancy
sensors, air conditioning, sunshades and more.
Through the PC it is also possible to pre-program on
and off times, for example external lighting and corridor lighting.
For the lighting system alone, the estimated electricity
UCXKPIKUCDQWV/9JEQTTGURQPFKPIVQCUCXKPI
of about 10,000 Euros (roughly $13,000).

Achieve operational
optimization.
A long abandoned
building in Molise,
+VCN[UGTXGFCUC
proving ground for
smart control
systems to meet
GPGTI[GHƒEKGPE[
OCPFCVGU
Figure 4.12

Ű %QPVTQNNKPICKTEQPFKVKQPKPIDCUGFQPVJGRTGUGPEGQH
people in different settings, window opening and solar
radiation.
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ADDITIONAL RESOURCES
Target: Prioritize the use of legacy investments
#ETGUJQY/KETQUQHVSWKGVN[DWKNVVJGEKV[QHVJGHWVWTG
#VGCOQHGPIKPGGTUCV/KETQUQHVECUVCUKFGUWIIGUVKQPUVJCVVJGEQORCP[URGPF75OKNNKQPVQVWTPKVUCETG
JGCFSWCTVGTUKPVQCUOCTVECORWUVQCEJKGXGGPGTI[UCXKPIUCPFQVJGTGHƒEKGPE[ICKPU+PUVGCFCRRN[KPICPū+PVGTPGV
QH6JKPIUOGGVU$KI&CVCŬCRRTQCEJVJG[KPXGPVGFCFCVCFTKXGPUQHVYCTGUQNWVKQPVJCVKUUCXKPI/KETQUQHVOKNNKQPUQH
FQNNCTU0QY/KETQUQHVCPFKVURCTVPGTUCTGJGNRKPIDWKNFKPIOCPCIGTUCTQWPFJGYQTNFFGRNQ[VJGUCOGUQNWVKQP

Target: Achieve operational optimization
Classroom sensors reduce the number of sick kids – and save money
#PCN[\KPIXGPVKNCVKQPTCVGUHTQOUGPUQTUKPOQTGVJCP%CNKHQTPKCENCUUTQQOUHQTQXGTVYQ[GCTUTGUGCTEJGTUCV
Lawrence Berkeley National Lab found that bringing rates up to the state-mandated standard could reduce student
CDUGPEGUD[CRRTQZKOCVGN[RGTEGPV+ORTQXKPIXGPVKNCVKQPTGFWEGUVJGCOQWPVQHECTDQPFKQZKFGUVWFGPVU
breathe.

Target: Achieve asset optimation
Building life-cycle cost tool helps compare alternative designs
The National Institute of Standards and Technology (NIST) developed the Building Life-Cycle Cost (BLCC) program to
provide computational support for the analysis of capital investments in buildings. The software can evaluate federal,
state, and local government projects for both new and existing buildings.

%HQHͧW3URYLGLQJ52,IRUEXLOGLQJRZQHUV
Report explores synergies between cities and building owners in the smart city ecosystem
Cooperation among stakeholders in the urban smart building ecosystem can help accelerate investment in smart
VGEJPQNQIKGUVQOGGVGPGTI[GHƒEKGPE[VCTIGVUCPFDWUKPGUUQDLGEVKXGUCEEQTFKPIVQCTGRQTVHTQO+PVGTPCVKQPCN&CVC
Corp. (IDC). Smart building technologies enable the optimization of facilities and generate economic and environmenVCNDGPGƒVUMG[IQCNUKPVJGFGXGNQROGPVQHUWUVCKPCDNGUOCTVEKVKGU
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BUILT ENVIRONMENT TARGETS
(QDEOHU

%XLOW(QYLURQPHQW7DUJHWV
How smart cities deploy and use ICT to enhance their built environment

Instrumentation & Control
Connectivity

TECHNOLOGY

Interoperability

Partial

Over 50% Complete

Connect devices with citywide, multi-service communications
#FJGTGVQQRGPUVCPFCTFU
Use open integration architectures and loosely coupled interfaces
Prioritize use of legacy investments

Publish privacy rules
Create a security framework
Implement cybersecurity

Data Management

Create a citywide data management, transparency and sharing policy

Analytics

None

Implement optimal instrumentation

Security & Privacy

Computing Resources

,PSOHPHQWDWLRQ3URJUHVV

Consider a cloud computing framework
Use an open innovation platform
Have access to a central GIS
Have access to comprehensive device management

#EJKGXGHWNNUKVWCVKQPCNCYCTGPGUU
#EJKGXGQRGTCVKQPCNQRVKOK\CVKQP
#EJKGXGCUUGVQRVKOK\CVKQP
Pursue predictive analytics
Figure 4.13
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CHAPTER 5

ENERGY

Cities can’t function without energy. It fuels our cars,
subways and trains. It cools, heats and lights our homes
and businesses. It pumps our water and processes the
food we eat. And it powers the technologies that are the
foundation of a smart city.
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So it’s easy to see why energy is integral to all
city responsibilities and profoundly impacts
livability, workability and sustainability. This
chapter covers energy’s critical role in smart
cities, from enabling small-scale power plants
that generate energy close to where it’s used to
advanced technologies that help keep the
lights on during power outages. We use the
term “energy” broadly throughout to encompass all infrastructures that cities use to
produce and deliver energy – electricity, gas,
steam, renewables, etc.
Energy as a smart cities starting place. Since
city leaders are well aware of their own city’s
pain points, we said in the introduction to this
Readiness Guide that we won’t recommend
which responsibility areas cities should tackle
ƒTUV$WVIKXGPVJGETKVKECNTQNGGPGTI[RNC[UKP
just about everything that happens in a city,
leaders uncertain where to start their smart
city journey should consider making smart
energy a priority.
That’s because the success of a smart city
relies on creating and supporting a smart
energy system. That’s a system that knows in
real time where a transformer has blown and
automatically reroutes power to keep the lights
on in homes and businesses. It’s a system that
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collects and manipulates data from sensors
and smart devices to give operators a complete
view of the energy infrastructure – for
instance, how much power solar installations
are generating or when they need to signal a
demand response call to help balance the load
on the electric and gas grid.
ICT’s role in smart energy. Information and
communications technologies (ICT) help cities
optimize these energy systems, making them
OQTGGHƒEKGPVCPFOQTGTGUKNKGPV+ORNGOGPVKPI
smart energy systems also helps preserve
precious natural resources and gives residents,
businesses and cities themselves a whole host
of ways to monitor and control their energy
consumption to save money.
There are a number of components of a smart
energy system. In the pages that follow we’ll
identify the technologies and technologysupporting practices involved and the array of
DGPGƒVUVJCVEKVKGUCEETWGYJGPVJG[KORNGOGPV
them.

ICT’s role in more
sustainable cities.

Amsterdam leveraged
public-private partnerships
to build a broadband
platform for service
delivery to achieve social,
economic and environmental sustainability.
Figure 5.1
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ENERGY

Energy’s critical
role in smart cities.

Smart energy powers
the technologies that
are the foundation of
a smart city, from
smart meters that
offer two-way
communications
between customer
premises and utilities,
to outage management systems that
make the power grid
more resilient.
Figure 5.2
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PIONEERING MUNICIPAL
UTILITY – A SMART
GRID POSTER CHILD

#UVJGƒTUV#OGTKECPWVKNKV[VQTGEGKXGUOCTVITKFUVKOWNWUHWPFKPICPFCUVJGƒTUVVQDGūEQORNGVGN[QRGTCVKQPCN
with smart grid technology,” Glendale Water and Power
(GWP), located in Southern California, is a bit of a smart
grid poster child.
In the GWP system, a single communication system is
handling both power and water. Anchored by a suite of
technology from Smart Cities Council member Itron, the
system includes an Itron advanced wireless communication network that integrates both electric and water
meters. It also features leak detection technology for the
water system and Itron’s meter data management solution to manage the huge volumes of data the system
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generates and enable other smart grid programs and
applications.
GWP completed installation of the system, which included 83,000 Itron smart electric meters and 33,000 smart
water meters in 2011. Components of the overall smart
grid system included in-home display units that provide
electricity and water usage information, costs and
control to consumers as well as thermal storage units,
electric vehicle smart charging, demand response and
distribution automation.

Energy as a smart
city starting place.

Substation upgrades
that were part of
Glendale Water &
Power’s modernization
effort allow more power
to flow through its
system, increasing its
ability to meet
customer demand.
Figure 5.3

Speaking at a conference after the installation was
complete, then GWP General Manager Glenn Steiger
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talked about the project. “The key thing to remember is that smart grid
is really an IT communication system,” he explained. “The heart of the
system and the ongoing applications are IT-driven. To be successful,
you have to shift focus from hardware and infrastructure to IT.”
On the water side, the system is providing leak detection capability that is
saving precious water in perennially water-challenged Southern
California, and also saving money in water they didn’t have to purchase.
“We’re actually optimizing the water system with the data we’re collecting

Dependencies in energy
Improvements in a city’s energy infrastructure
– deploying a smart grid, for instance – can’t
occur without an understanding of dependencies between energy and other city systems
and services. Three stand out: communications, transportation and the built
environment.
A smart grid is by definition a specialized
communications network that moves electricity and data to balance supply and demand
and maintain reliable service. The distribution
lines and underground cables that are part of
the energy grid often follow the layout of city
streets (part of the built environment), creating dependencies between utility services and
the various transportation systems that also
rely on streets.
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through the electric system,” Steiger said, referring to the energy costs
associated with treating and delivering clean water to Glendale residents.
Smart grid technology ultimately comes down to saving money, Steiger
said, for the municipal utility but also cost containment for its customers. GWP’s system and the data it delivers have enabled it to streamline
operations, improve business processes, and roll fewer trucks, he
added. That means keeping costs low for customers, which leads to
strong customer support.

The built environment is also a major consumer
of electricity and natural gas – and potentially a
producer of electricity too. As distributed generation evolves and building owners adopt solar,
fuel cell and related technoloiges, utilities and
city governments will form even closer alliances.

%HQHƜWVRIUHDOL]LQJWKH
HQHUJ\WDUJHWV
What kind of results can smart cities expect
once they’ve walked down the smart energy
path? We’ve highlighted many of them below,
based on their relevance to livability, workability and sustainability.

Livability
Empowering customers with choice and
control. Instrumentation, connectivity and

analytics combine to give electric and gas
customers more information about when and
where they are using energy, plus tools to help
them control that usage so they can lower
their bills.
Improving reliability and resilience. Smart
grids can “self-heal” from simple problems,
making them more resilient to storms and
disasters. With outage management systems,
trouble areas can be pinpointed, shaving hours
or even days from restoration times. And most
smart grids make it easy to combine centralized, “long-distance” generation with local
distributed generation, making the system
more resistant to supply interruptions.
Lowering costs for citizens. Operational optimization means fewer resources are
consumed and paid for. These savings can be
passed along to citizens, resulting in lower
energy bills.

5

Workability
Improving competitive advantage. A U.S.
Department of Energy lab estimates that
economic losses from outages cost $80-130
DKNNKQPRGT[GCTKPVJG75CNQPG$WUKPGUUGUKP
cities with modern, ultra-reliable energy
systems have a competitive advantage.
Creating new jobs. Renewable energy and
local energy typically produce more local jobs
than “traditional” energy (where energy may
be shipped from large centralized plants
outside the region).
Generating business investment in cities. A
study of the correlation between smart grid –
a key component of the smart city – and
economic growth discovered that cities with a
smart grid have an annual GDP growth rate
that is 0.7% higher, office occupancy rates
2.5% higher, and an unemployment rate 1%
lower when compared to less advanced cities.

Sustainability
Using less energy. Smart energy is cleaner
and more efficient, producing less impact on
the environment. First, it makes it easier to
use wind, solar and other renewable sources.
Second, it wastes less energy during transmission and delivery. Third, it gives customers

CHAPTER 5: ENERGY | Smart Cities Council Readiness Guide

tools to reduce their energy usage and costs.
And there are add-on effects, because using
less energy means using less water too.
Decreasing reliance on nonrenewable energy
sources. Smart grids make it far easier for
customers to generate energy on premise (for
instance, via rooftop solar) and to trade energy
back and forth with the grid. Implementing the
right devices and instrumentation, such as
KORTQXGFUQNCTOGVGTUJCXGNGFOCP[ƒPCPEKGTU
to offer $0 down residential and commercial
solar programs, reducing the barriers to solar
generation. And smart energy, with the help of
reliable two-way communications, makes grids
more flexible overall to customer demand.
Lessening energy operating costs. Smart
energy reduces operating costs compared to
traditional methods. For example, sensors and
monitors can report on the actual condition of
expensive equipment so it can be serviced
based on actual condition and not a guess.
This kind of asset management can squeeze
many extra years of use from an asset, without
compromising safety. For another, smart
systems can manage peak times by briefly
reducing demand (called demand response)
instead of building new standby power plants
that will only get used a few times per year, and
can even dim LED street lights to enable lower
operating costs.

Creating new jobs.

Solar installations and
other forms of
renewable energy and
distributed generation
create new, green jobs.
Figure 5.4
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,QVWUXPHQWDWLRQ
DQGFRQWURO
We start our discussion of this chapter’s
targets with optimal instrumentation which,
when applied to smart energy, refers to smart
devices such as sensors and smart meters
that gather information about the flow and
condition of power and about the condition of
equipment within the energy infrastructure.
Implement optimal instrumentation. Thanks
to real-time information supplied by smart
devices, system operators can predict, diagnose and mitigate issues that might previously have caused an outage or blackout.
Examples of energy instrumentation include
the deployment of smart meters and distribution system sensors.
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Smart meters, which are installed on homes
and businesses, are perhaps the most visible
instrument in a smart energy network and
certainly the most controversial due to
concerns about potential health impacts and
privacy. All of which points to the importance
of developing an effective citizen engagement
strategy long before you start deploying them.

Implement optimal
instrumentation.

Smart meters are part
of the smart energy
network and also part
of a citywide two-way
communications
system.
Figure 5.5

Today there are smart meters for electricity,
gas and water. They provide two-way communication between the customer premise and
the utility. In the old days meters had to be
read manually; smart meters transmit energy
usage details directly to the utility. When smart
meters are combined with smart thermostats,
smart appliances and/or energy management
devices, consumers can participate in energysaving demand response programs where they
voluntarily allow the utility to send a signal to
the smart meter or other device to temporarily
make a modest adjustment in energy usage.
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Implement optimal instrumentation:

CITY OF GRIFFIN
EMPOWERS RESIDENTS
WITH SMART GRID
ELECTRIC METERS

Always progressive in its operations, the City of Griffin,
Georgia’s electric department wanted to give its customers the power to monitor their electric usage to help them
manage utility costs. It also sought a more precise way
to measure residents’ power usage to ensure accurate
billing and a way to simplify routine processes.
Griffin replaced aging mechanical meters with smart
meters that use Council member AT&T’s wireless network
to transmit customers’ power use to the city electric
department. The smart grid solution gives customers
better control over how much electricity they use and
makes it easy for the city to read meters and connect or
disconnect service remotely. As a result, customers are
better served and the city can more accurately predict its
power needs to lower the cost of its electric purchases.
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The city has already boosted its revenues because the
digital meters capture electric usage more accurately
than the 40-year-old mechanical meters. Griffin also
saves money since it no longer has to pay contractors to
read its meters.
ū6JG DKIIGUV CFXCPVCIGŬ UCKF $KNN $QUEJ VJG EKV[ŨU
Electric Director, “is that we can help our customers
manage their usage and power bills. That, in turn, will let
us determine how much energy we need, which helps
lower our purchased power cost.”

Implement optimal
instrumentation.
)TKHƒPŨUUOCTVITKF
solution gives
customers better
control over how
much electricity
they use.
Figure 5.6

6JGU[UVGOCNUQOCMGUKVGCUKGTHQT)TKHƒPVQTGURQPFVQ
tornadoes and other major storms. “If there’s an outage I
know AT&T is out there getting my meters back to readKPICPF+FQPŨVJCXGVQYQTT[CDQWVKVŬ$QUEJUCKF
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&RQQHFWLYLW\

VCTIGVUKPENWFKPIQPGVJCVURGEKƒECNN[CRRNKGUVQ
energy:

Not only are the smart meters and sensors part
of the smart energy network, they are also part
of a citywide two-way communications system
– that “system of systems” discussed earlier.

Adhere to open standards to increase choice
and decrease costs. With open standards
products can be mixed and matched from
different vendors.

Connect devices with citywide, multi-service
communications. Connectivity allows data
collected throughout the smart energy
network to be transmitted for analysis and
action. For example, connectivity might mean
that your smart meters, distribution system
sensors and utility are connected through twoway communications.

There are hundreds of standards just for the
energy responsibility of a smart city. As we
discussed in the Universal chapter, selecting
UVCPFCTFUKUCLQDHQTURGEKCNKUVU;QWTLQDKUƒTUV
to insist on using them whenever possible and
second to hire a supplier with a demonstrated
knowledge and commitment to open standards.
$WVVJGUVCPFCTFUUGNGEVKQPRTQEGUUKUGCUKGTKP
the energy sector than in others thanks to the
free Smart Grid Standards Mapping Tool from
the International Electrotechnical Commission, a
Council advisor. You can simply point and click
to identify any standard in relation to its role
within the smart grid. New standards are added
regularly.

,QWHURSHUDELOLW\
Utilities around the world have started building
out smart electric grids and smart gas grids,
both of which are part of what this Guide refers
to as the all-encompassing smart energy
PGVYQTM$WVQPGQHVJGUVWODNKPIDNQEMUGCTN[
on was a lack of standards – and as you can
imagine there are numerous pieces of a smart
grid that have to work together and talk to each
other. Thanks to a number of standards bodies
around the world that undertook the task of
FGXGNQRKPIURGEKƒECVKQPUCNQVQHVJGKUUWGUVJCV
plagued the smart grid pioneers have been
TGUQNXGF$GNQYKUCSWKEMNQQMCVKPVGTQRGTCDKNKV[
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Use open integration architectures and loosely coupled interfaces so it is easier and simpler
to share data between applications.
Prioritize use of legacy investments to avoid
unnecessary spending and from stranding
existing assets. This practice ensures maximum value and lifetime from existing technology investments.

Enabling distributed generation with interconnection standards. Recent decades have seen
the proliferation of “distributed generation” – of
small, decentralized power plants located at or
near the spot energy is used. Think rooftop solar
installations on high-rise apartment buildings or
wind turbines helping power a shopping mall.
What are required to make distributed generation
work effectively are straightforward, easy-toWUGKPVGTEQPPGEVKQPUVCPFCTFUVJCVFGƒPGJQY
the energy sources tie in to the energy grid. It’s
a relatively new business model for utilities,
although many have or are in the process of
developing protocols to accommodate distributed generation. Getting it right gives the city
and its residents more options for economical
and clean power generation without compromising secure and reliable grid operations.
Cities that own their local energy or gas utility
can prioritize development of interconnection
standards. Those with energy providers that
are not municipally owned may need to find
ways to encourage them to modernize their
interconnection standards to accommodate
what is clearly the wave of the future.
Distributed generation has enormous potential,
including higher efficiency and greater resilience
against natural or man-made disasters. It also
reduces dependence on fossil fuels.
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Enabling distributed generation:

MONITORING AN
EXTENSIVE NETWORK
OF RENEWABLE ENERGY
GENERATION PLANTS

9REN Group designs, develops, builds and operates
renewable turnkey power plants using photovoltaics,
solar thermal energy and wind. The Spanish company
operates some 570 photovoltaic installations, mainly in
Spain and Italy. In addition to photovoltaic plants, the
company has built 183 solar thermal plants as well as
mini-wind installations. 9REN plants generate more than
10,000 megawatt-hours (MWh) of clean energy each
month.
To manage and monitor its photovoltaic plant facilities,
9REN created EOSystem, a solution built on the
Wonderware ® System Platform from Council member
Invensys. EOSystem is a real-time monitoring technology
that provides instantaneous information from all photovoltaic installations operated by 9REN throughout Europe

CHAPTER 5: ENERGY | Smart Cities Council Readiness Guide

and the Middle East. System platform provides a single,
scalable software solution for all the supervisory control
and data acquisition (SCADA) and supervisory human
machine interface (HMI) needs for monitoring 9REN’s
renewable energy installations.
From a single control center, 9REN can effectively monitor the operations infrastructure at each facility. “The
Wonderware System Platform lets us access all our
installations in real time,” said Antonio Palacios Higueras,
UGTXKEGUVGEJPKECNOCPCIGTHQT4'0ū$GECWUGQHVJKU
we only require one person to control the operation of all
of the 568 plants, regardless of location. We also have
CEJKGXGFCUKIPKƒECPVEQUVTGFWEVKQPKPVKOGRGTFGUKIPGT
and project.”

Enabling distributed
generation.

From a single control
center, 9REN can
effectively monitor the
operations infrastructure at each of its
renewable energy
facilities, which
includes some 570
photovoltaic
installations.
Figure 5.7
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6HFXULW\DQGSULYDF\
There are at least three extremely compelling
reasons why smart cities take security and
privacy seriously in the context of energy as
these three targets demonstrate.
Publish privacy rules. Smart meters have
raised privacy concerns around the world.
People worry that their daily habits are being
tracked by their local utility via smart meters,
which is why smart cities not only publish and
adhere to privacy rules but they let citizens
know about it proactively. Making privacy a
priority can help ward off consumer backlash
that could stall smart energy deployments.
Create a security framework. Security breaches can have a ripple effect. Developing a
comprehensive security framework mitigates
risk by identifying and addressing threats
before they can cause damage. This is critical
in the energy infrastructure – even more so
given its inherent importance to the operation
of other key infrastructures.
Implement cybersecurity. Cyber attacks
against energy companies in the U.S. have
DGGPYGNNFQEWOGPVGF$WVYJCVYGTGQPEG
thought to be attempts to steal information or
trade secrets are now focused on causing
serious damage to networks and equipment,
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according to warnings from the U.S. government. The take-away here for cities is that
implementing cybersecurity safeguards early
on maximizes protection while avoiding the
potentially significant costs associated with
an attack.

'DWDPDQDJHPHQW

To promote energy efficiency, it’s also important for smart cities to encourage utilities to
give electric and gas customers access to
their own usage data. For example, cities can
provide a web portal for viewing and managing
energy usage in real time. That way customers
can drill down on when and how they use
energy to make choices and trade-offs that
can reduce their energy usage and utility bills.

There is a tremendous amount of data pouring in from sensors, smart meters and other
intelligent devices deployed throughout the
energy infrastructure of a smart city.
Create and adhere to a citywide data management, transparency and sharing policy. Energy
usage data should be integrated in the policy
that was discussed in detail in the Universal
chapter. And as noted in the previous section,
energy usage data needs to comply with overall security and privacy rules.
That said, access to timely, accurate energy
usage data is an essential component of a
cleaner, more efficient energy system. So it’s
imperative that local utilities grant cities
access to aggregated, summary usage data
which can be invaluable for city planning, for
carbon reduction programs, for energy efficiency programs, for low-income assistance
programs, for improving city performance and
for many other purposes.

Create and adhere to a citywide
data management, transparency
and sharing policy.

When utility customers have access
to data about when and how they
use energy they can make choices
and tradeoffs that can reduce their
energy usage and utility bills.
Figure 5.8
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Create a citywide data sharing policy:

SEATTLE’S
BIG BUILDING
BENCHMARKING
PROGRAM IS WORKING

Commercial buildings are one of the biggest consumers
of energy. So it’s significant that the vast majority – or
87% – of large building owners and managers in Seattle,
Washington are now tracking and reporting building
energy performance to the city under Seattle’s Energy
$GPEJOCTMKPICPF4GRQTVKPI1TFKPCPEG.
$GPEJOCTMKPIVTCEMUVJGVQVCNCOQWPVQHGPGTI[VJCVC
building uses and allows comparisons of energy perforOCPEGVQUKOKNCTDWKNFKPIU5GCVVNGQHƒEKCNUPQVGKVKUCUVCPdard practice for owners and managers working to improve
DWKNFKPIGPGTI[GHƒEKGPE[CPFTGFWEGGPGTI[EQUVU

owners and managers. One of them is Stephen Chandler,
Facilities Manager at Verity Credit Union. “Energy bills only
VGNN[QWUQOWEJŬJGUC[Uū$GPEJOCTMKPINGVU[QWUGG
trends and how your building compares with others. As a
facilities manager, I am always looking for ways to lower
EQUVUCPFDGKPIGPGTI[GHƒEKGPVKUCYC[VQFQVJCVYJKEJ
DGPGƒVUO[EQORCP[CPFKVUEWUVQOGTUŬ
Since 2008, Verity Credit Union has reduced its annual
energy consumption by 20% by tracking its use through
DGPEJOCTMKPICPFOCMKPIEQUVGHHGEVKXGGPGTI[GHƒEKGPcy improvements, according to the city.

Create and adhere
to a citywide data
management,
transparency and
sharing policy.

Being able to see the
data on their own
building consumption
and others is opening
the eyes of building
owners and managers
in Seattle.

Figure 5.9

$GKPICDNGVQUGGVJGFCVCQPVJGKTQYPDWKNFKPIEQPUWORtion and others is definitely opening the eyes of building
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&RPSXWLQJUHVRXUFHV
$CUKECNN[CNNQHVJGEQORWVKPITGUQWTEGUVJCV
cities use rely on energy in some way, shape or
form, so it makes sense for cities to constantly
OQPKVQTHQTGHƒEKGPEKGUCPFGEQPQOKGUCUVJG[
use, deploy and procure computing resources.
As discussed in detail in the Universal chapter:
Consider a cloud computing framework to
enable scalability of systems, reduce costs
and improve reliability.
Use an open innovation platform to empower
innovators, increase accountability, generate
new revenue streams and stimulate economic
growth.
Consider a cloud
computing framework.

With computing
resources reliant on
energy, monitoring for
GHƒEKGPEKGUCPF
economies is a smart
approach. Cloud
computing offers a way
to reduce costs and
increase reliability and
scalability.
Figure 5.10
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Have access to a central geographic information system (GIS) to improve decision-making
capabilities, enable efficiency gains through
more intelligent scheduling and routing,
provide improved accuracy of essential
records and boost resiliency of key assets.
Have access to a comprehensive device
management system to improve infrastructure security and resiliency, deliver cost
savings and enforce compliance with city data
management, security and privacy policies.
This target, as we noted, takes on special

importance in the energy discussion due to
the numerous smart devices and other
computing resources deployed throughout
smart cities.

$QDO\WLFV
As we’ve said previously, analytics are absolutely critical to smart city success and
perhaps nowhere is that more evident than in
a smart energy network that powers so much
of what a city is and does. We’ll quickly review
three of the analytics targets already
discussed in the Universal chapter and then
introduce two more that speak volumes about
energy’s importance in a smart city.
Achieve full situational awareness. This
refers to giving operators a complete picture
of their energy system at any given moment
to increase its reliability and resiliency and
quickly respond to trouble. A complete operating picture is incredibly important to city energy systems. One example: It helps operators
detect energy theft and thereby conserve
resources.
Achieve operational optimization.$WKNFKPI
the very best smart energy network possible is
what cities want to achieve from the instrumentation and connectivity investments they
make in their energy infrastructure.
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Consider a cloud computing framework:

RESIDENTS TRIM ENERGY
USE BY 20 PERCENT WHEN
GIVEN REAL-TIME DATA
A consortium of companies is taking energy conservation to the next level by creating an entire eco-minded
neighborhood just outside of Paris, France.
IssyGrid is France’s first smart grid neighborhood,
a demonstration project aimed at reducing energy use in
the French town of Issy-les-Moulineaux. It is run by a
consortium of corporate partners and local utilities that
consider energy conservation an opportunity for busnesses to solve. About 200 test homes and four
EQOOGTEKCNDWKNFKPIUKPVJGEQOOWPKV[JCXGDGGPQWVƒVted with energy consumption monitoring devices, with
the goal of ultimately expanding the program to the
entire town. IssyGrid collects energy consumption data

CHAPTER 5: ENERGY | Smart Cities Council Readiness Guide

and processes it in real time using Windows Azure, the
cloud services platform from Council member Microsoft.
The consortium analyzes the data by using Microsoft
SQL Server 2012 data management software. Then
IssyGrid provides the data to citizens so that they can
see how they are using electricity. This enables them to
take specific actions to conserve – by turning off the
television or lowering the temperature by two degrees.
The result: They reduce their consumption – and their
energy bills – by 10 to 20 percent.

Consider a cloud
computing
framework.
IssyGrid collects
energy consumption data and
processes it in
real time using
Windows Azure,
the Microsoft
cloud services
platform.
Figure 5.11
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Optimized energy systems help conserve
energy, delivering cost savings to cities, residents and businesses and also reducing the
drain on energy resources.
Achieve asset optimization. This target plays
an important role in the energy sphere, helping
cities maximize the value of their assets by 1)
calculating which energy assets need to be
repaired or replaced and when, and 2) by
predictive maintenance, which uses analytics
to spot equipment that is close to failure so it
can be repaired or replaced before problems
arise.
Pursue predictive analytics. Drawing from
instrumentation deployed across a city, analytics can enable advanced forecasting and
management of a diverse, secure and resilient
energy system. ICT helps cities account for
demand, weather, effects from distributed
resources that may be variable and other operational considerations. Understanding what to
expect helps cities save on costs, conserve
resources and prepare for extreme events.
Now we’ll introduce two new energy-specific
targets that are critical to smart city success.
Automate fault and outage management.
This is about the “self-healing” grid we referred
to earlier. The idea is that the utility that serves
your city would enable remote sensors, smart
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meters and other advanced smart grid technologies deployed throughout the energy
network to automatically reduce the number
of outages and the duration of those that do
occur. For instance, a sensor might detect a
fault on the electric grid and be able to locate
it and isolate it before it has time to affect
other areas. Or smart meters may alert a utility’s outage management system of trouble,
allowing the utility to immediately dispatch
crews and keep customers updated during
CPFCHVGTVJGKPEKFGPV$GHQTGVJGCFXGPVQH
these advanced technologies, utilities oftentimes didn’t know about an outage until
customers started calling in.
A quick look at economic losses incurred from
power outages explains why this is so imporVCPV#UVWF[D[VJG$GTMGNG[0CVKQPCN.CD
back in 2004 estimated that outages cost
$80-130 billion per year in economic losses in
the U.S. alone. After Superstorm Sandy, which
wreaked havoc across the northeastern U.S. in
2012, the U.S. Congress approved more than
$60 billion in emergency aid, which is roughly
what state governments reported in damages
and other losses.

Automate fault and
outage management.
Automated solutions
help make the energy
supply more reliable
and improve outage
response.

Figure 5.12

$[GPEQWTCIKPICWVQOCVGFUQNWVKQPUCEKV[QT
utility can make the energy supply more reliable, improve response to outages which in
turn makes businesses more competitive and
residents more comfortable.
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Automate fault and outage management:

CHATTANOOGA
SMART GRID
REDUCES OUTAGE
TIME 55 PERCENT

+PVJG'NGEVTKE2QYGT$QCTF '2$ KPUVCNNGFCUOCTVITKF
in Chattanooga, Tennessee that has achieved a 55 percent
reduction in outage time. The area’s businesses will save an
estimated $40-$45 million a year, while the overall savings are
NKMGN[VQDGOKNNKQPQXGTVJGƒTUV[GCTUQHFGRNQ[OGPV
The project included many smart city functions:
Ű 7NVTCJKIJURGGF+PVGTPGVXQKEGCPFXKFGQCEEGUUVQCNN
residents
Ű #EKV[YKFG9K(KPGVYQTMHQTVJGEKV[CPFWVKNKV[
Ű 5VTGGVNKIJVEQPVTQNU
Ű 5WTXGKNNCPEGECOGTCU
Ű 'PJCPEGFRQNKEGCPFƒTGTGURQPUG
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In addition to the smart city features, the project (video) also
included a high-speed grid monitoring and control system
along with Council member S&C Electric’s IntelliRupter
circuit reclosers at key points along the power lines. Those
smart switches allow operators to pinpoint the location of
an outage, cutting down on the need for physical inspectors
and saving hours or even days.
When a tornado hit the town in March of 2012, it took out
power to only 3,400 residents, half the amount that
would have been affected before.

Automate fault
and outage
management.

The smart grid
installed in
Chattanooga,
Tennessee has
achieved a 55
percent reduction
in outage time.
Figure 5.13
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Creating a self-healing grid:

CENTERPOINT ENERGY
AUTOMATES FAULT AND
OUTAGE MANAGEMENT
TO GET LIGHTS BACK
ON SOONER

CenterPoint Energy was looking to improve to improve power
reliability and restoration in greater Houston. It is using $50
million of its U.S. Department of Energy grant to build a selfhealing smart grid that will use smart meters, power line
sensors, remote switches and other automated equipment.
CenterPoint Energy has begun building an “intelligent grid”
with power line monitoring equipment, remote switches and
other automated equipment that will locate power line outages as they occur. This can speed recovery since repair crews
won’t have to search for the source of an outage and can
begin repairs sooner.
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In 2012 when there was an opportunity to use intelligent grid
automation to re-route and restore power, it saved more than
611,000 customer minutes over 20 outages. This was a 21
percent improvement in outage response, with about 70
percent of affected customers experiencing an outage of just
a few minutes rather than at least a half hour.
In addition, CenterPoint Energy has installed 2.2 million smart
electric meters across Houston, and can use Power Off
Notifications as an additional early detection system for
power outages.

Creating a
self-healing grid.

Using intelligent
grid automation to
re-route and restore
power, CenterPoint
Energy has seen a
21 percent
improvement in
outage response.
Figure 5.14
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CenterPoint selected Ventyx, a subsidiary of Smart Cities Council member
#$$VQKORNGOGPVCP#FXCPEGF&KUVTKDWVKQP/CPCIGOGPV5[UVGO #&/5 
the computer system which will be the intelligent grid’s “brain.” Due for
completion in 2014, the ADMS will process data from power line sensors as
well as from smart electric meters to identify the location of power outages
and remotely control intelligent grid switching devices to shorten the duration of power outages.
“This system will give us greater insight into the health of our electric infrastructure and eventually create a ‘self-healing’ grid,” said Kenny Mercado, division senior vice president for CenterPoint Energy’s Regulated Operations
Technology. “With this technology, we will be able to automatically reroute
power around many outage locations to help us get the lights on sooner.”
The ADMS will allow the intelligent grid to “self-heal” in the event of a
major storm to restore power to as much of the system as possible. Then
the damage to the system as a whole can be diagnosed and restored
according to current practices. In many cases, the time to restore power
VJTQWIJVJGKPVGNNKIGPVITKFEQWNFDGUKIPKƒECPVN[TGFWEGF

Use advanced smart grid technologies.

When deployed throughout the energy network,
automated technologies help reduce the
number of outages and the duration of those
that do occur.
Figure 5.15
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Segment and personalize programs for
customers. This is one of the big pluses of
today’s smart energy networks. They can
consider multiple variables – like a utility
customer’s preferences, system parameters,
weather, cost of energy – to optimize and
personalize rates and programs. As part of that
personalization, a smart city’s utility, whether
municipally owned or a private utility that operates in the city, can identify energy use
patterns and then make customized recommendations to help customers get the best
possible rates or assist with fraud and service
connection issues.
Today many electric and gas utilities charge a
single rate for every residential customer at
every time of the day. In reality, the cost of
energy varies widely depending on the time. In
particular, electric energy can be very inexpensive at night when demand is low and the
QWVRWVHTQOYKPFHCTOUKUJKIJ$WVKVECPDG
very costly during hot summer days when air
conditioners are cranked up, demand is very
high and energy is scarce.
Smart meters and smart grids make it possible for utilities to offer a variety of programs to
GPEQWTCIGGPGTI[GHƒEKGPE[CPFEQUVUCXKPIU
Examples include time-of-use rates, peak-time
rebates, efficiency incentives and demand
response programs. Council member Opower,
for example, works with utilities around the
world on customer engagement programs
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that use data analytics and behavioral science
VQOQVKXCVGEWUVQOGTUVQDGOQTGGHƒEKGPV
Personalizing programs greatly increases
customer satisfaction. It also provides an
avenue for the utility and the city to advance
their goals. For instance, a demand response
program that reduces demand during peak
load periods can avoid or delay the need for
new power plants and associated power lines.
5QECPEQPUGTXCVKQPCPFGHƒEKGPE[KPKVKCVKXGU
which also help cities meet their carbon mitigation goals. Special incentives and programs
for commercial and industrial customers can
help attract and retain businesses.

Segment and
personalize
programs for
customers.

Smart meters and
smart grids make it
possible for utilities to
offer a variety of
programs to encourage
GPGTI[GHƒEKGPE[CPF
cost savings.
Figure 5.16
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Segment and personalize programs
for customers:

COMPANY’S DEMAND
RESPONSE INCENTIVES
PAY FOR MORE
TECHNOLOGY

When energy demand is high and supply is short, San
Francisco, California-based Pacific Gas & Electric
(PG&E) offers financial incentives to companies that
reduce their load in response to a request.
NetApp, a Sunnyvale, California company that creates
storage and data management solutions, signed up for
2)'ŨU&GOCPF$KFFKPI2TQITCOYJKEJOGCPUVJGWVKNKty pays NetApp $0.50/kWh when the request is made

the day before and $0.60/kWh if the request is made the
same day.
It started several years ago when NetApp saw an opportunityVQUKIPKƒECPVN[TGFWEGGPGTI[EQPUWORVKQPCVKVU
headquarters, which has 1.2 million square feet of space
in 10 buildings. The headquarters uses 54 million kilowatt hours annually, with a peak demand of 7.6 megawatts. In 2008, NetApp’s annual utility bill was US$7.7
million, 89 percent of that for electricity.

Segment and personalize
programs for customers.

%CNKHQTPKCŨU2CEKƒE)CU
'NGEVTKEQHHGTUƒPCPEKCN
incentives to companies
that reduce their energy
load in response to a
request. NetApp installed
Cisco’s Network Building
Mediator to enable its
participation in the
program.
Figure 5.17
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'PGTI[GHƒEKGPVGSWKROGPVKUQPN[RCTVQHVJGUQNWVKQPū;QWCNUQPGGF
to make intelligent decisions about equipment settings, and that
requires gathering and analyzing information from disparate building
systems, including metering systems and PDUs [power distribution
units],” says David Shroyer, a NetApp controls engineer.

$WKNFKPIGPIKPGGTUCPFHCEKNKVKGURGTUQPPGNECPEQPVTQNU[UVGOUKPCP[
building using a web-based interface. Demand response payments
from PG&E paid for the system and NetApp has since deployed
0GVYQTM$WKNFKPI/GFKCVQTHQTCWVQOCVGFFGOCPFTGURQPUGCVKVURTQRerties in Europe and India.

6QCKFVJCVGHHQTVVJGEQORCP[FGRNQ[GFVJG0GVYQTM$WKNFKPI/GFKCVQT “Within 20 minutes of the demand-response signal from the utility, the
from Council member Cisco, which aggregates information from all of %KUEQ0GVYQTM$WKNFKPI/GFKCVQTTGFWEGUNKIJVKPID[RGTEGPVCPFTCKUNetApp’s building systems, including lighting, heating, ventilation, air es the temperature set point by four degrees, shedding 1.1 megawatts.”
conditioning, temperature sensors and PDUs, from multiple vendors.

)DFLOLW\KHOSVSXEOLFDQGSULYDWH
VHFWRUUHVHDUFKHUVVFDOHXSFOHDQ
HQHUJ\WHFKQRORJLHV
Located at the National Renewable Energy
Laboratory’s campus in Golden, Colorado, the
new 182,500-square-foot Energy Systems
Integration Facility '5+( KUVJGƒTUVHCEKNKV[KP
the United States to help both public and
private sector researchers scale-up promising
clean energy technologies – from solar
modules and wind turbines to electric vehicles
and efficient, interactive home appliances –
and test how they interact with each other and
the grid at utility-scale. The U.S. Congress
provided $135 million to construct and equip
the facility.
ESIF, which opened in 2013, houses more
than 15 experimental laboratories and several
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Figure 5.18

outdoor test beds, including an interactive
hardware-in-the-loop system that lets
researchers and manufacturers test their
products at full power and real grid load levels.

The facility will also feature a petascale supercomputer that can support large-scale modeling and simulation at one quadrillion operations per second.
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ADDITIONAL RESOURCES
Target: Implement optimal instrumentation
#$$WUGU9KPFQYU'ODGFFGF5GTXGTVQFGNKXGTEQORCEVTQDWUVRQYGTCWVQOCVKQPUQNWVKQP
State Grid Corporation of China (SGCC) wanted a monitoring and control system for power transmission and
FKUVTKDWVKQPGSWKROGPVNQECVGFKPJCTUJFGOCPFKPIGPXKTQPOGPVU9QTMKPIYKVJ%QWPEKNOGODGT#$$5)%%
implemented a compact and rugged data acquisition and supervisory control system for production process
control and scheduling automation. A Windows Embedded Server appliance from Council member Microsoft
monitors and controls on-site equipment, including measurement and signal alarms.

Target: Create and adhere to a citywide data management, transparency and sharing policy including energy data
City of Dubuque: Investing in sustainability for future generations and future prosperity
Combining smart meters and powerful analytics, Dubuque, Iowa has given its citizens the insights they need to
adjust their energy and water consumption, with results – such as up to an 11% reduction in electricity usage and
CTGFWEVKQPKPYCVGTWUCIGŤVQUJQYHQTKV9QTMKPIYKVJ%QWPEKNOGODGT+$/&WDWSWGŨUUOCTVEKV[RKNQV
WUGFENQWFDCUGFUGTXKEGUVQGPCDNGOQTGGHƒEKGPVFGNKXGT[CPFWUGQHOWPKEKRCNUGTXKEGU

Target: Enable distributed generation with interconnection standards
Energy transition in urban environments: battling integration challenges with evolving technologies
As increasing urbanization challenges cities, there are key technologies and social innovations needing further
development. Among them, as this white paper from Council member Alstom discusses, are the issues resulting
from integration of distributed renewable energy resources with utility grids.
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ENERGY TARGETS
+PVJGEJGEMNKUVDGNQYVCTIGVUURGEKƒECNN[RGTVCKPKPIVQVJGGPGTI[TGURQPUKDKNKV[CTGKPbold, universal targets are not.

(QDEOHU

(QHUJ\7DUJHWV
How smart cities deploy and use ICT to enhance their energy infrastructures

Instrumentation & Control
Connectivity

TECHNOLOGY

Interoperability

,PSOHPHQWDWLRQ3URJUHVV
None

Partial

Over 50% Complete

Implement optimal instrumentation

Connect devices with citywide, multi-service communications
Adhere to open standards
Use open integration architectures and loosely coupled interfaces
Prioritize use of legacy investments
Enable distributed generation with interconnection standards

Security & Privacy

Publish privacy rules
Create a security framework
Implement cybersecurity

Data Management

Create a citywide data management, transparency and sharing policy
(Supplement: including energy usage data)

Computing Resources

Consider a cloud computing framework
Use an open innovation platform
Have access to a central GIS
Have access to comprehensive device management

Analytics

Achieve full situational awareness
Achieve operational optimization
Achieve asset optimization
Pursue predictive analytics
Automate fault and outage management
Segment and personalize programs for customers
Figure 5.19
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CHAPTER 6

TELECOMMUNICATIONS

Ubiquitous broadband telecommunication is a prerequisite for a smart city. This chapter explains how to achieve
a telecommunications architecture that can serve as the
foundation of a smart city and the foundation for major
improvements in livability, workability and sustainability.
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We begin by defining telecommunications,
both as it exists today and as it will evolve
tomorrow. After we discuss the “what,” we’ll
talk about the “why” – why telecommunications is so vital to smart city success. We’ll
finish by discussing the targets for telecommunications – the end states at which you
should aim your efforts. Along the way, we will
pay brief visits to telecommunications
success stories from around the world.
First, though, a word about our use of the
terms “telecommunications” and “connectivity.”
&KEVKQPCTKGUFGƒPGVGNGEQOOWPKECVKQPUCUVJG
electronic transmission of signals. When we use
the word in this Guide, we are talking about a
city responsibility to provide the policy environment and incentives to achieve high-quality
telecommunications. However, city responsibilities such as power, public safety and transportation depend on telecommunications. In
that sense, telecommunications is also an
enabler. When we are talking about the technology in that sense, we use the term “connectivity” to make the distinction. You’ll see the word
“connectivity” listed in the Smart Cities Council
Framework along with other enablers such as
instrumentation and computing resources.

In the 21st century, people and businesses
consume telecommunications like a resource,
just as they consume electricity to light their
homes and water to quench their thirst. As a
result, it is vital that cities take on the responsibility of ensuring adequate telecommunications
so their residents have access to high-quality
communications. Cities don’t have to build, own
and operate the infrastructure – in fact most
will not. But they must at least continue to set
the conditions and policies that incentivize the
private sector to install state-of-the-art
telecommunications.
Telecommunications also acts as an enabler
by providing connectivity. All the other
responsibilities – water, power, transportation,
etc. – require connectivity to communicate
with the sensors and devices they use to
collect data. That’s why the Universal chapter
already specified a universal target of
“Connect devices with citywide, multi-service
communications.” In other words, you’ve got
two important reasons to pay close attention
to telecommunications: 1) for the value it
creates on its own and 2) for the value it
enables for all the other responsibilities.
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Telecommunications
is a city responsibility.
In the 21st Century,
an adequate telecommunications
infrastructure is
vital for business
and industry as
well as residents.
Figure 6.1
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TELECOMMUNICATIONS

Telecommunications
WDUJHWVDQGEHQHͧWV

To build a proper
foundation for a smart
city, you must have
high-speed broadband
and citywide
communications. With
those elements in
place, you can expect
DGPGƒVUNKMGVJGQPGU
called out here.
Figure 6.2
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Telecommunications
today and tomorrow
Before we define the targets for tomorrow’s
VGNGEQOOWPKECVKQPUYGUJQWNFƒTUVGZCOKPG
how it works today. Most cities already have
many existing communications networks
operating side-by-side. A typical city may have
multiple cellular/mobile networks plus cable,
satellite, RF mesh, microwave, radio, fiber
QRVKEU9K(KHQTJQOGUCPFQHƒEGU<KI$GGHQT
smart meters and appliances and more (see
list on the next page). Sadly, it can be challenging to bridge between today’s networks,
making it difficult to achieve the seamless,
end-to-end connectivity required for a true
smart city.
If that is today’s reality, then where do we want
to go next? The smart city of the future is likely
to have an underlying fiber optic network as
both a metro loop around the city (like a ring
TQCFHQTVTCHƒE CPFVJGPNQECNCEEGUUVJCVNKPMU
buildings to this loop. Incredibly, tests have
been able to send 100 terabits per second
through a single optical fiber – enough to
download the entire contents of the Library of
Congress in seconds! Although fibers do not
run at this speed in normal usage, the extraordinary headroom in terms of performance
increases is clear. Wireless access to this

underlying network may be provided by WiFi, by
RF Mesh, by cellular/mobile technologies or
some combination.
Some businesses have taken steps to support
VJKUŧJKIJURGGFƒDGTDCEMDQPGŨ(QTKPUVCPEG
in 2012 Council member AT&T invested $14
billionCETQUUVJG7PKVGF5VCVGUVQUKIPKƒECPVN[
expand wireless and wireline broadband
networks, and to support future IP data
growth and new services
These fiber optic networks provide the bandwidth and speed demanded by the Digital Age.
The optical network will terminate in network
equipment (eg., an optical network unit) that
will then break out and deliver IP and other
traffic types to their destinations via a local
access network. But a city also needs omnipresent wireless to provide access to sensors,
controllers, laptops, tablets, smartphones and
other mobile devices.
Most importantly, this future city will have a
converged architecture embodied in an all-IP,
packet-based core network – a unified infrastructure that integrates various wired and
wireless technologies, thereby achieving the
seamless connectivity required. When we say
ūEQPXGTIGFŬQTūWPKƒGFŬYGFQPQVOGCPVJCVC
city will end up with a single telecommunications system. Rather, we mean that it will end
up with a single architecture – a single set of
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The telecommunications foundation.

The smart city of the future will have a
ƒDGTQRVKENQQRVJCVTGCEJGUOQUV
buildings, combined with citywide
wireless communications such as 3G/4G
cellular, Ethernet, WiFi, RF mesh or some
combination.
Figure 6.3

standards – that allow multiple networks to
transmit information smoothly. As we move
towards the future, interoperability will be key.
Those three elements – fiber plus wireless
plus a converged, delayered architecture are
the essentials to achieve the high speed, high
reliability and high availability telecommunications required in a modern city.

4

TELECOMMUNICATIONS
TERMINOLOGY
Most cities already have multiple telecommunications networks in place. Here are 10 of the
telecommunications terms and technologies
seen most often.
Cable – Coaxial cable, an inner conductor
surrounded by insulation and a conductive
shield, originally used for cable television but
increasingly used as well for voice and data.
Cellular/mobile – A radio network of transceivers called base stations distributed over land
areas called cells. Cellular/mobile uses licensed
frequencies and services provided by regional
and/or nationwide operators. It is typically used
for mobile broadband data, voice and text services.It is increasingly being used in machine-tomachine applications. For example, to collect
data from smart meters and other sensors.
Comes in various flavors including 3G (3rd
generation) and 4G-LTE (Long-Term Evolution).
Fiber / FTTH – Fiber optics are thin, flexible
strands of glass that transmit signals as light.
6JGDCPFYKFVJGPCDNGUUKPINGƒDGTQRVKEECDNGU
to easily deliver 1 Gbps (one thousand million

bits per second) services and even faster. Fiber
to the Home, or FTTH, describes fiber being
deployed to directly connect an operator’s
EGPVTCNFKUVTKDWVKQPQHƒEGVQKPFKXKFWCNJQOGU
Microwave – Line-of-sight devices that must
typically be placed in high locations so the
sender and receiver can “see” each other.
Often relayed from station to station.
POTS – or Plain Old Telephone Service, typically delivered to homes and businesses over
twisted pair wires. POTS is a part of the Public
Switch Telecom Network (PTSN).
Powerline – Transmitting data over existing
electric power lines both inside the home
(HomePlug) or outside (Broadband over
Powerline). Typically used to collect data from
smart meters and other sensors.
RF Mesh -- A system using radio frequency (RF)
in a “mesh” configuration such that individual
nodes pass a message along until it reaches a
“collector” or “gateway” that can forward it to
the backhaul network. Typically used to collect
data from smart meters and other sensors.
Satellite – Communications satellites can be
thought of as microwave relay stations placed
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Figure 6.4

very, very high (typically 22,000 miles above
the earth). They are often used to relay global
positioning signals or to deliver television
services to homes and businesses.
WiFi – A popular networking tech-nology
that uses unlicensed radio waves for shortto medium-range wireless connections.
ZigBee – A communication protocol for
“personal area networks” (PANs) created by
small, low-power digital radios. Typically used to
connect smart meters to thermostats and home
appliances that are a short distance apart.

5

The importance of
telecommunications
Telecommunications is used in two ways:
1. To connect to devices people use indirectly
– such as sensors and switches. By 2020
there could be upwards of 50 billion devices
and sensors connected in M2M (machine to
machine) applications.
2. To connect to devices people use directly.
Today that means computers, tablets and
smartphones. Soon it may also mean
smart watches and smart “glasses” (see
nearby photos).
In both ways, telecommunications plays a
pivotal role in the daily pulse of a city:
Ű $CPMUTGN[QPKVVQRTQEGUUVTCPUCEVKQPU
Ű 1PNKPG TGVCKNGTU WUG KV VQ TGEGKXG CPF
acknowledge orders
Ű %NQWFEQORWVKPIFCVCEGPVGTUTGSWKTGKVVQ
communicate with thousands or even
millions of computers
Ű 'OGTIGPE[TGURQPFGTUPGGFKVVQTGEGKXG
and act upon life-saving alerts
Ű 2CTGPVUTGN[QPKVVQUVC[KPVQWEJYKVJVJGKT
children
Ű (COKNKGUWUGKVVQIGVCEEGUUVQOQXKGUVGNGvision and the Internet
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Connecting to
telecommunications.

Today most people connect
via phones, tablets or
computers. Soon many people
may use smart watches and
smart glasses as well. For
instance, Google Glass is a
technology that allows users to
see information overlaid on top
of their normal view of the world.
It accepts commands via voice
recognition. Images: Vancouver
Sun and John Angelo
Figure 6.5
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Connecting to devices people
use indirectly:

CELLULAR
COMMUNICATIONS
TAPPED FOR
MASSIVE UK SMART
METER ROLL OUT

In March 2011, the United Kingdom (UK) issued a policy to
roll out smart metering to all residential and small- and
medium-sized non-domestic gas and electricity customGTUKPCEQUVGHHGEVKXGYC[YJKEJQRVKOK\GUVJGDGPGƒVUVQ
consumers, energy suppliers, network operators and other
energy market participants and delivers environmental
and other policy goals.
Among the policy objectives outlined by the UK
Department of Energy & Climate Change (DECC) – the
agency leading the smart meter initiative – is ensure that
the communications infrastructure, metering and data
management arrangements meet national requirements
for security and resilience and command the confidence
of stakeholders.
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The DECC selected Telefónica UK, a cellular communications provider with an extensive existing wireless network,
as the preferred communications service provider for the
Central and Southern regions. Telefónica UK, with over 23
million customers, operates under the O2 brand running
standards-based 2G and 3G networks, with 4G coming.
David Plumb, Digital and New Business Director of
Telefónica UK, said: “It’s a huge endorsement of cellular
as the right communications technology and of our vision
for smart meters to be the foundation of a smarter energy future for the UK.”

Connecting to devices
people use indirectly.
A massive UK smart
meter roll out will rely on
cellular communications
to provide the
communications
infrastructure in the
Central and Southern
regions, transmitting
data from meters on
homes and businesses
to utilities.
Figure 6.6
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The list of ways telecommunications factors
into daily life could go on and on, of course.
Telecommunications is a necessity for prosperity in the modern economy. And a necessity for the digital lifestyle increasingly demanded by citizens. (In a 2011 Reuters survey, for
instance, 61% of Americans said it would be
easier to live without air travel than without
the Internet.)
Our reliance on telecommunications will only
increase as more people are connected to the
Internet each day, and as we invent new uses
– from tablets, to video streaming, to video
phone calls. Council member Qualcomm – a
world leader in 3G, 4G and next-generation
wireless technologies – estimates that the
world will soon need 1,000 times more bandwidth than it had in 2012.

Dependencies in
telecommunications
As cities contemplate improvements in telecommunications services, they will need to
plan them with an understanding of their
dependencies on energy systems and services. This one is pretty simple: communications
require power. Period.

Better ways to deliver services.

5GG%NKEM(KZCNNQYUCP[QPGVQTGRQTVCPFVTCEMPQPGOGTIGPE[KUUWGU
anywhere in the world via computer or mobile device, empowering
citizens, community groups and governments to improve their
neighborhoods. It uses “distributed sensing” to recognize patterns
UWEJCUVJQUGVJCVITCFWCNN[VCMGRNCEGQPCUVTGGV%KVK\GPUECP
report issues on the go, and set up watch areas to monitor their
DNQEM)QXGTPOGPVUECPYCVEJHQTRQVJQNGUCPFETCEMGFUKFGYCNMU
Police can monitor crime issues reported within the precinct.
Figure 6.7
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%HQHƜWVRI
telecommunications
Telecommunications play a critical role in
promoting livability, workability and sustainability in cities.

Livability
Reducing the “digital divide.” Residents without access to the Internet are at an educational and economic disadvantage. By ensuring
top-notch telecommunications everywhere,
cities can help the disadvantaged level the
RNC[KPIƒGNF
Empowering a connected lifestyle. Access to
the Internet and mobile apps delivers an amazing body of human knowledge and connection,
ranging from personal interests and hobbies to
entertainment options, to job searching, to
social media, to online courses and more. In
developing countries around the world, mobile
devices are now enabling people to have their
ƒTUVGZRGTKGPEGUYKVJVJG+PVGTPGV
Better ways to deliver services. High-speed
broadband creates a whole new way to deliver
services. Government can deliver personalized
alerts and applications directly to residents’
smartphones. M2M solutions can be supported.
Schools can make education available 24x7 to

anyone with a computer or mobile device.
Medical professionals can deliver advice and
perform simple examinations remotely.
Enabling safe e-transactions. Many people
have come to rely on online shopping and
banking. Building a telecommunications infrastructure with solid cybersecurity makes citizen life more convenient and more secure.
Enabling safe, easy online and mobile
payments reduces the “friction” of the local
economy, leading to higher sales and more
jobs.
Improving access to health and education.
Telecommunications is the bedrock for online
education and telemedicine, enabling the
delivery of these services above and beyond
their traditional boundaries, and allowing
health and education professionals to serve a
far wider audience than ever before.
Enabling sustainable transportation. Citywide
telecommunications makes it possible to
monitor and optimize the flow of cars and
pedestrians. Fleet managers can track their
vehicles and optimize their routes, saving time
and fuel while reducing pollution and minimizing the number of trucks on the road. Parking
spaces can signal when they are free, so drivers can drive directly to an open spot and
avoid circling the block repeatedly.
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Reducing congestion.

Chicago suffers through
numerous snowstorms each
winter. Using an application
called Clear Streets, residents
can now see which streets
have been plowed because the
city’s snowplows report their
position via telecommunications. Residents can enter their
address to learn whether a
plow has already been by.

Figure 6.8
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Workability
Enhancing mobility. All over the world, mobile
apps are helping people plan their routes, make
better use of mass transit, and otherwise travel
with greater convenience and speed and less
congestion and pollution.
Enabling telecommuting. Fast, reliable
Internet access enables telecommuting, creating a more flexible and satisfying lifestyle while
improving productivity.
Attracting business and investment. Broadband
and high-speed Internet access are no longer a
convenience, they are an economic and business requirement. Cities with superior telecommunications have an edge when courting business investment. This advantage was captured
in a stunning 2011 study by the World Bank that
found that GDP rises 1.3% for every 10%
increase in broadband penetration. Similar
effects have been found for mobile broadband.
Real estate developers and business owners
consider a robust telecommunications infrastructure a requirement. A city’s attractiveness
is directly related to its ability to offer the services that support growth and create competitive
differentiation. What’s more, citywide telecommunications help attract investment to areas
that would not otherwise see it, such as lowincome inner-city neighborhoods.
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Enhancing mobility.

It can be challenging to use
public transit, especially if
TKFGTUFQPŨVMPQYYJKEJDWUVQ
VCMGCPFYJGPVJGKTDWUKU
going to arrive. WhichBus is a
simple way to navigate public
transit in Seattle, Washington,
USA. It combines both trip
planning and real-time arrival
information. It is available on
any browser, including phones
and tablets.
Figure 6.9
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Creating jobs. A 2010 Communications
Workers of America study found that every $5
billion investment in broadband creates
100,000 direct jobs plus another 150,000
“spinoff” positions.
Helping people boost their professional
skills. Expanded access to broadband gives
people better access to online professional
training programs, online tertiary education
and city employment services.
Increasing business access to the global
economy. A smart telecommunications
network allows local businesses to gain access
to national and international markets, and for
rural areas to connect to the world economy.

Sustainability

Getting more from existing assets. When
expensive equipment – transformers, pumps,
power plants, power lines – can be remotely
monitored, it can be pushed to its maximum
capacity without fear of overload. By the same
token, its actual condition can be monitored so
repairs can be made before the equipment fails,
thereby extending its life.
Reducing energy and water use. Smart grids
need to connect their embedded devices to
technicians and control centers if they are to
succeed and reduce resource waste – and
they rely on telecommunications for this
service. Likewise, telecommunications
enables smart buildings to report their conditions and optimize their systems to use as
little water and power as possible.

Reducing the need for transportation.
Advanced telecommunications enables videoconferencing, telecommuting, telemedicine and
online education – all things that lessen the
need for lengthy commutes that pollute the air
and prolong our dependence on fossil fuels.

Reducing the need
for transportation.
Advanced telecommunications means people
ECPOQTGGCUKN[YQTM
from home, access
medical advice via
telemedicine and learn
online – all of which
reduce the need for
lengthy commutes
that pollute the air.
Figure 6.10
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Telecommunications
targets
To this point, we’ve defined telecommunications and discussed its importance. Now we’ll
FKUEWUUVJGURGEKƒEVCTIGVUVJCVYKNNCNNQYCEKV[
VQGPLQ[DGPGƒVUNKMGVJQUGFGUETKDGFCDQXG

specification. As noted, however, today this
typically means a fiber optic backbone
combined with increasingly high bandwidth
wireless technologies. Your goal should be to
eventually connect virtually every business
and home to that fiber loop (or to whatever
technology you use in its place).

Instrumentation
and control
We use the term “smart cities” but they are
also referred to as “digital cities.” And for good
reason, as you’ll see in this section, where we
introduce the two telecommunications-specific targets – broadband access and citywide
wireless.

Ensure ubiquitous
broadband access.
Smart cities ensure
best-of-breed, high-speed
broadband access across
their geography to all or
most buildings.

Ensure ubiquitous high-speed broadband
access.6JKUKUVJGƒTUVVCTIGVGZENWUKXGVQVJG
telecommunications responsibility. Smart
cities ensure best-of-breed, high-speed broadband access across their geography to all or
most buildings. Since cities have different
legacy investments and circumstances, and
because technology will change rapidly in 20
years, we cannot make a definitive technical

Important note:

This target does not imply
that a city needs to build out
high-speed access at its own
expense. In most parts of the
world, broadband access is
provided by the private sector.
Elsewhere, public-private
partnerships play a role. Even
so, a city can provide valuable
leadership, helpful incentives,
and encouraging policies that
go a long way to ensuring that
residents and businesses
have the access they need.

Figure 6.11
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Ensure ubiquitous high-speed
broadband access:

ROBUST
TELECOMMUNICATIONS
HELP AMSTERDAM
COMPETE

Amsterdam, the financial and cultural capital of the
Netherlands, strives to be one of Europe’s greenest, most
sustainable cities while continuing to maintain economic
growth. Over the past decade, the city developed a plan
for collaborating, envisioning, developing and testing
connected solutions that could pave the way to a smarter, greener urban environment.
It teamed in numerous public-private partnerships to
create the platforms and services needed to help achieve
its goals. SmartCities Amsterdam is the public-private
organization that oversees projects with more than 70
partners, including Council member Cisco and many
other organizations.

“Broadband is the essential infrastructure for SmartCities
projects,” says Maaike Osieck, Communications Lead for
SmartCities Amsterdam. “From connected buildings, to
fiber to the home for residential service delivery, Cisco
routing and switching solutions power the core network
and aggregation capabilities that underlie projects
designed to improve sustainable living and working, public
spaces and mobility.” Those solutions adhere to IPv6.
Amsterdam’s vision evolved into a Cisco Smart+Connected
Communities initiative to transform to a connected
community. Its vision is wide-ranging, aiming to provide
services for connected real estate, government services,
utilities, transportation and healthcare. Teaming with a large
ecosystem of private and commercial partners, Amsterdam

Ensure high-speed
broadband access.

#OUVGTFCOJCUYQTMGF
with Cisco and other
companies to achieve
broadband access
throughout the city. As a
TGUWNVUC[UQPGQHƒEKCN
Amsterdam has “a
YKFGQRGPOCTMGVRNCEGHQT
innovative services and
economic growth, as well
CUCHCUVVTCEMHQTVJG
smarter and cheaper
delivery of healthcare,
education and other public
services.”

Figure 6.12
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deployed a citywide network that forms a strong foundation for the delivery
of smart services and a wide-open marketplace supporting economic
growth.
A citywide broadband network creates the foundation. Initiated in 2008,
the network originally connected 40,000 households and small businesses through fiber to the home. Three years later, 140,000 homes
and businesses had been connected and the city continues to deploy
ƒDGTCETQUUCNNCTGCUQHVJGEKV[
With widespread connectivity in place, the city and Cisco created a
foundation to develop Smart Work Centers, which are sustainable work
environments designed to deliver information to users, no matter where

Ensure a citywide wireless network. This is
VJGUGEQPFCPFƒPCNVCTIGVWPKSWGVQVGNGEQOmunications. A citywide wireless network
ensures that people – whether at work, at play
or otherwise on the go – are not tethered to
stationary points of Internet access. A citywide
wireless network leveraging WiFi or cellular
empowers a city and everyone in it, creating
competitive advantage and convenience.
Cities have several technology choices. Some
may choose WiFi, a wireless standard that has
been around for years. And other regions are
choosing the latest versions of cellular/mobile

they choose to work. Located near residential communities, they help
reduce or eliminate commuting while enabling workers to access their
full corporate resources. Space can be rented by anyone from sole
proprietors to multi-national corporations. Workers have access to
office space, meeting rooms, broadband connectivity and Cisco
TelePresence collaboration systems.
“This robust broadband foundation enables our city to compete with
other European cities,” says Frans-Anton Vermast, Advisor, Public and
International Affairs, Physical Planning Department, City of Amsterdam.
“In this way, we help ensure a wide open marketplace for innovative
services and economic growth, as well as a fast track for the smarter
and cheaper delivery of healthcare, education and other public services.”

technology, most notably LTE. Most cities
work with providers to identify the solution(s)
right for them.
Citywide public wireless has been a luxury until
recently. But we are seeing evidence that it is
gradually becoming a must-have, at least for
those cities that hope to attract high-income
technology professionals. For instance, Austin,
Texas in the spring of 2013 hammered out an
agreement to deploy an ultra-high-speed
Google Fiber network and later announced that
a significant WiFi network would hook into it.
The city of Vancouver, B.C. began deploying a
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citywide wireless network as outlined in its
2013 Digital Strategy, which calls wireles
access “a fundamental aspect of any digital’
city” and one that “is expected by citizens.” And
many cities are using mobile/cellular, including
LTE, to ensure citywide coverage. Going
forward, citywide wireless access is likely to be
heterogeneous – that is, citizens and businesses will access a variety of wireless technologies in both licensed and unlicensed bands to
get the best experiences.
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Ensure a citywide wireless network:

SILICON VALLEY POWER
PROVIDES A FREE PUBLIC
WIFI NETWORK

In 2013, Silicon Valley Power (SVP) opened up its existing Tropos wireless communications network provided
by Smart Cities Council member ABB to provide free
public outdoor WiFi access throughout the city of
Santa Clara. Residents and visitors use client laptops,
tablets and smartphones with standard WiFi connections to access the Internet throughout the outdoor
areas of Santa Clara. The new Santa Clara Free WiFi
service replaces an outdated and limited system and
provides WiFi access to residents as well as the tens
of thousands of workers who commute to the city to
work for companies that form the cornerstone of the
high-tech industry.

Ensure a citywide
wireless network.

Silicon Valley Power’s
MeterConnect program
includes a WiFi
communications system
that connects smart
OGVGTUVQ582QHƒEGU
while also providing
citywide access for
other city services. It is
also an example of a
multi-service communications system.
Figure 6.13

The SVP MeterConnect program includes the Tropos
ƒGNFCTGCEQOOWPKECVKQPUPGVYQTMYJKEJKUDCUGFQP
open-standard IP networking and radios. Previously
used to read smart meters, it has now been opened up
for use by residents as well.
In the future, the city plans to use the same network to
provide mobile access for municipal field workers
(public safety, building and fire inspectors, parks and
recreation and others) to reduce operational costs and
deliver greater bandwidth.
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Connectivity
So far we’ve talked about the telecommunications responsibility – how telecommunication
can empower a smart city and its residents. In
this section, we highlight how connectivity
acts as an enabler of smart cities.
Connect all devices with a citywide, multiservice communications system(s). This
universal target deserves additional discussion as it applies to telecommunications.
Earlier we discussed the importance of highspeed access and citywide wireless. For
connectivity purposes – for connecting
sensors, switches and devices – it is not
strictly necessary to have either one. In theory,
connectivity can be accomplished with lowspeed wireline technology. Many electric
power utilities, for instance, use low-speed
powerline technology to talk to their smart
meters and sensors.
Regardless of the telecommunications technology you choose for device connectivity,
strive to make it a “multi-service” network.
That is, try to use it for a variety of purposes
across different city departments. If each
department stands up its own special-purpose

network, your city will spend far more than
needed. What’s more, it will have a harder time
managing and maintaining all those disparate
networks. And a harder time passing data
back and forth between departments. In fact,
the services architecture layer should be
abstracted from the underlying access
network technologies. This enables the
network to be continually upgraded with less
disruption of the service layer
The clear trend worldwide is to move away from
slow, single-purpose communications to fast,
multi-service networks. This implies that you
may be able to achieve device connectivity by
using a high-capacity network that is already in
place – be it cellular/mobile 3G or 4G-LTE, WiFi
or other solutions like RF mesh, though data
rates vary dramatically. You should identify
which technology makes the most sense for
your city according to your performance and
cost requirements, and your circumstances.
If you are approaching device connectivity for
the first time, then your technical team must
take a hard look at two aspects: bandwidth
and latency. Bandwidth is the amount of data
that can flow through at one time (just as the
width of a pipe determines how much water
can flow through). Latency is the time lag to
get data back and forth. A network can be high
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bandwidth (lots of data at the same time) but
low latency (a slow roundtrip). Or vice versa.
Your technical team must carefully determine
your bandwidth and latency requirements. For
instance, a network for monitoring street lights
may be able to get by with high latency (a slow
roundtrip). After all, it doesn’t really matter if a
light turns on or off a few seconds late. But a
network for monitoring electric power substations may need very low latency (a fast
roundtrip). That network must be able to send
and receive signals very rapidly so it can prevent
a small outage from cascading to a big blackout.
Whatever your current requirements, try to
leave headroom for future growth. At the very
least, make sure that the products you choose
are “future-friendly” – are capable of expansion
when the time comes. In the early days of the
smart grid, for instance, some pioneering utilities selected underpowered connectivity solutions in the hopes of saving money. But they
spent more money in the long run. Many of
them had to go back and upgrade their initial
network a few years later. Others had to put in
a new system parallel to the old one to get
enough capacity. If you build it, they will come,
so build in as much extra capacity as your
budget allows.
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Connect devices with a multi-service
communications system:

CITY COUNCIL MAKES
SIGNIFICANT SAVINGS WITH
UNIFIED COMMUNICATIONS

Leicester City Council provides universal public services
to the largest city in the East Midlands, UK, with a population of more than 300,000.
Faced with the challenge of funding cuts, rising customer
expectations and having to move premises, the council
embarked on a business transformation strategy. It
needed to take control of its data, enhance customer
experience and modernize its ICT infrastructure to
support flexible, collaborative working. As part of this
modernization program the council looked to replace its
0QXGNNGOCKNFKCT[CPFƒNGCPFRTKPVUQNWVKQPCNQPIYKVJ
its existing private branch exchange (PBX) telephone
system, supporting more than 8,000 unique numbers.
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It deployed a solution using Council member Microsoft’s
desktop, server, collaboration, unified communications,
business intelligence and mapping technologies—replacing the Novell systems with a Microsoft platform.
As a result, efficiencies have been achieved across the
council through the adoption of new ways of working and
the migration to Microsoft technology. Having documents in electronic format has helped staff access key
information quickly and securely, resulting in better
service productivity, improved decision making and
increased staff sense of worth. The council’s carbon footprint has been reduced through green ICT and collaboration with other agencies has been enhanced through
better data management.

Connect devices with
a multi-service
communications
system.

The Leicester City
Council’s business
transformation strategy
included Microsoft
FGUMVQRUGTXGT
EQNNCDQTCVKQPWPKƒGF
communications,
business intelligence
and mapping
technologies.

Figure 6.14
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Interoperability
Telecommunications networks are major
expenditures that cities must get right. These
interoperability targets ensure that the
systems you use will not strand you with a
dead-end system, or tie you to a single vendor.
Adhere to open standards. By insisting on open
standards, cities increase choice and decrease
cost, as products can be mixed and matched
from different vendors. Telecommunications has
dozens of relevant standards, but the most
important is IPv6 (Internet Protocol version 6),
since IPv6 has the huge address space required
to accommodate the millions of devices that will
ultimately connect to the network. In addition to
building the core architecture around IPv6, cities
should adhere to published standards from
accredited groups such IEEE, WiFi Alliance, IEC,
3GPP and the ITU. Cities can get ahead by leveraging standards that have global scale and
interoperability, with strong vendor base and
widespread demand.
Prioritize the use of legacy investments.
Every city wants to wring maximum value out
of its technology investments. If there are ways
to use existing assets in the build out of a telecommunications network, it will save money
for other purposes and reduce the number of
stranded assets. During the dot-com bubble,

many different companies built optical fiber
networks, each hoping to corner the market.
However, the advent of a technique called
“wavelength-division multiplexing” increased
VJGECRCEKV[QHCUKPINGƒDGTD[CHCEVQTQH
As a result, the value of those networks
collapsed. The misfortune of those companies
means that many cities have miles of “dark
fiber” under their streets – fiber that can be
repurposed at a fraction of its original cost.
Longmont, Colorado, for example, recently
located and TGRWTRQUGFCPOKNGƒDGTQRVKE
loop that was installed in 1997 for $1.1 million
by a local power company. It was abandoned
after an early partner in the broadband venture
YGPVDCPMTWRV(KPFKPICPFTGRWTRQUKPIƒDGT
can save cities millions in installation costs
while re-invigorating the local economy.

Privacy and security
For all of the benefits that broadband and
wireless technologies provide, there are important privacy and security considerations that
need to be addressed. In particular:

Prioritize the use of
legacy investments.

Longmont, Colorado has
TGRWTRQUGFCƒDGTQRVKE
loop abandoned in 1997.
%KVKGUECPQHVGPƒPFYC[U
to reduce costs by using
existing assets to build
out their telecommunicaVKQPUPGVYQTMU

Figure 6.15

Create a security framework. This universal
target is especially important to telecommunications, since the telecommunications
network is one of the “access points” for cyber
criminals. There is no point in hardening the
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rest of the city if the telecommunications
system has its door unlocked. Your citywide
security framework should explicitly lay out
minimum security standards for any telecommunications network it employs.
Implement cybersecurity. The same is true for
this universal target. The more telecommunications, the more vulnerability to cyber attack.
Insisting on cybersecurity measures early on
maximizes protection while minimizing costs.

Computing resources
An advanced telecommunications system
that includes high-speed broadband and citywide wireless not only makes it easier for city
residents and businesses to access the
Internet anytime from anywhere. It also
enables these important targets.
Have access to a central GIS. The point of
citywide wireless is to empower residents as
they move about the city. Once they are
mobile, they will of course want access to
global positioning and geographic information. For instance, city employees will want the
ability to see field assets on a map with
descriptions – traffic signals, street lights,
water mains, park facilities, etc.
Have access to comprehensive network and
device management. Once a city has

high-speed access and citywide wireless, the
number of connected devices will skyrocket. You
will need device management software to provision and manage those devices. Departments
with maintenance operations will need to
manage mobile phones, tablets and laptops
connected to the network. Municipal power and
water utilities may need to monitor and manage
thousands or even millions of smart meters and
sensors. Likewise, if the city operates any telecommunications networks of its own, it will need
network management software. For instance,
some municipal electric power utilities seek
“hybrid” management software that can oversee
multiple networks from a single console. (Many
utilities have multiple networks in place side-byside.) And don’t forget the importance of a
comprehensive device management program to
enforce compliance with city data management,
security and privacy policies.
Partnering with suppliers, operators and
service providers is the typical path to get
access to network and device management.

Analytics
We mentioned in an earlier chapter how
smartphones create the equivalent of human
sensors that collect and broadcast data over
telecommunications networks. These add to
the data stream that cities can use to analyze
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Achieve asset optimization.

In telecommunications,
OWNVKUGTXKEGPGVYQTMUECP
maximum ROI.
Figure 6.16

patterns and trends and improve city services.
One of the universal targets for analytics
deserves additional discussion in the context
of telecommunications.
Achieve asset optimization. This universal
target refers primarily to the use of sophisticated
software to a) run equipment to capacity while
still staying safe and b) predicting when expensive equipment will need repair and c) calculating which equipment is most critical to prioritize
replacements and upgrades. When it comes to
telecommunications, it can also refer to a
“manual” process – namely, the idea of multiservice networks – using a single telecommunications network for multiple purposes to extract
maximum value from your investment.
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COORDINATION HELPS
DELIVER A NATIONAL
BROADBAND-STYLE
NETWORK IN MUSCAT, OMAN

The wastewater company in Muscat, the capital of the
Sultanate of Oman in the Gulf, has shown great vision as it
looked to install a new sewer system across 70% of the
Governorate of Muscat.
Recognising they would be digging up streets with large
trenches, the company engaged in a study to consider the
benefit of creating an FTTH network at the same time.
Trenching and the associated civil works can be as high as
80 percent of the total network cost for FTTH. But being
able to install ducts into an existing open trench, with the
backfill and reinstatement already going to be paid for by
the main sewer project, was very attractive.
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By the end of the project, Muscat will have a FTTH network
at a cost far below what would normally need to be spent
and with open-access planned in from the start.
The team at Haya Water, their consultants, the Ministry of
Communication, Finance Ministry and the telecom’s
regulator all worked hard to put in place the right conditions and investment for the development. In fact, the
attractiveness of this network for the 70 percent of the
governorate meant the government and relevant bodies
decided to invest in brownfield deployments across the
QVJGT6JKUKUOQTGGZRGPUKXGCUKVFQGUPQVDGPGƒV
from the ‘free ride’ of trenches dug for another purpose.
However, it shows the determination of all parties
to create a world-class network.

Coordination reduces
costs and disruption.

One thing which annoys
residents and
businesses is when
streets are dug up by
one company, repaired
and then dug up a
month later by another.
The project in Muscat is
an example of what can
be created with vision
and coordination.
Figure 6.17
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ADDITIONAL RESOURCES
Target: Ensure ubiquitous high-speed broadband access
5RGGFOCVVGTUDGPGƒVUQHDTQCFDCPF
6JKUYJKVGRCRGTQPVJGDGPGƒVUQHDTQCFDCPFHTQOVJG%QOOWPKECVKQPU9QTMGTUQH#OGTKECOCMGUVJGRQKPVVJCVJKIJ
speed Internet access has become vital to the success of individuals and communities. It suggests governmental
action—in partnership with the private sector—is essential to stimulate broadband investment.

%HQHͧWVRIFROODERUDWLRQ
How a Florida city got 1 gigabyte service (and saved $200,000)
Envious of the Google Fiber cities program that had passed Jacksonville, Florida by, the city’s IT team started looking at
other ways to get a high-speed network in Jacksonville. In 2012 the discussion turned to ways to get 1 gigabyte service,
which aligned with the mayor’s vision for technology enhancements and consolidation.

Broadband beyond your borders
Preparing for public safety broadband
%KV[NGCFGTUGZRNQTKPIVJGFGRNQ[OGPVQHCDTQCFDCPFPGVYQTMHQTRWDNKEUCHGV[OC[ƒPFUQOGWUGHWNRQKPVGTUHTQOVJKU
best practices document prepared for state leaders in the U.S. when legislation was passed calling for a nationwide
broadband network dedicated to public safety communications. The document explains what such a deployment
means from a technology standpoint and provides readiness advice for leaders.
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TELECOMMUNICATIONS TARGETS
+PVJGEJGEMNKUVDGNQYVCTIGVUURGEKƒECNN[RGTVCKPKPIVQVJGVGNGEQOOWPKECVKQPUTGURQPUKDKNKV[CTGKPbold, universal targets are not.

Enabler

Telecommunications Targets
How smart cities deploy and use ICT to enhance their telecommunications

Instrumentation & Control

Connectivity

TECHNOLOGY

Interoperability

Partial

Over 50% Complete

Connect devices with citywide, multi-service communications

Adhere to open standards
Use open integration architectures and loosely coupled interfaces
Prioritize use of legacy investments
Publish privacy rules
Create a security framework
Implement cybersecurity

Data Management

Create a citywide data management, transparency and sharing policy

Analytics

None

Implement optimal instrumentation
Ensure ubiquitous high-speed broadband access
Ensure a citywide wireless network

Security & Privacy

Computing Resources

Implementation Progress

Consider a cloud computing framework
Use an open innovation platform
Have access to a central GIS
Have access to comprehensive device management

Achieve full situational awareness
Achieve operational optimization
Achieve asset optimization
Pursue predictive analytics
Figure 6.18
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CHAPTER 7

TRANSPORTATION

In this chapter we refer to transportation as any and every
system that moves people around a city. Think of a city’s
streets, vehicles, railways, subways, buses, bicycles,
streetcars, ferries and so on. All play an essential role in
the hustle and bustle of today’s cities – in commuting to
work, running errands, attending classes, enjoying a night
out, shipping and receiving products, delivering pizzas.
We rely on the vast web of transportation networks in
our cities. We trust that they will get us where we need
WREHLQDQH̩FLHQWVDIHPDQQHUIRUDUHDVRQDEOHSULFH
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But that’s not always the case. Transportation
networks in cities around the world struggle with
serious problems, like congestion. A recent study
calculated that traffic congestion in 2011
wasted $121 billion in the United States alone
in time, fuel and money. Another study predicts
that emissions from vehicles idling in traffic
jams will result in 1,600 premature deaths and
$13 billion in “total social costs” in the U.S. by
2020.
Of course it’s not a problem the U.S. faces alone.
A 2012 Congestion Index comparing congestion
levels in 2012 versus 2011 in 161 cities across
ƒXGEQPVKPGPVUTCPMGFVJGVQROQUVEQPIGUVGF
cities as:
1. Moscow
2. Istanbul
3. Warsaw
4. Marseille
5. Palermo

6. Los Angeles
7. Sydney
8. Stuttgart
9. Paris
10. Rome

(QTVWPCVGN[VJGTGCTGCNQVQHYC[UEKVKGUECPƒZ
VTCHƒEEQPIGUVKQPD[FGRNQ[KPI+%6CU[QWŨNNTGCF
about in the pages that follow.
The promise of smart transportation and the
reality of city congestion mean that this market
subsector is growing rapidly. A 2012 study by
MarketsAndMarkets found that global spending on smart transportation initiatives

The promise of smart
transportation.
will quadruple to more than $102 billion in
2018 from almost $27 billion in 2012.
As you explore this chapter you’ll discover
there are four targets that cities need to
achieve to put smart transportation into high
gear. We’ll also briefly discuss how the univerUCNVCTIGVUCRRN[VQVTCPURQTVCVKQP$WVƒTUVC
quick look at transportation dependencies and
then we’ll highlight the incredible benefits in
livability, workability and sustainability that
smart transportation networks provide.
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Cities around the world
UVTWIINGYKVJVTCHƒE
EQPIGUVKQP(QTVWPCVGN[
there are a lot of
opportunities to improve
VTCHƒEHNQYUWUKPI+%6

Figure 7.1
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TRANSPORTATION

(DVLQJWUDIͧFFRQJHVWLRQ
by deploying ICT.

9GTGN[QPVJGXCUVYGDQH
transportation networks in
QWTEKVKGU[GVUQOCP[OGVTQ
areas struggle with
EQPIGUVKQP#FXCPEGF
CPCN[VKEUCPFKPUVTWOGPVCVKQPECPRTQXKFGEKVKGUYKVJ
VJGKPHQTOCVKQPVJG[PGGFVQ
OKPKOK\GKV

Figure 7.2
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AFKLHYHRSHUDWLRQDORSWLPL]DWLRQ

WHAT A DIFFERENCE
FAST, ACCURATE
TRAFFIC DATA MAKES
IN BUCHEON CITY

Located at the crossroads of Seoul and Incheon in the
western part of Korea, Bucheon City is an attractive and
bustling area that promotes itself as the cultural hub of
metropolitan Seoul.
The city lacked the insight it needed to reduce traffic
congestion and minimize emergency response times for
traffic incidents. Traffic data from its existing solution
YCUJKIJN[KPCEEWTCVG ƎRGTEGPV (QTCTGCUYJGTGC
vehicle detection monitor was not installed, the city was
monitoring traffic flow and counting manually from
closed-circuit television video, a time-consuming task that
often resulted in inaccurate and unreliable traffic data.
9KVJQWVCDGVVGTVTCHƒEOQPKVQTKPIU[UVGOVJGEKV[UVTWIgled to reduce congestion, manage urban traffic and
meet the needs of its citizens.
To overcome the problem, Bucheon City implemented a
solution that provides real-time traffic information and
alerts to help drivers avoid congestion.
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Utilizing the Smart Vision Suite Traffic Extension and
other solutions from Smart Cities Council member IBM,
Bucheon City:
Ű Increased accuracy of traffic volume data from 50
RGTEGPV QTNGUU VQRGTEGPVGPUWTKPIVJCVFTKXGTU
receive more accurate reports on traffic tie-ups,
suggested route changes, etc.
Ű Increased speed of collecting traffic data by over
RGTEGPVGPCDNKPIVJGEKV[VQFGNKXGTVTCHƒEKPHQTmation to drivers, law enforcement and emergency
responders in real time

$FKLHYHRSHUDWLRQDO
RSWLPL]DWLRQ

$WEJGQP%KV[KPETGCUGF
VTCHƒEFCVCEQNNGEVKQPURGGF
D[QXGTRGTEGPV
GPCDNKPIVJGEKV[VQFGNKXGT
VTCHƒEKPHQTOCVKQPVQFTKXGTU
NCYGPHQTEGOGPVCPF
GOGTIGPE[TGURQPFGTUKP
TGCNVKOG
Figure 7.3

Ű Saved on costs by using existing closed-circuit television video without the need for installing an additional
vehicle detection system
Ű Reduced labor costs for manually monitoring traffic
volume and counting vehicles

4

Dependencies in
transportation
Improving transportation infrastructure and
services are a high priority for many cities. As
they plan improvements they will want to be
cognizant of the interdependencies between
transportation systems and energy and
communications systems as well as the built
environment. The connection between transportation and the built environment is straightforward – roads, rails and ports are typically
essential components of a smart transportation system – but can also represent massive
construction investments.
Beyond cost considerations, the various modes
of transport all require power and communications to function properly within a smart transportation environment – especially true as
EKVKGUOQXGVQGNGEVTKƒGFNKIJVTCKNQTDWUGUCPF
set up recharging infrastructure for electric
vehicles.

%HQHƜWVRI
smart transportation
In the highlights that follow you’ll get a better
understanding how smart transportation
improves a city’s livability, workability and
sustainability:

Livability
Reducing traffic and congestion. Advanced
analytics and instrumentation can provide
cities with the information they need to miniOK\GEQPIGUVKQP6TCHƒENKIJVUECPDGU[PEJTQnized and adjusted for optimal traffic flow.
In-vehicle collision-avoidance systems can
take action to prevent congestion-causing
CEEKFGPVU+PEKFGPVFGVGPVKQPCPFPQVKƒECVKQP
systems can analyze information from cameras and vehicles to detect traffic problems,
alert drivers and suggest alternative routes.
Parking can be made more efficient through
instrumentation and mobile apps.
Reducing trip time. With the help of analytics
and ICT, traveler information systems and realtime route planning can plot multi-modal routes
for travelers. Smart city transportation
networks direct people when and where to
switch from a bus to the subway, for example,
to arrive at destinations at the lowest cost or
HCUVGUVVKOG#PFVTCHƒECPFYGCVJGTCNGTVUECP
be delivered via smartphone applications to
alleviate commute times.
Empowering people with choice and control.
Smart transportation gives people the power
to make better transportation decisions. In
smart cities, multi-modal fare cards are used
to pay for all forms of city transportation or
parking. And data gathering instrumentation
and open data policies empower them with
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Empowering people with
FKRLFHDQGFRQWURO

Smart transportation gives
people the power to make
DGVVGTVTCPURQTVCVKQP
FGEKUKQPU
Figure 7.4

their own transportation information. People
create ridesharing apps to optimally pair
passengers and drivers, neighborhood-specifKERCTMKPICPFVTCHƒEOCRUCRRUVJCVRWDNKUJ
wait times for parking lots and so on.
Improving public safety. Smart transportation
has a strong link to public safety. First
responders require mobility to perform their
lifesaving work, and ICT can make their jobs
GCUKGTD[QRVKOK\KPIVTCHƒENKIJVUYJGPPGEGUsary and empowering them to see potential
traffic snarls in real time so they can select
VJGOQUVGHƒEKGPVVTCXGNTQWVGU

5

Workability
Increasing cities’ competitive advantage. The
quality of cities’ transportation infrastructure
is a major factor in business and industry
investment decisions. Business and industry
often depend on reliable employee travel and/
or transport of goods. Transportation
networks that offer reliability are sought out.
Becoming more attractive to talent.
Professionals, like businesses, consider mobility when deciding where to locate. Cities with
efficient transport will see their businesses
thrive, thereby increasing the tax and employment base.

Sustainability
Reducing pollution from transportation.
Pollution is a problem in both the developed
and developing worlds, and transportation is a
major contributor. Smart technologies and
RTCEVKEGUECPUKIPKƒECPVN[TGFWEGVTCPURQTVCtion’s environmental impact. Traffic management creates a more efficient road network
and reduces travel time, reducing vehicle
emissions. And smart public transit is easier
and more convenient, attracting more riders
and reducing reliance on automobiles. Smart
cities also encourage the use of electric vehicles by example, choosing them whenever

possible for their own fleets and providing
charging stations in public buildings.
Improving transportation budgets. Cities
spend billions on their public transportation
systems, and yet they are often inefficient,
with capacity not in line with demand. Smart
VGEJPQNQIKGUWPNGCUJVJGUCXKPIUCPFGHƒEKGPcy potential of transportation investments. For
example, information from embedded smart
devices can be analyzed to determine subway
system expansion needs with respect to highest transit priority, future demand needs – and
then servicing that demand at the lowest cost.
Additionally, analytics can make the most out
of expensive transportation assets. Sensors
and monitors can report on the actual condition of infrastructure so that operators can
make better decisions, servicing equipment
based on actual condition and not on a guess.
This kind of asset management can squeeze
many extra years of use from an investment,
and all without compromising equipment or
passenger safety.

CHAPTER 7: TRANSPORTATION | Smart Cities Council Readiness Guide

,QFUHDVLQJFLWLHV̸
FRPSHWLWLYHDGYDQWDJH

6JGSWCNKV[QHCEKV[ŨU
VTCPURQTVCVKQPKPHTCUVTWEVWTGKU
COCLQTHCEVQTKPDWUKPGUUCPF
KPFWUVT[KPXGUVOGPVFGEKUKQPU
2KEVWTGFJGTGKUCNKIJVTCKN
station in Shanghai – one of
#UKCŨUNGCFKPIEQOOGTEKCN
ƒPCPEKCNCPFVTCPURQTVJWDU

Figure 7.5
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RHGXFLQJWULSWLPH

CROSSRAIL PROJECT
CONNECTS LONDON’S
MAIN BUSINESS
CENTERS

With the goal of improving rail capacity, reducing traffic
congestion and reducing public transit travel times in
.QPFQP%TQUUTCKN.VFCPF6TCPURQTVHQT.QPFQP 6H. Ť
the companies responsible for delivery and rail operations in London, respectively – began construction of a
new 118 kilometer east-west rail line. The line will, for
VJGƒTUVVKOGRTQFWEGCFKTGEVEQPPGEVKQPDGVYGGPCNNQH
London’s main business centers, linking Heathrow,
Paddington, the West End, the City and Canary Wharf.
Up to 24 trains per hour will operate in the central section
between Paddington and Whitechapel during peak periods, with each train able to carry 1,500 passengers. An
estimated 200 million people will travel on Crossrail each
year.
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When Crossrail opens in 2018, it will increase London’s
rail-based transport network capacity by 10 percent and
dramatically cut journey times across the city. It has been
estimated that Crossrail will generate an economic
impact of about £42 billion.
Smart City Council member Bechtel is the delivery partner for the central section of the project including the
tunneling and underground stations.

5HGXFLQJWULSWLPH

When Crossrail opens in
KVYKNNKPETGCUG
.QPFQPŨUTCKNDCUGF
VTCPURQTVPGVYQTMECRCEKV[
D[RGTEGPVCPF
FTCOCVKECNN[EWVLQWTPG[
VKOGUCETQUUVJGEKV[6JG
KOCIGCDQXGUJQYUVJG
%CPCT[9JCTH5VCVKQPCGTKCN
view looking east towards
9QQNYKEJ

Figure 7.6
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Instrumentation
and control
As we turn to the transportation targets, this
first one highlights the many types of smart
devices that help cities monitor and control
traffic – roadway sensors, smart streetlights
and GPS devices to name just a few.
Implement optimal devices and other instrumentation for all transportation modes.
Deploying the right devices in the right places
— covering all modes of transport — provides
the data smart cities use to analyze traffic in
real time. In some cases, optimal instrumentation may mean a smart device for every vehicle, for instance, a GPS tracker for every bus. In
other cases it may mean a smart device “every
so often.” For example, a roadway sensor
placed every so often as needed to provide a
RKEVWTGQHVTCHƒEQPEKV[JKIJYC[UCPFD[YC[U
Gathering and analyzing data from all modes
of transportation within a city enables multimodal optimization.

Connectivity
The data collected from a city’s smart transportation network often impacts more than
just transportation operators. A fire crew

racing to an apartment blaze will want to
know about a blocking accident so they can
take an alternate route. Likewise, long waits at
a city ferry terminal may be something the
EQOOWPKECVKQPUQHƒEGPGGFUVQMPQYKPTGCN
time so they can alert the traveling public.
Connect devices with citywide, multi-service
communications. It’s not enough to embed
smart devices throughout a transportation
network. The data the devices gather needs to be
channeled through a citywide communications
system so it can be analyzed and acted upon.

Interoperability
Cities can rarely afford an out-with-the-old,
in-with-the-new overhaul of their transportation systems, much as they might want to. The
targets in this section highlight some of the
ways cites can make sure they’re making decisions today that will bode well into the future.
Adhere to open standards. Insisting on open
standards will increase choice and decrease
costs, as products can be mixed and matched
from different vendors.
Use open integration architectures and
loosely coupled interfaces. Cities that adopt
open integration architectures make it much
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easier and simpler to share data between
applications.
Prioritize the use of legacy investments. As
you well know, transportation systems can be
a huge investment and most cities can illafford to scrap equipment that still has lifetime value. So as cities add intelligence to
their transportation network, it makes sense
to use existing equipment and systems whenever possible to avoid unnecessary spending
and stranding assets.
Enable multi-channel access to an integrated
customer transportation account. One goal of
a smart transportation system is to encourage
people to use it – so making it incredibly
convenient will be a big factor. A couple ways
smart cities can do that is to enable people to
 RC[HQTCNNEKV[VTCPURQTVCVKQPUGTXKEGUYKVJ
CUKPINGCEEQWPVCPF GPCDNGCEEGUUVQVJKU
account through multiple channels – integrated fare cards, cell phones, websites, on-vehicle
transponders, etc.
A single account covering multiple modes of
transportation and offering multiple channels
of access lowers barriers to mass use.
Increased usage boosts efficiency and revenue and decreases road congestion. Although
it is unlikely a city can integrate all modes of
transport at once, it’s a goal worth working
toward.

8

AGKHUHWRRSHQVWDQGDUGV

OFF-THE-SHELF
SOLUTION HELPS
MANAGE CHINA’S
HIGH-SPEED RAIL LINE

To complete the 120-kilometer Beijing-to-Tianjin line in
time for the 2008 Olympic Games, the China Ministry of
Railways selected solutions from Council member
Invensys to help run its passenger information system.
The Wonderware® System Platform is off-the-shelf, standardized and scalable software, which contrasted with
previous systems China used that were based on proprieVCT[UQNWVKQPUVJCVYGTGGZRGPUKXGJCTFVQEQPƒIWTGCPF
FKHƒEWNVVQOCKPVCKP

But it is a massive and complex undertaking involving
12,000 kilometers of rail line, 800 stations and the collaboration of more than 60 different third-party vendors for
each station’s facilities management system.
Interoperability was obviously an issue, but because the
Invensys platform is based on open standards, every
vendor can communicate seamlessly with each other
and new features can be plugged in and expanded to new
stations in a very short time.

9KVJVJGƒTUVNGIEQORNGVGVJG/KPKUVT[KUPQYFGRNQ[KPI
the high-speed line throughout China. When completed in
2020, it will carry both passengers and goods and be able
VQTGCEJFKUVCPEGUQHMKNQOGVGTU OKNGU KPC
day.

More than 220 stations across 15 high-speed rail lines are
controlled by Invensys today. Once complete, more than
800 stations will be running the solutions throughout the
rail network.
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Adhere to open
standards.

%JKPCŨUTCKNYC[QRGTCVQTU
JCXGCUKPINGUECNCDNG
RNCVHQTOHQTUWRGTXKUQT[
HWPEVKQPUTGSWKTGFVQ
manage overall passenger
HCEKNKV[QRGTCVKQPUKP
hundreds of stations around
VJGEQWPVT[
Figure 7.7

9

Security and privacy

Data management

The security and privacy concerns that apply
to other city infrastructures are equally important in the realm of public transportation.

With smart sensors, smart payment systems,
GPS and all the other intelligent devices that
are gathering data as part of a smart transportation system, the city and its residents are all
better off when there’s a plan for managing it.

Publish privacy rules. As we mentioned in the
last section, transit authorities are moving to
single account payment systems, which will
generate data that can track where an individual has been and when. Some transit systems
also use video surveillance for security
purposes. Those are just two reasons why
publishing privacy rules will help cities get in
front of a potential consumer backlash.
Create a security framework. One of the realities
of life today is that a driver never knows who’s
hopping on a bus or what’s in the backpack
he’s carrying. And what about the package left
behind on a subway seat? A security framework mitigates risk by taking a proactive
approach and using ICT technologies to identify and address threats before they can cause
damage.
Implement cybersecurity. Smart transportation systems collect all manner of data that
could make them vulnerable to cyber attack –
from smart card payment information to ridership details. Having strong cybersecurity
measures in place will help ward off trouble.

Create and adhere to a citywide data management, transparency and sharing policy.
Citywide data management plans make it
easier to enforce the privacy and security best
practices discussed in the last section. But
they also can help improve data accuracy and
lower costs by eliminating unnecessary
duplication.

Computing resources
Transportation systems involve a lot of data, a
lot of logistics, and a lot of detail that ICT can
help cities get under control. The targets below
illustrate some of the ways they can do that.
Consider a cloud computing framework.
A cloud computing framework enables scalability of systems, reduces costs and improves
reliability.
Use an open innovation platform. A lot of
cities are seeing amazing results with open
innovation platforms that empower developers
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8VHDQRSHQLQQRYDWLRQ
platform.

/CP[EKVKGUCTGJCXKPIITGCV
UWEEGUUYKVJQRGP
innovation platforms that
GPEQWTCIGFGXGNQRGTUVQ
ETGCVGCRRU2CTMKPICRRU
NKMG5(RCTMRKEVWTGFJGTGCTG
XGT[RQRWNCT

Figure 7.8

to create apps that city residents can use.
Smart parking apps, for instance, are very popular. Apps that people can use to synch up with
bus and train schedules are too.
Have access to a central GIS. City decisionmaking capabilities are greatly improved with
a central GIS. A transit system, for instance,
can see efficiency gains through more intelligent scheduling and routing.
Have access to comprehensive network and
device management. To manage the large,
scattered deployments of smart devices
across the transportation infrastructure,
smart cities rely on comprehensive device
management programs that improve security
and resiliency, deliver cost savings and
enforce compliance with city data management, security and privacy policies.

10

AFKLHYHPXOWLPRGDORSHUDWLRQDO
RSWLPL]DWLRQ

WHY ADAPTIVE TRAFFIC
SIGNALS GET A GREEN
LIGHT IN PITTSBURGH

Carnegie Mellon University has worked with the city of
Pittsburgh and East Liberty Development Inc. to deploy
“adaptive traffic signals” for the city’s busy East Liberty
area. The pilot program saw reductions of 40 percent in
vehicle wait time, 26 percent in travel time and 21 percent
in vehicle emissions.
6JGVTCHƒEUKIPCNEQPVTQNVGEJPQNQI[RTQOKUGUVQFTCOCVKcally reduce harmful vehicle emissions and frustratingly
long travel times through urban neighborhoods.
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Pittsburgh Mayor Luke Ravenstahl cheered the
pilot’s success as “a breakthrough in making our city’s
VTCHƒEU[UVGOYQTMHCTOQTGGHƒEKGPVN[YKVJQWVJCXKPIVQ
resort to expensive widening roads, eliminating street
parking, or re-routing. It makes the city more attractive to
employers and residents alike.”

$FKLHYHPXOWLPRGDO
RSHUDWLRQDORSWLPL]DWLRQ
for transportation.

6JGVTCHƒEUKIPCNEQPVTQN
VGEJPQNQI[RTQOKUGUVQ
FTCOCVKECNN[TGFWEGJCTOHWN
XGJKENGGOKUUKQPUCPF
HTWUVTCVKPIN[NQPIVTCXGN
VKOGUVJTQWIJWTDCP
PGKIJDQTJQQFU

Figure 7.9
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Analytics

There are many ways that multi-modal optimization improves transit operations, including:

No surprise that analytics can have a major
impact in a transportation network. This
section includes some new targets that reveal
how.

́ ,PSURYHGPRELOLW\6TCXGNKUCUHCUVGHƒEKGPV
and safe as possible. Traffic lights are optiOK\GFVQGNKOKPCVGUVTWEVWTCNVTCHƒERTQDNGOU
Or to find the best compromise to allow
streetcars to pass with minimum delays for
auto traffic. Likewise, data analysis might
suggest a new bus route along a particularly
crowded transit corridor. Or a smartphone
app could alert drivers to the best route, sending them around congestion and accidents.
Improved mobility is important to residents,
of course, but is also critical for businesses
that move people or goods around a city.

Achieve full situational awareness. Using the
smart devices deployed across various transportation modes, smart cities use analytics to
provide their transportation managers with a
complete operating picture. This increases the
reliability and resiliency of the infrastructure,
and allows for the quickest possible incident
response time. Full situational awareness also
enables dynamic, multi-modal disaster and
recovery plans.
Achieve multi-modal operational optimization for transportation. When it comes to optimizing transportation operations, the goal is
to make sure the optimization takes place
across all modes, in or near real time depending on circumstances. Cities that optimize
transport modes individually limit the returns
on their technology investments, since a
change or incident in one mode will likely
impact another. An example is a problem that
shuts down a subway line, sending a big influx
of riders to the closest bus.

́ &RVWVDYLQJV In addition to the cost benefits of reduced congestion, multi-modal
VTCPURQTVQRVKOK\CVKQPDTKPIUEQUVDGPGƒVU
to cities through more efficient energy
usage and improved customer experience.
(As noted earlier, the better the experience
the more willing people are to use public
VTCPURQTVCVKQP +PUQOGUEGPCTKQUU[UVGO
optimization can reduce costs through
shared infrastructure – especially ICT
resources – and by getting more out of
existing infrastructure. It can also defer or
delay the need for new roadways or additional buses by optimizing the use of what
the city has in place already.
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$FKLHYHPXOWLPRGDO
RSHUDWLRQDORSWLPL]DWLRQ
for transportation.

Having more transportation
EJQKEGUCXCKNCDNGKORTQXGUVJG
EWUVQOGTGZRGTKGPEGYJKEJ
leads to more people using
RWDNKEVTCPURQTVCVKQP

Figure 7.10
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PXUVXHSUHGLFWLYHDQDO\WLFV

CONNECTED
BOULEVARD:
THE WORLD’S
SMARTEST STREET

Council member Cisco has teamed with the city of Nice,
France, to pilot a next-generation smart street they are
calling “Connected Boulevard.”
Boulevard Victor Hugo, located in the center of Nice, is
host of the proof-of-concept zone and almost 200 different sensors and detecting devices. In addition to these, it
also plays host to “guest” devices such as mobile phones
and tablets used in the streets that get connected onto
its wireless mesh network.
Data captured through these “things” is being processed
and analyzed to offer the city and its residents invaluable
EQPVGZVCYCTGKPHQTOCVKQPQPRCTMKPIVTCHƒEUVTGGVNKIJVing, waste disposal, as well as environmental quality as
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experienced in real time. Early projections from pilot tests
of smart parking services have shown a potential for up
to 30 percent decrease in traffic congestion, significant
air pollution reductions, combined with an increase in
parking revenues.
(WTVJGTDGPGƒVUCTGCNUQDGKPITGCNK\GFHTQOGUVKOCVGUKP
synchronizing street lighting on a need-basis. For example, by calibrating street light intensity with pedestrian
CPFVTCHƒERGCMUCPFTGCNVKOGGPXKTQPOGPVCNEQPFKVKQPU
such as fog and rain, the city could potentially save 20 to
80 percent in electricity bills. On the environmental
aspect, more accurate data of humidity and temperature
levels, in addition to air particles are being processed for
understanding context-critical patterns.

3XUVXHSUHGLFWLYH
DQDO\WLFV

$QWNGXCTF8KEVQT*WIQKP
0KEG(TCPEGKUJQUVVQC
%QPPGEVGF$QWNGXCTF
RTQQHQHEQPEGRV\QPGVJCV
KPENWFGUCNOQUV
different sensors and
FGVGEVKPIFGXKEGU
Figure 7.11
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This is possible because Connected Boulevard is made up of more than
just sensors and devices. The Connected Boulevard equips the city with
the capacity to capture data from daily life through the hybrid network
infrastructure of the city that includes Cisco WiFi network. The data is
processed into real-time information and converted into intelligence
with the help of context-aware location analytics, before being disseminated to serve multiple services in city operations and for city dwellers.
It is an Internet-centric “always-on” platform designed to be resilient,
extensible, highly secure and agile, through four interoperable layers:
Layer 1: Sensors and networked devices with mesh technologies
Layer 2: Data capture, processing, storage and analytics at distributed
points across the city

́ )OH[LELOLW\ Multi-modal transport optimization can be a tool that smart cities use to
CEEQORNKUJURGEKƒEVTCPURQTVCVKQPIQCNU+H
pollution is a major problem, then a city can
effectively optimize its transport system to
promote bus use over private car use, and
subway use over bus use. Or if a city suffers
from rush-hour bus congestion, it can optimize its transport system to increase
subway use during that time.
Achieve asset optimization. The goal is to
ensure a city can extract maximum value
from its transportation infrastructure and
instrumentation investments. This includes
calculating precisely which transportation
assets should be replaced or repaired and

Layer 3: Central data collection, including computing, storage and
analytics, combined with integrated and open standard application
programming interfaces
Layer 4: New and innovative applications and services
As Nice Mayor Christian Estrosi said, “For Nice to continue welcoming
millions more visitors and companies while ensuring a high quality of life,
using Internet intelligence is key. Many more things are going to get
connected between people, with and between objects, creating valuable
interactions and processes including that of public administration. Our ability as a city to harness this data is crucial to understanding what’s going on
in real time and to enhance a multitude of services for city-dwellers.”

when, to achieve maximum return on
investment.
Pursue predictive analytics. The importance
of using analytics to predict when elements of
a transportation infrastructure are close to
failure can’t be overstated. Consider the value
of predictive maintenance, for example, in
relation to the integrity of critical infrastructure
such as bridges and highways. Not only can
predictive maintenance save money, it can
also save lives.
Enable dynamic, demand-based pricing.
Smart cities have systems in place to use
dynamic, demand-based pricing as a tool to
influence customer behavior. As cities better
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understand people’s transportation behavior
through instrumentation and analytics, they
can influence that behavior by changing prices throughout the day to accomplish their
transportation goals.
For example, a city with crippling morning
smog can analyze vehicle use at that time and
tailor parking prices for vehicles based on
distance traveled. Or a city with high road
congestion can toll the road with variable pricing
and/or alter its bus and subway pricing in targeted areas to reduce traffic. Cities have different
transportation circumstances and priorities, and
different political operating environments, so the
use of dynamic pricing to influence behavior is
likely to differ from city to city.
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PURYLGHIOH[LEOHWUDQVSRUWDWLRQRSWLRQV

FRENCH CITIES CUT
DRIVERS’ COSTS BY
90 PERCENT WITH
INTELLIGENT
CAR-SHARING

Syndicat Mixte Autolib is an electric car-sharing program
established by the city of Paris and 46 surrounding municipalities to relieve traffic congestion, reduce noise and air
pollution and provide people with more flexible transit
options.
Implemented by logistics company IER, the intelligent
system based on Council member Microsoft’s Windows
Embedded provides connectivity between the in-car
system, registration and rental kiosks, charging stations
and a central management system.
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Available around the clock, the solution has reduced
carbon dioxide emissions by 1.5 metric tons annually and
replaced 25,000 privately owned gas vehicles. By using
Autolib, former car owners have cut their transportation
costs by approximately 90 percent annually. Autolib
subscribers also enjoy an enhanced driving experience
with GPS navigation, free parking and personalized
settings.

3URYLGHIOH[LEOH
transportation options.

The flexible solution also simplifies implementation and
minimizes deployment risk, which makes it easier for
Autolib to implement new features and services.

Figure 7.12

/KETQUQHV9KPFQYU
'ODGFFGFRTQXKFGU
EQPPGEVKXKV[DGVYGGPVJG
#WVQNKDKPECTU[UVGO
registration and rental
MKQUMUEJCTIKPIUVCVKQPU
CPFCEGPVTCNOCPCIGOGPV
U[UVGO
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ADDITIONAL RESOURCES
7DUJHW$FKLHYHIXOOVLWXDWLRQDODZDUHQHVV
Situational awareness keeps Dublin commuters on the move
%QNNCDQTCVKQPDGVYGGPVJGEKV[QH&WDNKPCPF%QWPEKNOGODGT+$/KUJGNRKPIMGGROKNNKQPTGUKFGPVUOQXKPIGHƒciently through Dublin’s extensive network of roads, tramways and bus lanes. Integrating data from a citywide
PGVYQTMQHUGPUQTUYKVJIGQURCVKCNFCVCOGCPUVJGEKV[ŨUTQCFCPFVTCHƒEFGRCTVOGPVKUCDNGVQDGVVGTOQPKVQTCPF
OCPCIGVTCHƒEKPTGCNVKOG
7DUJHW8VHDQRSHQLQQRYDWLRQSODWIRUP
London Transport manages 2.3 million website hits a day with new data feed
6TCPURQTVHQT.QPFQP 6H. FGEKFGFVQQRGPKVUTGCNVKOGFCVCVQRCTVPGTUCPFQTICPK\CVKQPUUQVJG[EQWNFFGXGNQR
citizen-centric web applications to help relieve congestion and ease commuting for the traveling public. In just six
weeks, TfL, Microsoft and the local developer community created an application programming interface that floats
real-time data onto the cloud using Microsoft’s cloud services, saving TfL millions of pounds.

6XVWDLQDEOHXUEDQWUDQVSRUWEHVWSUDFWLFHV
6JG6TCPUKV1TKGPVGF&GXGNQROGPV 61& 5VCPFCTF
#PGHHQTVD[VJG+PUVKVWVGHQT6TCPURQTVCVKQPCPF&GXGNQROGPV2QNKE[ +6&2 OVJG6TCPUKV1TKGPVGF&GXGNQROGPV
Standard outlined in this white paper draws on international expertise to come to a common understanding of
what constitutes urban development best practice in promoting sustainable urban transport.
3XEOLFWUDQVLWIXQGLQJPHFKDQLVPV
A decision-support framework for using value capture to fund public transit
Local and state governments provide 75 percent of transit funds in the United States. With all levels of governments
under significant fiscal stress, any new transit funding mechanism is worth consideration. The report from the
/KPGVC6TCPURQTVCVKQP+PUVKVWVGKUKPVGPFGFVQCUUKUVRTCEVKVKQPGTUKPICWIKPIVJGNGICNƒPCPEKCNCPFCFOKPKUVTCVKXG
UWKVCDKNKV[QH8CNWG%CRVWTGOGEJCPKUOUHQTOGGVKPIRTQLGEVURGEKƒEHWPFKPITGSWKTGOGPVU
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TRANSPORTATION TARGETS
+PVJGEJGEMNKUVDGNQYVCTIGVUURGEKƒECNN[RGTVCKPKPIVQVJGVTCPURQTVCVKQPTGURQPUKDKNKV[CTGKPbold,WPKXGTUCNVCTIGVUCTGPQV

Enabler

Transportation Targets
How smart cities deploy and use ICT to enhance their transportation networks

Instrumentation & Control
Connectivity

TECHNOLOGY

Interoperability

None

Partial

Over 50% Complete

Implement optimal instrumentation
Supplement: for all transportation modes
Connect devices with citywide, multi-service communications
Adhere to open standards
Use open integration architectures and loosely coupled interfaces
Prioritize use of legacy investments
Enable multi-channel access to an integrated customer transportation account

Security & Privacy

Publish privacy rules
Create a security framework
Implement cybersecurity

Data Management

Create a citywide data management, transparency and sharing policy

Computing Resources

Implementation Progress

Consider a cloud computing framework
Use an open innovation platform
Have access to a central GIS
Have access to comprehensive device management
Achieve full situational awareness
Achieve operational optimization

Analytics

Pursue predictive analytics
Supplement: integrate all transport modes for multi-modal transportation
optimization
Achieve asset optimization
Enable dynamic, demand-based pricing
Figure 7.13
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CHAPTER 8

WATER AND
WASTEWATER

Few people need to be reminded of water’s importance.
Along with energy, it is essential for everyday life. Water
provides sustenance, supports industry and irrigates
̧HOGV %XW FLW\ DGPLQLVWUDWLRQV DUH VWUXJJOLQJ WR PHHW
rising demand from growing populations while contendLQJZLWKLVVXHVVXFKDVZDWHUTXDOLW\̨RRGLQJGURXJKW
and aging infrastructure.
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This chapter will give cities tools to apply
smart technology for an economical and
sustainable water supply. It begins by outlining urban water realities. Next it explains the
benefits cities can achieve by increasing the
intelligence of their water systems. Finally, it
talks about the technology targets cities
UJQWNFCKOHQTVQICKPVJQUGDGPGƒVU
We need water for human consumption, of
course. And to produce food. But not everyone
realizes we need large volumes of water to
produce energy. Thermoelectric power plants
boil water to create steam to drive electricityproducing turbines. In 2005, U.S. power plants
withdrew four times as much water as all U.S.
residences, accounting for 41 percent of total
water use.
The so-called “energy-water nexus” works in
both directions. It takes a lot of water to create
electricity. It takes a lot of electricity to pump
and treat water. Worldwide, we use an average
of 7 percent of total electricity to pump and
treat water and wastewater, but the percentage can be much higher.
But perhaps this next statistic explains the
challenge best of all. According to the United
Nations, about two-thirds of the world’s population – 4.6 billion people – will face water
-stressed conditions in the next decade.
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The energy-water nexus.

In the U.S. in 2005, power
plants withdrew four times
as much water as all U.S.
residences, accounting for
41 percent of total water use.
Figure 8.1
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WATER AND WASTEWATER

Water targets
DQGEHQHͧWV

Due to population
growth and climate
change many cities
face severe water
challenges. Smart
water systems can
make dramatic
improvements to the
cost, safety and
reliability of urban
water supplies

Figure 8.2
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RISKS TO URBAN
WATER SUPPLIES
Think you don’t really need to worry about
water in your area? Think again. Here is a
partial list of the issues confronting urban
water supplies.
Sea levels on the rise. For coastal cities,
water quality will be further eroded by rising
sea levels, which can increase salt concentrations in groundwater and estuarine rivers.
Flooding on the rise. Increased flooding will
affect hundreds of millions of people who live
close to coastlines, flood plains and deltas.
Even inland cities face the problem of flooding
as a result of more intense rainfall or snowmelt.
Storms on the rise. Hurricanes, tornadoes
and other extreme weather events will
become more frequent and rainfall more
intense in many areas.

Figure 8.3

Droughts on the rise. Meanwhile, some regions
will receive less rainfall than usual, leading to
droughts more severe than in the past.
Fresh water on the decline. Higher temperatures reduce the amount of water stored in
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mountain snowfields. They also dry out the
soil, which then soaks up more water, reducing the recharge of underground aquifers. The
result could be reductions in available water
for drinking, household use and industry.
Water quality on the decline. Water quality
will become a concern for some cities.
Changes in rainfall patterns may change the
watershed, affecting quality.
Aging infrastructure. Water and wastewater
infrastructure in cities around the world is
CIKPICPFOWUVDGTGRNCEGFVQRTQVGEVKVUGHƒciency and the quality of its product.
Competition from agriculture. According to the
World Economic Forum, to meet demand from
growing populations we will need to grow and
process 70 percent more food by 2050. Yet as
early as 2030 we will be confronting a water
shortage of approximately 40 percent due to a
toxic combination of rising demand and
climate-change-driven shifts.
Competition from recreation. In some parts of
VJGYQTNFDQCVGTUUMKGTUƒUJGTOGPECORGTU
and other outdoor enthusiasts have mounted
strong protests when cities attempt to get
more water from popular lakes and rivers.

4

Why make water
systems smart?
Smart cities use information and communications technology (ICT) to achieve a sustainable,
efficient and clean water supply. Most people
refer to an ICT-enabled water system as a “smart
water system” or a “smart water network.” Smart
water is driven by three urgent realities:
1. Water is scarce. Cities around the world
suffer from water shortages. In addition,
population growth and extreme weather
patterns that create droughts and floods are
expected to increase in the coming decades,
making water an even more precious
resource.
2. Water is at risk. Drought, flooding, salinization
and other factors can wreak havoc on a water
supply. (See list on previous page.)
Smart water systems.

Every city must use
smart technology to
preserve and enhance
its water supply while
keeping the cost of water
as low as possible.

3. Water is underpriced. Water today is
often priced far below the level that would
accurately reflect its scarcity. This price/
value imbalance will rectify as water scarcity becomes more apparent. As a result,
VJGRTKEGQHYCVGTYKNNTKUGUKIPKƒECPVN[KP
the future.

Figure 8.4
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Already we see regions where water periodically becomes scarce. We see regions where
water is prohibitively expensive. For these
reasons and many other reasons, every city
must use smart technology to preserve and
enhance its water supply while keeping the
cost of water as low as possible. ICT can
contribute in at least seven ways:
1. Map and monitor the physical infrastructure.
Most water utilities do not know with great
precision where their pipes and valves are
located. In particular, they don’t know the
actual condition of that infrastructure. ICT
gives a highly accurate picture of location
and “health.”
“Possessing a clear and comprehensive
picture of the entire infrastructure can save
a water company tens or hundreds of thousands in repairs each year,” explains the
Smart Water Network Forum, an industry
forum that acts as an advisor to the Smart
Cities Council. “Survey-quality GPS, sometimes combined with electromagnetic or
ground-penetrating radar, can map pipe
infrastructure, creating three-dimensional
maps that show exactly where the pipe is,
correcting the widespread errors in existing
maps, and ensuring that repair crews will
ƒPFVJGRKRGYJGPVJG[FKIŬ
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2. Accurately measure what is consumed.
Smart water meters can give customers
highly accurate records of their consumption while also helping utilities spot
“non-revenue water” (NRW) that is being
lost to defective equipment, leaks and theft.
3. Monitor drinking water quality. A smart
water system can have sensors placed strategically throughout the network to detect
contaminants. Those sensors can monitor
the acidity and alkalinity, watch for biological
indicators, measure chlorine and other chemicals and watch for heavy metals, then alert
human operators when problems arise so
they can intervene quickly to mitigate threats.
4. Present, perfect and predict conditions.
Using data from the first two examples
above, a smart water system can present
current conditions to give operators full situational awareness; perfect the system by
optimizing it; and predict leaks, floods and
equipment failures. “Utilities can achieve
better operations through better knowledge
and tighter control of the network’s extensive and complex assets,” explains the
Smart Water Network Forum. Modern “dashDQCTFUŬCPFVQQNUECPūKORTQXGVJGGHƒEKGPcy, longevity and reliability of the underlying
physical water network by better measuring,
collecting, analyzing and acting upon a wide
range of events.”

5. Make better use of diffuse and distributed
non-traditional water resources through
recapture, recycling and reuse and through
better planning. Water is so much broader
than pipes and treatment plants. Rain falls
everywhere – on our rooftops. Into our soil,
gardens and grass. On our roads. This
water can all be captured and put to use
with the help of ICT. Instrumentation
diffused into these “green water systems”
can store water, while advanced analytics
are critical to managing this distributed
resource. You can have the insight to understand where your green water systems are,
how they are performing and how the water
they capture can be best deployed.
6. Better prepare for storms. Some parts of
the world – North America for instance –
must confront challenging water quality
and storm water regulations. And many
parts of the world are faced with flooding
that is reaching new extremes. A smart
water system can not only monitor flooding, it can predict events in time to prepare
for flood control and disaster management.
7. Harness the energy and nutrient resources
in water and wastewater. ICT helps us
capture the full potential of water. Beyond
its own value as a scare resource, water
systems house nutrients and even energy.
Technology enables us to reduce and
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Present, perfect
and predict.

A smart water system
can not only monitor
flooding, it can predict
it in time to prepare.

Figure 8.5

recapture excess kinetic energy in water
supply piping, recover energy and nutrients
in wastewater, and avoid the damaging
dumping of nutrients into carefully
balanced ecosystems.
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THE NETHERLANDS
IS TAKING BETTER
CARE OF STORM
AND FLOOD WATER

The Netherlands is working with Council member IBM to
transform flood control and the entire Dutch water
system. The need is high. Of the total Dutch population,
66 percent live in flood-prone areas. More than 4,000
square miles (26 percent of the country) is below sea
level.

well as current and historic maintenance data from sluices,
pumping stations, locks and dams. The initiative will
provide water experts with a real-time intelligent dashboard. That dashboard will combine, process and visualize data from multiple organizations – data that today is
kept in separate “silos.”

6JGƒPCPEKCNUVCMGUCTGJKIJCUYGNN6JGQPIQKPIEQUVVQ
manage water, including anticipating flooding, droughts
and low water levels is up to €7 billion each year and
expected to increase €1- 2 billion by 2020. The project
with IBM is expected to reduce costs by up to 15 percent.

The new management system will address concerns ranging from the quality of drinking water, to the increasing
frequency and impact of extreme weather-related events, to
the risk of floods and droughts. By modeling weather
events, the Netherlands will be able to determine the best
course of action.

The Rijkswaterstaat (the Dutch Ministry for Water), the local
Water Authority Delfland, Deltares Science Institute and the
University of Delft are working with IBM on the “Digital Delta”
program. They will investigate how to integrate and analyze
water data from a wide range of data sources, including
precipitation measurements, water level and water quality
monitors, levee sensors, radar data, model predictions as
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Take better care of
runoff, storm, flood
and wastewater.

This Dutch storm surge
barrier is just one piece
of Holland’s vast flood
control system. The
country is working with
Council member IBM to
use ICT to transform flood
control management.

Figure 8.6

Digital Delta is a cloud-based system. “As flooding is an
increasing problem in many regions of the world, we
hope that the Digital Delta project can serve as a replicable solution for better water management anywhere in
the world,” said Jan Hendrik Dronkers, director general of
the Dutch water ministry.
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Water realities
Before we look at specific targets for the water
responsibility, let’s quickly consider four realities
that affect when, where and how a city should
approach the transformation of its water
system.
1. Smart cities “close the loop” around local
watersheds. A watershed is the land area
that drains into a particular river, lake or
ocean. “Closing the loop” refers to reducing (or even ending) the import of water
from other watersheds while taking full
advantage of the water available within
the loop. Giving preference to locally
available water allows a city to be more
EQPƒFGPVKPVJGUWUVCKPCDKNKV[QHKVUYCVGT
program.
ICT helps cities close the loop by maximizing the potential of non-traditional sources.
The idea is to supplement traditional water
sources such as reservoirs and aquifers by
capturing storm water runoff, gray water
and purple water and by tapping natural
systems like wetlands, rivers and lakes. ICT
can oversee and optimize the capture of
water from these sources. Closed-loop
systems also use different grades of water
for different needs. For example, treated

wastewater isn’t suitable for drinking but
may be perfectly suitable to water crops.
2. Smart water requires collaboration.
Perhaps more than any other city responsibility, water is a regional issue. The water
source that city residents use to quench
their thirst may be the same that a factory
uses for its operations or a farmer to water
his crops 100 miles away. Water is tied into
vast watersheds that link many population
centers. Because of that, a smart water
vision requires a collaborative approach
between cities and a lengthy list of stakeholders. The list includes other cities in the
watershed, regional or national government
entities that may have regulatory authority,
utilities, the private sector, agricultural organizations, citizen and community groups,
etc. In some cases, international collaboration may be necessary.
3. Smart water requires smart policy. There
are many ways that local, regional and
national governments can enhance the
prospects for smart water. One instance:
policy improvements that clear the way for
public-private partnerships to help with the
ƒPCPEKPI#PQVJGTKUOCPFCVGUHQTGHƒEKGPcy, conservation, leak reduction or water
quality. Yet another is working with suppliers to craft a careful business case that
demonstrates the return on investment.
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Smart cities “close the loop”
around local watersheds.

A watershed is an area of land
where all of the water that
drains off of it goes into the
same place. “Closing the loop”
means giving preference
to water from the local
watershed, which allows a
EKV[VQDGOQTGEQPƒFGPVKP
the sustainability of its
water program.
Figure 8.7
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Whatever steps a city takes, it should NOT
mandate a specific technology. Rather, it
should mandate the results it wants, and
then work with advisors and suppliers to
determine the best way to achieve that
result.
4. Smart water may need creative financing
and staffing. Many city budgets are under
great pressure. Even if a city can make a
strong business case for rapid payback, it
OC[PQVJCXGVJGHWPFUVQƒPCPEGVJGRTQLect. Fortunately, several alternative mechanisms have arisen to lighten that load. For
instance, some suppliers will sell softwareas-a-service (SaaS) on a monthly fee basis.
This eliminates the need for the city to make
a big capital purchase and install, maintain
and update all the hardware and software
on its own. Instead, the supplier handles all
that in the cloud, and the city simply pays a
monthly charge. In many ways, this is similar to leasing a car instead of buying it.
Another option is a risk-sharing contract.
The city pays a reduced fee to the supplier,
and then shares a portion of the saved
costs or additional revenue back to the
supplier.
It is worth noting that some developing
countries have funding available for infrastructure projects, often thanks to grants

and programs from development banks.
Utilities in those regions have the chance to
leapfrog the developed world by jumping
straight to a state-of-the-art smart water
system.
Even cities with adequate funding may lack
adequate in-house ICT skills and personnel
to run a sophisticated smart water system.
Here again, SaaS offers a solution, since the
supplier provides the bulk of the needed
personnel and spreads the cost by making
the service available to many cities at once.

Dependencies for water
and wastewater
Planning improvements in water and wastewater infrastructure will need to take into
account dependencies on other city systems
and services. Looking at just a few of these
dependencies, it is easy to see how smart
water services are heavily influenced by local
government policies and how closely they are
aligned with communications and energy
systems in a smart city context. Contaminant
warning systems rely on communications and
energy systems. And pumps that move water
throughout a city infrastructure require power.
Flood control systems (e.g. pumps or gates)
require resilient energy systems to operate.
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Smart water requires
smart policy.

There are many ways that
governments can enhance
the prospects for smart
water. One instance: policy
improvements that clear
the way for public-private
partnerships to help with
VJGƒPCPEKPI

Figure 8.8
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WATER AGENCY
BUILDS “BORDERLESS”
INFRASTRUCTURE
TO IMPROVE
COLLABORATION

California Natural Resources Agency manages the state’s
natural resources, including water. One of its largest
departments is the Department of Water Resources
(DWR), with about 3,500 employees. DWR supplies and
manages the water delivery systems, provides flood
protection through improvement of levees, inspects
1,200 dams and helps coordinate the state’s integrated
water management.
To accomplish those tasks, department personnel need to
access and manipulate large data sets to model the
effects of the environment on the water system. “Many of
our missions require close collaboration with other federal,
state, and local government organizations, subject matter
experts, and the people of California,” says CEO Tim Garza.

The agency wanted a new data center infrastructure that
could adapt easily to support changing business needs.
The immediate need was for borderless collaboration
with all stakeholders, including local, state and federal
government and private sector entities.
The solution the agency chose was a borderless infrastructure based on Council member Cisco’s Data Center
Business Advantage solutions and Cisco’s planning,
design and implementation services.
Results enabled secure collaboration by creating 20
distinct security zones, reduced total cost of ownership
for the network by 30 percent and accelerated network
performance by 40 percent.

Smart water requires
smart collaboration.

California Department of
Water Resources required a
secure way to share data with
other water management
agencies. New “borderless
infrastructure” from Cisco
created 20 distinct security
zones, making it easy for
multiple departments to
collaborate safely.
Figure 8.9

But DWR had limited ability to share data outside the departOGPVYJKEJOCFGKVFKHƒEWNVVQOCMGVKOGN[FGEKUKQPU
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%HQHƜWVRIDVPDUWZDWHU
system
+PVJKUUGEVKQPYGJKIJNKIJVDGPGƒVUVJCVUOCTV
water systems can deliver and their impact on
livability, workability and sustainability.

Livability
Promoting water quality and reliability. Smart
cities use ICT to protect the safety and reliability of their water supply. Remote sensors can
detect impurities, protecting water supply
from the intentional or unintentional introduction of contaminants. The affected areas can
often be isolated automatically, preventing the
spread. Meanwhile, the system alerts human
operators so they can deploy repair crews to
ƒZVJGRTQDNGO
Increasing resilience. Smart security
measures help protect water infrastructure
from external cyber threats. Video cameras
and access cards can provide physical security. Automated fault management can ensure
problems are found and dealt with before they
affect a wide area. In a disaster scenario,
analytics can immediately tell cities what
equipment needs replacing, and can prioritize
tasks for maintenance crews so water delivery
is restored as quickly as possible.

Increasing customer choice and control. ICT
can empower customers with information
about when and where they are using water,
plus tools to help them control that use. This
allows them to change behavior and make
trade-offs to lower their bills.
Reducing damaging floods and overflows.
Full situational awareness informed by weather
data helps cities see exactly where floods and
overflows are occurring. Some systems can
even predict floods in advance, so emergency
crews can be dispatched in advance.
Technology also allows cities to more effectively plan flood prevention efforts.
Saving energy on building cooling. Green
roofs and other green water systems not only
capture water for use before it enters a crowded sewer, they also serve to cool the buildings
and streets and other infrastructure in which
they are housed. This can save energy on
building cooling while simultaneously reducing the dangerous urban heat island effect.

est users of a city water supply. Waterintensive businesses often decide whether to
GZRCPFCPFYJGTGVQTGNQECVGD[NQQMKPIƒTUV
at a region’s water availability.
Lowering operational costs. ICT solutions can
dramatically reduce costs for both water
providers and customers. Cities can optimize
VJGKTYCVGTKPHTCUVTWEVWTGHQTGHƒEKGPE[UCXKPI
the cost of wasted resources. Advanced
analytics, using data from smart water meters
in homes and businesses can identify ways
customers can reduce consumption and save
money on water bills.

Sustainability

Workability

Eliminating wasteful leaks. Smart water
meters and sensors reduce water loss.
Through situational awareness and automated fault management, water utilities can
immediately identify and repair leaks and
problems. Most cities that install smart water
networks discover they have been losing at
least 10 percent to leaks and percentages as
high as 50 percent are not unusual.

Increasing economic development. Smart
water can differentiate a city in the competition for business and investment. Smart water
is financially attractive to industrial consumers in particular, since they are often the larg-

Getting the maximum value from existing
infrastructure. Building entirely new water
systems is not an option for most cities. With
ICT, cities can make their existing systems far
more productive.

CHAPTER 8: WATER AND WASTEWATER | Smart Cities Council Readiness Guide

11

Enhancing sustainability:

THE GREENING OF AN
INDUSTRIAL CITY IN
THE SAUDI DESERT

The Royal Commission for Jubail is a special-purpose
government agency empowered to develop and operate
industrial cities. Council member Bechtel has provided
engineering and construction management services to
the Royal Commission since its inception in the 1970s.
Jubail’s mission is to diversify and expand the Saudi
economy through major heavy industrial development
while simultaneously being a “green” city providing a very
high quality of life for the city’s inhabitants. Of course,
Saudi Arabia is a desert country with limited water
TGUQWTEGUOCMKPIVJKUCFKHƒEWNVQDLGEVKXG

East and now has a resident population of about 150,000
people. Jubail has also become one of the greenest
cities in the Kingdom with extensive parks, open spaces
and tree plantings. Despite the lack of water, this has
DGGPCEJKGXGFD[JKIJN[GHƒEKGPVYCVGTCPFYCUVGYCVGT
treatment systems using the latest technologies.
The city appears to be an oasis in the desert and provides
highly attractive landscapes, parks and waterfront areas
for the city’s residents. As a result, the city is becoming
an ever-more attractive destination for young Saudi families, attracted by the promise of good jobs and a green
environment.

Enhancing
sustainability.

Jubail’s mission is to
diversify and expand the
Saudi economy through
major heavy industrial
development while
simultaneously being a
“green” city providing a very
high quality of life for the
city’s inhabitants.
Figure 8.10

Over the last 30 years, Jubail has grown to become the
largest petrochemical industrial complex in the Middle
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THE COMPELLING
CASE FOR
SMARTER WATER

Non-revenue water (NRW) – water that is produced but
lost before it reaches the customer – is a major challenge for water utilities around the world. NRW has a
UKIPKƒECPVƒPCPEKCNKORCEVQPWVKNKVKGUCPFVJGKTEWUVQOers. It also represents the loss of a precious resource.
NRW occurs for a variety of reasons:
Ű 7POGVGTGFEQPUWORVKQP YJGTGYCVGTOGVGTUFQPQV
exist so usage can’t be accurately measured)
Ű #WVJQTK\GFDWVWPDKNNGFEQPUWORVKQP HKTGHKIJVKPIHQT
instance)
Ű #RRCTGPVNQUUGU YCVGTVJGHVCPFOGVGTKPIKPCEEWTCEKGU
Ű 4GCNNQUUGU NGCMUCPFDWTUVU
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A 2011 study by the Smart Water Networks Forum
(SWAN), a Council advisor, compiled NRW losses in
WTDCPEGPVGTUCTQWPFVJGYQTNF6JGƒPFKPIUYGTGUVCIgering. The NRW in Guayaquil, Ecuador topped the list at
73 percent, but Adana, Turkey wasn’t far behind at 69
percent. NRW ranging from 30 to 50 percent were not
uncommon. Conversely Singapore, which is recognized
as a leader and innovator in smart water, reported NRW
losses of just 4 percent.
As Navigant Research analyst Neil Strother states:
“Losses from NRW represent $14 billion in missed revenue
opportunity each year, according to the World Bank. The
economic case for better water metering is compelling.”

The compelling case
for smarter water.

Losses from non-revenue water – which can
include everything from
water theft to leaks and
billing irregularities –
represent an estimated
$14 billion in missed
revenue opportunity
each year, according to
the World Bank.
Figure 8.11
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Navigant has forecast that the global installed base of smart water
meters will reach 29.9 million by 2017, up from just 10.3 million meters
in 2011. By the end of the forecast period, Navigant anticipates that 3.3
million smart water meters will be shipped each year, representing an
annual market value of $476 million.
And smart water meters are only part of the larger market. In 2011, Lux
Research said that the market for technologies to inspect and repair the
world’s aging water infrastructure was approaching $20 billion worldwide and growing at a healthy 10 percent. It reported that many municipalities were desperately seeking cost-effective new ways to maintain

Water targets
Many technologies and best practices can
help cities develop a smart water system. Five
VCTIGVUURGEKƒECNN[TGNCVGVQYCVGTCPFYCUVGwater and will be discussed in detail below.
We’ll also talk about several of the universal
targets as they apply to smart water.
Implement optimal instrumentation and
control across the watershed. We’ve added
on to this universal target to remind you that
most cities will need information that extends

their pipe networks. Lux claimed that the most successful solutions
would be those that can monitor the entire water infrastructure and
reveal the sections in most urgent need of repair.
ū1WVFCVGFYCVGTKPHTCUVTWEVWTGCPFTGEQTFFGƒEKVUCTGDQVJHWGNKPIFGOCPF
for low-cost inspection and repair solutions – namely software and sensor
technologies that can provide a snapshot of a utility’s entire infrastructure,”
said Brent Giles, a Lux Research senior analyst. “Without this holistic view,
utilities cannot prioritize the most critical repairs – and may end up throwing money down the drain to address the leaks that are visible today rather
than the ones that could prove catastrophic tomorrow.”

beyond their city boundaries. A smart water
network uses sensors to capture data on the
condition of the water and the equipment.
These devices are installed in both traditional
and non-traditional segments of the watershed – from the pipes and pumps to green
water systems in gardens or rooftops that
collect storm runoff or grey water. As noted
above (and as illustrated in the case study
from the Netherlands), cities will want to
collaborate to gather data not just within city
limits, but from the larger watershed as well.
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Smart water networks also utilize sensors that
monitor water quality. This may include tracking different grades of water to ensure they are
properly routed for the appropriate end use.
In addition to sensors for the physical infrastructure, some cities will want to consider
smart water meters. In regions with conservation mandates, smart meters can give
customers the detailed information they need
to curb consumption. Smart meters can also
reduce the need for additional sensors on
pipes, pumps and switches.
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Connect devices with citywide,
multi-service communications:

TIANJIN ECO-CITY –
SMART COMMUNICATIONS
FOR SMART METERS

Tianjin Eco-City is a flagship collaborative project
between Singapore and China. Established in 2007, it is
built on the vision of being “a thriving city which is socialN[JCTOQPKQWUGPXKTQPOGPVCNN[HTKGPFN[CPFTGUQWTEGGHƒcient.” Located in the city’s Binhai New District, the
community will cover a land area of about 30 square kilometers. When completed in 2020, it will house approximately 350,000 residents.
6KCPLKPJCUUQOGQH%JKPCŨUUVTKEVGUVDWKNFKPIGPGTI[GHƒciency standards. Each apartment comes with an underITQWPFRCTMKPIURCEGCPFIQXGTPOGPVQHƒEKCNUUC[VJCV
charging stations and subsidies for electric cars are
planned.
In June 2013, Council member Itron completed the installation of 25,000 smart meters for water, heat and gas. The
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pilot project measures, collects and analyzes data from the
meters to produce actionable intelligence. For instance,
residents see graphical data to learn about their energy and
water usage. It also helps simplify the billing process and
provides detailed consumption information which reduces
billing disputes.
“With this project, Itron is providing China’s only unified
platform that manages water, heat and gas data together
under one system,” said Mingus Yu, general manager,
Water and Heat, for Itron in China. “Through this successful deployment, Itron is demonstrating its commitment to
supporting the Chinese government’s smart city plan.”

Connect devices with
citywide, multi-service
communications.

Itron installed 25,000
smart meters for water,
heat and gas in China’s
Tianjin Eco-City. The
WPKƒGFRNCVHQTO
manages water, heat
and gas data together
under one system.
Figure 8.12

Both Singapore and China see Tianjin as a way to demonstrate their commitment to sustainability.
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Connect devices with citywide, multi-service
communications. This universal target applies
equally to water. It is worth reminding, however, that most cities should NOT build a
communications network just for smart water
purposes. Instead, they should seek to piggyback on an existing network. Or share costs
with other departments to build a system they
all can use. For instance, in Tianjin China, a
single communications network carries the
signals for smart meters of several different
kinds. (See sidebar on previous page.)
Create and adhere to a citywide data management, transparency and sharing policy,
including water usage data. In the Universal
chapter, we discussed the merits of a citywide
data management policy. In this chapter, we
want to recommend additional rules that apply
URGEKƒECNN[VQYCVGT
Cities may not own their own municipal water
utility, but they will want to have access to
overall usage data provided by the local utility.
It’s important to ensure that the data
conforms to the citywide data management
policy, even if it originated elsewhere. Cities
will also want to encourage utilities to grant
water customers access to their own
consumption data so they can see hour-byhour how, when and where they use water.
Armed with this type of information, they can

make choices and tradeoffs that can reduce
their water usage and their utility bills.
From a smart city perspective, water usage
data is invaluable for long-range planning, for
OCMKPI\QPKPIFGEKUKQPUHQTYCVGTGHƒEKGPE[
programs, for low-income assistance
programs – and for setting an example by
reducing water consumption in city facilities.
Consider a cloud computing framework. With
the cost of cloud services declining, this
universal target can make sense for cities
large and small. It is particularly germane to
the water sector in North America. In that part
of the world there are few large water companies. Instead, water is managed by more than
18,000 small- to medium-sized organizations.
Few of them have the budget for a large ICT
staff and powerful server farms. Yet they can
get the same power and benefits as larger
organizations by turning to software-as-aservice running in the cloud.

valves are located. 2) A city water department
should seek to share costs with other departments if it needs to build a GIS system from
scratch. A central GIS enables efficiency
gains through more intelligent scheduling and
routing, provides improved accuracy of essential records and boosts resiliency of key
assets.
Achieve full situational awareness across the
watershed, informed by weather data.
Situational awareness is a universal target.
When it comes to the water responsibility, it
means getting a complete view of what’s
happening across a watershed. Such insight is
essential for cities that want to ‘close the loop’
and promote sustainability by relying on their
local watershed rather than importing water
from elsewhere. That situational awareness
should be further expanded by including local
and regional weather data. Weather data can
help give an accurate view of current conditions and can help predict future problems.

Have access to a central GIS. A central
geographic information system (GIS)
improves decision-making capabilities citywide, hence its inclusion as a universal target.
Two reminders germane to water: 1) In many
parts of the world the water system is well
over 100 years old and many water utilities
don’t know exactly where all the pipes and
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Achieve operational optimization:

LONG BEACH WATER
OPERATORS SEE THE BIG
PICTURE IN REAL TIME

The Long Beach, California water department is responsible for keeping the city’s 487,000 residents adequately
supplied with clean, good-tasting water. It is also responsible for the safe delivery of wastewater to its nearby
sewage treatment facilities. It’s a complex system
consisting of nearly 30,000 different data points.
1RGTCVKPIKVUTGOQVGHCEKNKVKGUCPFVTGCVOGPVRNCPVUGHƒciently requires Long Beach Water to use sophisticated
technology to help maintain communications over the
entire system in real time.
To enable its control room staff to effectively monitor and
manage more than 90 remote telemetry units and its
groundwater treatment facility, the water department
uses a comprehensive Wonderware ® solution from
Council member Invensys.
The system is PC-based and uses the Microsoft
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Windows operating system with Wonderware’s InTouch®
human machine interface (HMI) software, which provides
real-time visualization capabilities to monitor and control
different sites.
The department polls the 40 remote sites throughout the
water system an average of once every minute to ensure
GHƒEKGPVQRGTCVKQPU6JGFCVCKUUVQTGFKPC9QPFGTYCTG
*KUVQTKCPGPCDNKPIVJGYCVGTFGRCTVOGPVŨUOCKPQHƒEGVQ
have simultaneous access to multiple data inputs from
pumps, valves and equipment throughout the city.

Achieve operational
optimization.

Long Beach Water
operators have a
complete picture of
the city’s water system
processes at any
given time.
Figure 8.13

Operators have a complete picture of the city’s water
system processes at any given time, thereby improving
overall performance. With this level of visibility, subtle inefƒEKGPEKGUCPFCP[YCVGTSWCNKV[RTQDNGOUECPDGEQTTGEVed immediately. And additional data critical to operations,
such as where a leak on a pipeline has occurred, can be
transferred back to the central site in real time.
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Achieve operational optimization for sustainability, efficiency, cleanliness and safety.
Operational optimization is a universal target.
We have extended it to emphasize its value in
a smart water network. Here are examples.
́ 2SWLPL]H ZDWHU FDSWXUH A city might
discover it is overdrawing from one source,
and underdrawing from another. Correcting
the situation creates a more optimized
operation and a more sustainable water
supply.
́ 2SWLPL]HZDWHUGLVWULEXWLRQ Analytics can
ensure water goes where it is needed, when
it is needed. Demand and supply can be
balanced, so that water is distributed,
EQPUWOGFCPFTGRQTVGFYKVJOCZKOWOGHƒciency. With smart meters providing data on
consumption at customer premises, water
pricing can move to a variable model to
acknowledge that water is more expensive
to procure in certain seasons and certain
times of the day.

Automate fault and leak management. A
smart water network can automate many parts
of the leak management process. Leak
management systems automate both the prioritization of repair work and the dispatch of
crews. They make water systems more resilient
to natural disasters and intentional damage.
Pursue predictive analytics. This universal
target applies to water in powerful ways. By
analyzing the data from a smart water infrastructure and combining it with weather data,
cities can predict problems, such as areas
prone to flooding. In some cities – including
Rio de Janeiro – smart systems can monitor
incoming storms and predict where floods will
occur later that day, so emergency steps can
be taken in advance.

́ 2SWLPL]H ZDWHU XVH Smart devices can
monitor conditions and assign different water
grades. Some grades might be acceptable
for your garden, but not for your cooking.

Pursue predictive
analytics.

By analyzing the data
from a smart water
infrastructure and
combining it with
weather data, cities
can predict problems,
such as areas prone
to flooding.
Figure 8.14
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Achieve operational optimization:

FLORIDA CITY OPTIMIZES
WASTEWATER
MANAGEMENT WITH
RENEWABLE ENERGY
FROM WASTE

Planning for continued long-term growth and expansion
of its international airport led the City of Sanford, Florida
to a decision to build a state-of-the-art wastewater treatment plant and recycled water distribution center.
Historically, Sanford had disposed of its wastewater treatment sludge (biosolids) by land application on a cityowned 1,868 acre rural site. Regulatory issues and environmental concerns resulted in a decision to install a natural
ICUƒTGFDKQUQNKFUFT[GTVQRTQFWEGQPN[%NCUU#DKQUQNKFU
Soon after the dryer decision, natural gas prices rose to a
historic high, demonstrating the characteristic volatility of
natural gas prices. This, and predicted long-term price
escalation, set the stage for Sanford to consider alternative
solutions.
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The Sanford Utility Department sought to identify a method of biosolids management and disposal that would be
long-term, cost effective, regulatory compliant and environmentally superior. Operating and capital budget
constraints were major concerns.
To meet the challenge, Council member MaxWest
Environmental Systems proposed to design, permit,
finance, build, own and operate an integrated biosolids
ICUKƒECVKQPU[UVGO$KQUQNKFUHTQOVJGEKV[ŨUQVJGTRNCPV
would be trucked to a receiving station for combined
dewatering, drying and gasifying. The proprietary
MaxWest System utilizes energy embedded in biosolids
as a source of renewable heat energy to dry biosolids to
Class A standards, replacing the use of natural gas. Over
the life of the 20-year contract, Sanford could save up to
$10 million.

Achieve operational
optimization.

Visitors to the utility
department in Sanford,
Florida, USA will see a
commercially operating
regional biosolids disposal
U[UVGOYKVJƒPCPEKCNCPF
GPXKTQPOGPVCNDGPGƒVU
to the host utility
and surrounding
wastewater systems.

Figure 8.15
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ADDITIONAL RESOURCES
Target: Implement optimal instrumentation across the watershed
Smart water metering solution reduces water usage by 10 percent in Australian city
Kalgoorlie-Boulder, Australia is a semi-desert, arid area, with low rainfall. It is situated 600 km east of Perth, has a
population of about 35,000 people and has no locally available, natural water supply. All the water is piped from
Perth. After installing a smart water metering solution from Council member Itron, the Water Corporation of
Western Australia was able to reduce the city of Kalgoorlie’s water use by 10 percent and eliminate occupational
safety and health risks. The system provided the ability to detect leaks and empower customers with consumption
data.
7DUJHW$FKLHYHRSHUDWLRQDORSWLPL]DWLRQIRUVXVWDLQDELOLW\HIͧFLHQF\FOHDQOLQHVVDQGVDIHW\
Nurturing Ireland’s emerging blue economy by listening to sensors in the sea
The Irish Marine Institute plays a role that straddles marine science and economic development. And as sensors
have become cheaper and more sophisticated, the Institute envisioned their widespread deployment in the ocean
as part of a “smart ocean” strategy. Working with Council member IBM and others, the Institute is using real-time
data streamed from sensor-enabled buoys in Galway Bay to develop analytical and predictive models that help
the maritime community interact more intelligently with their ocean environment.
Target: Achieve full situational awareness across the watershed
A layered view of data technologies for the water distribution network
This brief white paper from Council advisor SWAN highlights the entire system of data technologies connected to
or serving the water distribution network. For discussion purposes it separates the various components into layers,
each of which can be made more intelligent as the water network evolves into a smart water grid. highlights the
entire system of data technologies connected to or serving the water distribution network. For discussion purposes it separates the various components into layers, each of which can be made more intelligent as the water
network evolves into a smart water grid.
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WATER AND WASTEWATER TARGETS
+PVJGEJGEMNKUVDGNQYVCTIGVUURGEKƒECNN[RGTVCKPKPIVQVJGYCVGTCPFYCUVGYCVGTTGURQPUKDKNKV[CTGKPbold, universal targets are not.

Enabler
Instrumentation & Control
Connectivity

TECHNOLOGY

Interoperability

Water and Wastewater Targets:

How smart cities deploy and use ICT to enhance their water infrastructures

Partial

Over 50% Complete

Connect devices with citywide, multi-service communications
Adhere to open standards
Use open integration architectures and loosely coupled interfaces
Prioritize use of legacy investments
Publish privacy rules
Create a security framework
Implement cybersecurity

Data Management

Create a citywide data management, transparency and sharing policy
(Supplement: including water usage data)

Analytics

None

Implement optimal instrumentation (Supplement: across the watershed)

Security & Privacy

Computing Resources

Implementation Progress

Consider a cloud computing framework
Use an open innovation platform
Have access to a central GIS
Have access to comprehensive device management
Achieve full situational awareness
(Supplement: across the watershed, and informed by weather data)
Achieve operational optimization
6XSSOHPHQWIRUVXVWDLQDELOLW\H̪FLHQF\FOHDQOLQHVVDQGVDIHW\ 
Achieve asset optimization
Automate fault and leak management
Pursue predictive analytics
Figure 8.16
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CHAPTER 9

HEALTH AND HUMAN
SERVICES
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Advances in information and communications technologies (ICT) will transform the delivery of essential health and
human services in powerful ways – and smart cities will ride
the wave to ensure a better life for residents.

1

Let’s imagine Los Angeles in the year 2030. An
ill student is home in bed, following her algebra
instructor’s lesson over her smartphone. The
instructor asks the class to solve for X, and our
student raises her hand miles away to solve the
equation in real time. Later that night, through
an app on the same phone, she downloads her
algebra homework assignment and in a virtual
classroom she and her fellow students work
together to apply the day’s lessons.
5JGƒPKUJGUJGTJQOGYQTMCPFQRGPUWRCPGY
app – one that transmits data from her ongoing
radiology treatment to her specialist in New
York. She uses the health devices her hospital
supplied and sends her data off in a matter of
minutes. Downstairs, her mother is online
accessing her daughter’s Medicare records
through the same portal that she has used to
receive job training and employment referrals.
Welcome to the future of health and human
services delivery, enabled by advanced technologies that will help smart cities improve the
well-being of their citizens.
But before we dive too far into this chapter,
let’s deal with some definitions. In the
Readiness Guide we consider human services
those that cities provide to support the wellbeing of residents – their health and welfare,
their education, the clean air they breathe and
even the food they eat. Whereas in previous

chapters we showed how ICT makes infrastructure smarter, in this chapter we explore
how ICT empowers people to be smarter and
healthier. The importance of smart human
services can’t be understated – after all, an
educated and healthy city is a wealthy and
successful city.

Making health and human
services smarter
(QTQWTRWTRQUGUYGJCXGKFGPVKƒGFHQWTKPVGTrelated and codependent categories of human
services that ICT can transform to improve
outcomes for city residents. As you look to
transform these health and human service
areas, it is important that you work with both
public and private organizations and infrastructure in your city as often some of the
assets involved are not owned by the city.
1. Public health is the macro, citywide view
of health. Epidemiology, air quality, UV radiation, health research and development,
population health management, food safety, health literacy and other large-scale
issues are the concern of city public health
agencies. Smart public health uses ICT to
improve outcomes for citizens and cities
alike. City agencies can use sensors to
collect data on air quality, noise pollution,
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UV radiation, diseases and a host of other
factors that impact public well-being. They
can also proactively receive health information directly from citizens, by encouraging
them to share their health feedback and
experiences through smartphone apps.
This data can then be analyzed to detect
trends and potential problems – and to
inform city decision-making – which might
include anything from zoning laws to emission standards to mobilizing health providers to respond to an outbreak.
2. Health is how cities support the mental
and physical well-being of residents.
Today the traditional ways cities
approached healthcare are being challenged by several factors, all of which have
converged to place an enormous strain on
already tight budgets:
Ű 0QPEQOOWPKECDNGFKUGCUGUCPFFKUQTFGTU
like heart disease, diabetes, obesity, stress,
mental health problems and so on have
grown significantly in the last decade, and
are often concentrated in urban
environments.
Ű /CP[TGIKQPUQHVJGYQTNFJCXGKPCFGSWCVG
health services that are strained by increasing demand at the same time populations
are aging and people are living longer.

2

Ű7TDCPRQRWNCVKQPUEQPVKPWGVQUYGNNCTQWPF
the globe; over half of all people now live in
cities and the trend is expected to continue.
The emerging discipline of “smart health” uses
technology to overcome these challenges (and
greatly improve outcomes) in these ways:
Ű+VDTQCFGPUCPFFGGRGPUCEEGUUVQJGCNVJ
services.
Ű+VVTGCVUJGCNVJJQNKUVKECNN[CVVCEMKPIJGCNVJ
considerations proactively, across a broader
range of city services and departments, and
by focusing on prevention and healthier
living.
Ű+VUWRRQTVUDGVVGTEQQRGTCVKQPEQNNCDQTCVKQP
and productivity between multidisciplinary
and often geo-dispersed teams of health
professionals.
Smart health uses technology to improve citizen access to healthcare. Remote delivery of
health services via smartphones, computers or
video devices – often referred to as telemedicine or mobile health – makes it possible for a
patient to receive advice and treatment from a
doctor without having to leave home or work .
And the doctor can assess and treat condiVKQPUKPTGCNVKOGCPFYKVJOCZKOWOGHƒEKGPE[
This is one example of how smart cities use
ICT to improve health – reaching more people

in less time and using fewer resources without
compromising the quality of health outcomes.
Here’s another: Using ICT to integrate health
data from all city departments and agencies
into a single health history portfolio. That way
the patient’s health data is easily accessible
wherever they go to seek health services,
reducing the likelihood of lost or misplaced
ƒNGUCPFOCMKPIJGCNVJECTGFGNKXGT[OQTGGHƒcient for all concerned.
Additionally, natural user interfaces and
analytics can “learn” about patients as they
grow a health history and suggest tailored and
URGEKƒEJGCNVJKPVGTXGPVKQPUŤQHEQWTUGYKVJin the limits of city security and privacy standards and with a person’s permission. A
patient showing signs of hypertension, for
example, might receive life-saving information
about heart attack risk and prevention.
There’s also the convenience factor. A mother
gets a text on her smartphone that it’s time for
her child’s vaccination; she can make and/or
reschedule the appointment on her phone or
on a web portal. In so many ways, information
can be a powerful tool in health – and ICT can
help get it to the people who need it, when they
need it.
3. Human services refer to a new and broader
spectrum of easily accessed services that
help people live better lives. These include
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services to help people deal with substance
abuse, domestic violence, HIV/AIDS, nutrition
and physical fitness. It includes helping the
homeless find beds to sleep in, disabled
people find accessibility features across
cities and dysfunctional families get counseling services.
While it is common for cities to treat health
and human services separately, smart cities
integrate a client’s human services history
into their health portfolio for better outcomes
CPFITGCVGTGHƒEKGPE[#PGZCORNGOKIJVDG
a homeless person showing up at a shelter
seeming distraught or mentally disturbed. A
shelter worker accessing the person’s health
history profile might discover he had been
prescribed medication by a mental health
professional some months back but the
prescription had lapsed.
4. Education and skill development are a
priority in a smart city. They provide opportunities for all ages and all levels, ranging
from toddler story hours at the public
library to computer classes at the senior
center. K-12 education, workforce training
programs and higher education are all
essential. But today education is mostly
stuck in the physical world. With the right
deployment of ICT, cities can revolutionize
the connection between student and teacher, school and learning.

3

HEALTH AND HUMAN SERVICES

Smart health and
human services is
about using ICT to
improve outcomes.

This includes everything
from improving access
to medical advice via
telemedicine to
integrating patients’
health and human
services history into a
single, easily accessible
online portfolio.

Figure 9.1
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BROADBAND PUTS
PATIENTS AT HOME
FACE-TO-FACE WITH
HOSPITAL CLINICIANS

ICT technology developed by a UK consortium allows
patients with chronic illnesses to consult with hospital
clinicians in the comfort of their own homes. Not only
does the technology allow the patients to avoid the often
painful, time-consuming and expensive process of traveling to the hospital for outpatient services, advocates say
it could save the National Health Service (NHS) millions
of pounds a year.
The Assisted Living Innovation Platform uses a set-top
box linked to a patient’s home television and standard
broadband connection, allowing hospital specialists to
consult with their patients face to face. Using technology
similar to Skype, the set-top box is a more advanced
video conferencing unit complete with web camera that
sits on top of the TV. The patient can see the clinician on
their TV screen and the clinician can see the patient on
their computer screen in the hospital. The system also
delivers educational materials related to a patient’s condi-
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tion direct to their television. Patients can also use it to
access a 24-hour “telehealth” hub staffed by nurses who
can refer patients to specialists as needed.
Analysis of the telemedicine project, which was supported in part by the UK Technology Strategy Board, an adviser to the Smart Cities Council, found:
Ű 6JGPGVUCXKPIVQ0*5HTQOWUGQHVJGU[UVGOD[C
patient with chronic obstructive pulmonary disease of
moderate severity is anticipated to be between £3-4k
per patient per year.
Ű 1HVJGƒTUVECNNUVTKCIGFVJTQWIJVJGJQWTJWD
33 percent resulted in an avoided admission and 9
percent in an avoided GP visit. Another 13 percent were
admitted but care was streamlined as a result of
targeted treatment.

Connect all devices
with a citywide
communications
system.

The UK’s National Health
Service (NHS) estimates 70
percent of its total
expenditure is committed
to helping people manage
their long-term conditions,
such as diabetes. Remotely
connecting patients with
hospital clinicians via a
television hookup can
KORTQXGVJGGHƒEKGPE[QH
NHS and the patients’
quality of life.

Figure 9.2
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Dependencies in health
and human services

Improving patient
satisfaction.

With telemedicine,
patients can reduce the
amount of time they
have to take off work to
travel to a doctor’s
QHƒEGCPFUKVKPC
waiting room.

When planning improvements in the public
health arena, it’s important for cities to recognize dependencies between healthcare services and other city systems and services.Clearly,
public healthcare services rely heavily on a
city’s public safety, communications and
YCVGTU[UVGOU1PGGZCORNG6JGJGCNVJQHC
city’s population is at risk if municipal water
supplies are contaminated.
1P VJG JWOCP UGTXKEGU HTQPV  EQPUKFGT VJG
dependencies between education and communications, energy systems and government
administrative services. For example, enhancing
communications technologies and access to
them can help conquer the “digital divide” that
challenges low-income students. The same
communications technologies can improve
access to remote education services. Local
government policies are needed to support such
programs.

Benefits of health and
human services
Before we examine this chapter’s targets in
detail, consider how smart health and human

Figure 9.3

services enhance livability, workability and
sustainability:

Livability
Improving patient satisfaction. 1PGQHVJG
primary benefits of telemedicine is the
increased satisfaction it delivers to patients –
especially the elderly and mobility-challenged,
but others too. Imagine if instead of taking
time off work, making a trip to the doctor’s
office and then sitting in a waiting room, you
could transmit your health data on your own
time, and your physician could review it with
you via a video feed. Telemedicine eliminates
much of the hassle associated with healthcare.
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Improving the delivery of health, education
and other human services. City services are
often underused because those most in need
of them may not know they are available,
aren’t sure they qualify, or don’t know how to
access them. An integrated, personalized citizen portal ensures easy, on-demand access to
information people need.
Ensuring better, faster response to public
health emergencies. The combination of
smart devices, advanced and predictive
analytics – even social media – empower
public health officials like never before. They

6

can monitor the outbreak of a disease or a
hazardous fuel spill in real time, predict how it
will spread and alert the public instantly
through a wide range of communications
channels.
Broadening access to healthcare. As cities
grow larger, medical resources and access to
expertise are stretched further and further. But
ICT helps doctors reach as many patients as
possible, improving health outcomes across
cities.
Improving the precision and accuracy of
health interventions. Analytics can help cities
provide health warnings and educational
outreach to the very people who need them.
Not only is precision an efficient use of
resources, it can save lives by encouraging
behavioral change and promoting healthier
decisions.
Preventing diseases and disorders before
they emerge. ICT unearths an understanding
of city populations that city health managers
can use to build targeted prevention
campaigns. What’s more, ICT can deliver these
campaigns directly to citizens’ fingertips so
that information is widely digested and acted
upon, helping reduce critical problems like
obesity, heart disease and hypertension to
name just a few.
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Reduce long-term health costs.
Cities can take steps to reduce the
cost of healthcare by encouraging
preventive actions and educational
campaigns.
Figure 9.4

7

Workability

Sustainability

Improved public health means fewer work
hours missed. A 2012 study estimated that
illness cost the United States economy around
DKNNKQPFQNNCTUC[GCT%KVKGUVJCVWUG+%6VQ
bolster awareness of public health issues and
promote remedies optimize their citizens’ wellbeing, which translates into a more productive
workforce and a stronger economy as a result.

Telemedicine is cost effective. Medicaid and
other organizations recognize telemedicine as
more cost effective than traditionally delivered
medical care. By promoting its use, cities can
ensure that medical providers can perform more
great work with fewer resources.

Smart education makes a city more attractive to business and talent. Cities that make
education a priority and use technology to
empower current and future workers with a
superior education and continuing online
education and training – particularly in highdemand fields such as math, science and
technology – can capitalize on this demand to
draw new businesses and investment that
bolsters the local economy.

Reduced long-term health costs. By deploying smart devices that measure and monitor
public health conditions, and then using that
information to inform decisions citywide, cities
can take steps to reduce the cost of healthcare
through preventive actions and educational
campaigns.
Telemedicine and smart learning mean less
travel. Improved service delivery that utilizes
ICT cuts down on travel, which promotes the
conservation of energy resources.

Smart healthcare and social services make a
city more attractive to business and talent too.
Cities that offer access to state-of-the-art healthcare and social service programs have a
competitive advantage in attracting the creative
class of tomorrow. Put simply, if you’re a top
talent, you’re not going to locate your family
somewhere they’d have to leave when they
needed quality health and human services.

Telemedicine and smart
learning enhance
sustainability.

Improved service delivery
that utilizes ICT cuts down
on travel, which promotes
the conservation of energy
resources.
Figure 9.5
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Smart education makes a city more
attractive to business:

DEEPER STUDENT
INSIGHTS LEAVE A
DEEP IMPACT
For the Hamilton County, Tennessee Department of
Education, the essence of educational intelligence is
insight through granularity. And it’s one reason the county’s graduation rate has increased and standardized test
scores are up too.
The department started down the educational intelligence. path a few years ago, when it began looking into
why its students were consistently scoring below state
benchmarks on standardized tests. Administrators didn’t
get far before realizing they lacked the kind of detailed,
granular data that would be necessary to understand the
factors that contributed to the poor performance, much
less act on the problem.
What little performance data Hamilton County had been
receiving came from state scoring reports (as part of No
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Child Left Behind), which provided a lumpy, aggregate
measure of whether the county’s 40,000 students were
on track.
Implementing smart performance tracking technologies
from Council member IBM, Hamilton County educators
developed a performance modeling tool that extracts
KPFKXKFWCNUVWFGPVFCVCHTQOVJGEQWPV[ŨUUEJQQNUCPF
uses it to create predictive profiles, which help to flag
those students in need of proactive intervention by teachers or counselors. Using built-in algorithms, the model
determines which factors are the strongest predictors of
a student failing or dropping out.

Smart education
makes a city more
attractive to business.

Using analytics and
performance modeling
tools, educators in
Hamilton, County,
Tennessee have
determined how to
identify at-risk students
and implement processes
to help them succeed.

Figure 9.6

Identifying those students labeled “fragile” or “off-track” is
just the beginning of a process whose ultimate aim is the
success of the student.
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Health and human
services targets
As you’ll see in the pages that follow, there are
VYQVCTIGVUURGEKƒEVQVJKUJGCNVJCPFJWOCP
services chapter and they will be discussed in
detail. We’ll also explain how other universal
targets apply to health and human services.

Instrumentation
and control
Health and human services use instrumentation
and control in two slightly different ways, but
the primary mission remains the same as in
other city responsibility areas. It’s all about data
collection.
Implement optimal devices and other instrumentation for each human service.
Implementing the right data-capturing devices
across all of a city’s health and human services
responsibility areas is the objective here. Given
the new and different types of services
involved, different kinds of instrumentation will
be required.
For instance in a smart city, public health
departments deploy passive data-collecting

devices across the urban environment. These
devices collect input on a variety of environmental and health parameters – air quality, UV
radiation, noise pollution and disease management among them. Instrumentation can
include smartphones and apps that allow
people to directly participate in city public
health monitoring by providing feedback about
conditions and experiences. The goal is to
provide data that cities can analyze to identify
threats, problems and trends, allowing them to
improve outcomes in a cost-effective and
people-friendly way.
Meanwhile in the healthcare, social services
and education arenas, devices collect data
from people for the most part. These include
devices that may monitor how patients in a
study are responding to a new medication or
ones that record academic progress in a new
teacher’s classroom. The purpose is to
provide actionable data that can be analyzed
for trends or problems.

diabettes or heart disease. And the opportunity
to use ICT for real-time, interactive checkups
allows physicians to deliver emergency medical
help that can save lives where more timeconsuming traditional medicine may be too late.
In education, there are many ways to improve
outcomes through ICT. Applying data analytics to test results, attendance and graduation
rates can help pinpoint problems and trends.
Today’s smart devices combined with all
manner of web apps and social media tools
connect students to teachers, to other
students and to diverse learning opportunities
in ways never imagined a few short years ago.
In one example, school-owned smartphones
VJCVCNNQYGFCYKTGNGUUEQPPGEVKQPVQ
VGCEJGTUKORTQXGFCNIGDTCRTQƒEKGPE[TGUWNVU
by 30 percent.

Data-capturing devices are critical for the telemedicine systems mentioned earlier. Patients
use devices to acquire data on their radiology or
pathology treatments in the comfort of their
homes and then transmit it to remote care
RTQXKFGTUVJGITGCVGTGHƒEKGPE[ECPUCXGVKOG
money and resources. Similar savings can
occur when health professionals remotely monitor patients with chronic conditions like
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Privacy and security
Nowhere perhaps is privacy and security more
critical than in health and human services.
Citizens must be able to completely trust the
public agencies that maintain files with what
may be very sensitive personal information.
These targets outline how smart cities handle
this.
Publish privacy rules. Even though there are
often very specific laws regarding how health
information is handled, smart cities still need
to be very transparent about their commitment
to safeguarding the privacy of all citizens.
Create a security framework. Mitigate risk by
taking a proactive approach to security – identifying and addressing threats before they can
cause damage.
Implement cybersecurity. Cyber crimes are
on the rise and this is another critical step
toward protecting data that may reveal sensitive personal information about citizens
served by health and human service agencies.
Implementing cybersecurity early on maximizes protection while minimizing costs.
De-identify patient and student data for storage and research in the cloud. Before storing
health and human services data in the cloud, it’s
imperative to remove any personally identifying

information that ties an individual to specific
data. That helps protect a person’s privacy in
the event the data is stolen or otherwise
compromised.
By taking these steps, cities will do much to
assuage potential privacy concerns that could
become a barrier to telemedicine or other
advances in health and human services
technologies.

Connectivity
We talked earlier about how public health
agencies use smart devices and other instrumentation to collect data about air quality,
disease outbreaks and the like. Collecting it is
only a starting place.
Connect devices with citywide, multi-service
communications. Connecting the smart
devices deployed around cities for public
health data-capture to a citywide communications system is important for realizing
improved public health outcomes in the same
way that smart gas or water meters must be
connected to optimize those infrastructures.
Water quality monitors that detect a chemical
leak that could contaminate a popular swimming beach isn’t useful unless the information
is communicated in real time to all of the city
departments that might need to get involved.
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De-identify patient
and student data for
storage in the cloud.
Remove any personally
identifying information
that ties an individual to
URGEKƒEFCVCDGHQTG
storing it in the cloud to
help assuage potential
privacy concerns that
could become a barrier
to telemedicine or other
advances in health and
human services
technologies.
Figure 9.8
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Create a security framework:

REDUCING IT
MANAGEMENT WORRIES
IN HEALTHCARE
DELIVERY WITH IP
ADDRESS SOLUTION

Every day in Stockholm, Sweden, nearly 21,000 people
XKUKVCFQEVQTCDQWVRGQRNGCTGCFOKVVGFVQVJG
EKV[ŨUUGXGPJQURKVCNUCPFCDQWVEJKNFTGPCTGDQTP
They are the concern of hospital administrators, doctors,
nurses, physician’s assistants and midwives.
The IT managers at Stockholms Läns Landsting, the
Stockholm County Council may not know the names of any
of these people on any given day, but they are concerned
for them too, because the medical care they receive is
dependent, in part, on the directory services infrastructure.
That infrastructure includes about 1,000 server computers
CPFENKGPVFGXKEGUOQUVN[FGUMVQR2%U#PFKVŨU
growing. Those computers require management and
maintenance of various sorts from hardware replacements to software updates.
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But with its existing system it was possible for computers
to be misidentified with incorrect or multiple addresses.
This would be a problem for any enterprise, but it was a
special problem for a network focusing on healthcare delivGT[1NNG4WPFNȘH&KTGEVQT[5GTXKEGU5GTXGT/CPCIGTCV
Stockholm County Council, makes the problem clear with a
UKPINGGZCORNGū+OCIKPGCJQURKVCNŨUQHƒEG2%UWPFGTIQKPI
a regular, scheduled update,” he says. “Now, imagine a
UWTIGQPŨU2%KPCPQRGTCVKPITQQODGKPIOKUKFGPVKƒGFCU
QPGQHVJQUGQHƒEG2%UCPFWRFCVKPICPFTGDQQVKPIKVUGNH
during a crucial moment in a surgical operation.”

Create a security
framework:

A system that could
misidentify computers
with incorrect or
multiple addresses
would be a problem for
any enterprise, but it
was a special problem
for a network focusing
on healthcare delivery.

Figure 9.9

The Council migrated to a solution from Smart Cities
Council member Microsoft and adopted the IP Address
Management in Windows Server 2012 to gain the security
and near-total availability that it needs. The solution also
reduces time spent managing the address space and
allows it to adopt new devices and solutions as it’s ready
to do so.
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Data management
To reinforce the privacy and security strategies highlighted in the previous section, smart
cities will want to make sure all departments
are following the same rules.
Create and adhere to a citywide data
management, transparency and sharing policy. Again, due to the sensitive nature of data
involving health and human services, it goes
without saying that a policy needs to be very
explicit about who owns which data sets, who
has access, how it can be shared and when it
should not be shared.
When cities adopt an open data policy for nonsensitive information, they unleash enormous
possibilities. In conjunction with a strong and
clear privacy policy, city health and human
services data can be used to create new
health, social services and education apps –
an easy win for cities and residents.
Architect a single health history for citizens.
Smart cities integrate personal health data
from their different agencies and departments
so that patients can enjoy the benefits of a
single health history. A single health history is
critical for the delivery of tailored and personalized health interventions and promotes the
GHƒEKGPVWUGQHTGUQWTEGU#PFVJKUTGRQUKVQT[

can be more than passive storage – it can be
an online, security-enhanced storage, sharing
and services platform that citizens can
access.

Computing resources
There’s nowhere in a smart city that computing resources aren’t a major player. Below is a
quick refresher on four targets to consider in a
health and human services context.
Consider a cloud computing framework.
Cloud computing has become more affordable
and more prevalent. Smart cities of all sizes
may see advantages in the cloud’s scalability,
reliability and cost. However, as we mentioned
GCTNKGTDGHQTGWRNQCFKPIRGTUQPCNN[KFGPVKƒCDNG
health and human services data to the cloud,
steps must be taken to “de-identify” it.
Use an open innovation platform. An open
innovation platform empowers innovators. And
the possibilities in the health and human services arena are limitless. In New York City, for
example, residents can download an app that
provides all sorts of useful information about
local restaurants – including what grade they
received in their most recent health inspections.
Have access to a central GIS. With health and
human service agencies spread out in many
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Use an open
innovation
platform.

App development
possibilities in the
health and human
services realm are
limitless. This app
provides details on
recent health
inspections at New
York City
restaurants.
Figure 9.10

parts of a city, a GIS will prove useful for smart
cities. A central GIS enables efficiency gains
through more intelligent scheduling and routing, provides improved accuracy of essential
records and boosts resiliency of key assets.
Have access to comprehensive device
management. It’s important to include devices used by health and human services workGTUKPVJGƒGNFŤUOCTVRJQPGUNCRVQRUGVEŤ
as part of a city’s device management system
to ensure they comply with city data management, security and privacy policies.
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Consider a cloud computing
framework:

SCHOOL DISTRICT
USES DATACENTER
SERVICES TO REDUCE
COSTS, IMPROVE
EDUCATION

Tainan City Education Center is responsible for the technolQI[PGGFUQHVJG6CKYCPEKV[ŨURWDNKE-ŤUEJQQNU
This includes Internet connection infrastructure; IT education to help students achieve high levels of technology literacy, and value-added services to assist the schools’ teachers and administrators, such as electronic administration,
educational technology recommendations and self-service
application development.
Each school has traditionally hosted its own server infrastructure, and the large number and geographic distribution of the schools has made it challenging and costly to
provide a consistently high level of IT support.
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The education center has begun migrating to a new
centralized IT infrastructure based on a private cloud
model developed in consultation with Microsoft Services
Consulting. Microsoft is a Smart Cities Council member.
Education center officials anticipate that the new infrastructure will save the city US$344,000 per year in hardware and support costs, and it will reduce the district’s
ECTDQPGOKUUKQPUD[VQPUCPPWCNN[+PCFFKVKQP
teachers can take advantage of cutting-edge technology to
improve classroom materials, and students have increased
access to educational resources.

Consider a cloud
computing framework.
Migrating to a new
centralized IT infrastructure based on a private
cloud model is expected
to save Tainan City
US$344,000 per year and
improve educational
resources in classrooms.

Figure 9.11
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WIRELESS VIDEO
SOLUTION HELPS
HOSPITAL PATIENTS
COMMUNICATE WITH
DOCTORS

Bradford Royal Infirmary and St Luke’s Hospital are
teaching hospitals in the United Kingdom that serve the
JGCNVJECTG PGGFU QH  EKVK\GPU QH YJKEJ 
percent are from black or minority ethnic (BME) origins.
Many of them do not speak or understand English, a situation that often resulted in patient communication problems at the hospitals.
9KVJQXGTDGFUCPFUVCHHEQNNGEVKXGN[VJGUGVYQ
busy hospitals deal with over 120,000 accident and
GOGTIGPE[ #' CVVGPFCPEGUC[GCTPGCTN[RGTEGPV
of whom are estimated to be from the BME communities.
Effective communication between doctors, nurses and
patients is vital, but interpretation services were inconsistent. For face-to-face consultations, clinicians used
in-house interpreters or hired interpreters from their
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professional register who specialized in a core set of
languages. However, these interpreters were not always
available at short notice, so clinicians were often forced
to communicate via patients’ relatives and friends. The
alternative was to use a telephone interpreting agency,
but this approach was expensive and unpopular with
medical staff because it lacked the visual interaction
needed in a patient consultation.
In addition to inconsistency and expense, these methods
of interpretation had other disadvantages. Using nonprofessionals increased the risk of misinterpretation, which
could create potential risks when delivering medical care.
Similarly, using a male interpreter could be embarrassing
for women, particularly if their condition was of a sensitive nature.

Innovating with ICT.

A wireless video
solution allows two UK
hospitals to provide
much-needed
interpretive services to
patients on a timely
basis, providing a better
patient experience with
less risk of incorrect
treatment or cultural
offense due to language
issues – and also
reducing hospital costs.
Figure 9.12
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That’s when they came up with the idea of video interpreting. They
already used wired and wireless networks from Council member Cisco,
so they consulted experts from the Cisco Healthcare Team to help
design a wireless-based video solution. A proof of-concept was subsequently arranged to thoroughly test the Cisco solution and gather feedback from both clinicians and patients.

communication. Using a mouse, clinicians select the language they
require and the preferred gender of the interpreter. The system uses one
QHVJGJQURKVCNŨU%KUEQYKTGNGUUCEEGUURQKPVUVQEQPPGEVVQCFGFKcated team of interpreters who constitute, in effect, a small contact
center. To help ensure quality of services, video interpreting services are
UGITGICVGFHTQOQVJGTVTCHƒEQPVJGYKTGNGUUPGVYQTM

The result is a fleet of trolley-based interpreting endpoints, which are
powered by battery packs, allowing easy transportation to any hospital
location. The trolley offers a simple keyboard and screen with video

The primary focus is to make hospital services more accessible to nonEnglish speakers, but a hospital official estimates the solution will
reduce interpretation costs by 30 percent.

Analytics
The four targets highlighted here demonstrate
how analytics are particularly important as
cities monitor trends and developments in
public health.
Achieve full situational awareness. Smart
cities use monitoring devices to take the pulse
of the city and its people. Situational awareness aids that effort by increasing the reliability and resiliency of the public health infrastructure and those monitoring devices, allowing for quick response to incidents that threaten public health and well-being.
Achieve operational optimization. Analytics
help cities ensure the best possible public health
outcomes. For example, they may reveal a

sudden shift in air quality in a particular part of a
EKV[VJCVTGSWKTGUEQTTGEVKXGCEVKQP1TCPCN[UKU
of health records may reveal an abnormally high
number of lung cancer cases in a community,
prompting an investigation by public health
QHƒEKCNU

trends and take action before situations worsen can make a city more livable. By monitoring
the path and characteristics of a virus, for
instance, public health officials can predict
where it will strike next and alert residents
how they can protect themselves.

Achieve asset optimization. The objective
here is to ensure maximum value is extracted
from a city’s investments in health and human
services infrastructure – which includes everyVJKPIHTQOEQORWVGTUKPQHƒEGUVQƒGNFFGXKEGU
that monitor things like water quality at public
beaches. Calculating precisely which assets
should be replaced or repaired and when helps
achieve maximum return on investment.

Predictive analytics also has implications for
smart healthcare. As patients build a personalized, single health history, predictive analytics can alert them and their physicians when
they are at risk of developing a given health
RTQDNGO1TVJGUGCPCN[VKEUECPJGNRRCVKGPVU
understand what their own health might look
like in the future, providing patients with an
incentive for behavior changes – and empowering them to prevent disease and other problems before they cause damage.

Pursue predictive analytics. Analyzing health
and human services data to spot patterns and
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Pursue predictive analytics:

USING BIG DATA
TO SOLVE BIG
HEALTHCARE ISSUES
IN THE CLOUD

A team from Council member GE has gathered demographic, economic, and epidemiological data and built a
system, called Corvix, to simulate, improve and expand
the treatment of heart disease.

Higashi says that the system seeks to find an “optimal
solution” to a problem, a point where the most “players”
TGEGKXGVJGOQUVDGPGƒV

“We are converting big data into intelligent data,” says
Mitch Higashi, chief economist at GE Healthcare. “We are
creating digital clones of human beings and they live out
their lives in the cloud. It’s almost like running different
versions of the future. How does the population health
trajectory change over time? We can accelerate getting
to the right answer.”

Healthcare, for example, has a number of stakeholders,
HTQORCVKGPVUCPFIQXGTPOGPVQHƒEKCNUVQFQEVQTUGSWKRment makers and hospitals. The GE system could help
planners build hospitals in the right place for the right
price and fill them with the right equipment so that the
most people can live longer and better lives. “Qualityadjusted life-years is one of the outputs of the model,”
Higashi says. “That’s the utility measure we use.”

The team is testing the system in the Indian state of
Andhra Pradesh.

Data scientists and health economists at GE Healthcare
spent two years developing the system.
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Pursue predictive
analytics.

Data scientists and
health economists
partnered with a
national lab for help
building a new
operating system for
Corvix that converts
data sets into virtual
beings.

Figure 9.13
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ADDITIONAL RESOURCES
Target: Implement optimal instrumentation
#KTSWCNKV[CIGPE[CWVQOCVGURGTOKVVKPIJKIJGTGHƒEKGPE[NGCFUVQDGVVGTCKTSWCNKV[
Bay Area Air Quality Management District (the Air District) regulates air pollution in the San Francisco Bay Area.
4GIWNCVQT[QXGTUKIJVHQTCFKXGTUGUGVQHDWUKPGUUGUJCUTGSWKTGFVJG#KT&KUVTKEVVQOCMGKVUDWUKPGUU
RTQEGUUGUUOCTVGHƒEKGPVCPFCWVQOCVGF6JG#KT&KUVTKEVYQTMGFYKVJ/KETQUQHVCPF8GTVKIQ5QHVYCTGVQKORNGment a foundation for an automated, online permitting and inspection system. It expects the solution to help it cut
RGTOKVRTQEGUUKPIVKOGHTQOFC[UVQCOCVVGTQHOKPWVGUHQTUKORNGTCRRNKECVKQPU
Target: Create a security framework
Nurses on the go: Moving sensitive information securely from remote locations
The Visiting Nurse Service of New York (VNSNY) is dedicated to home and community-based healthcare. It
JCUCRRTQZKOCVGN[GORNQ[GGUKPENWFKPIPWTUGUCPFQVJGTJGCNVJECTGRTQHGUUKQPCNUYJQWUGVCDNGVUVQ
record information from their home health visits. Realizing it needed a way to securely transfer data, including
patients’ health information, to company systems, VNSNY implemented WebSphere MQ software from Council
member IBM.

Target: Achieve operatonal optimization
Big data solution transforms healthcare with faster access to information
Ascribe, a leading provider of IT solutions for the healthcare industry, wanted to help clinicians identify trends
and improve services by supplying faster access to information. However, exploding volumes of structured
and unstructured data hindered insight. To solve the problem, Ascribe designed a hybrid-cloud solution with
built-in business intelligence tools based on Council member Microsoft’s SQL Server 2012 and Windows
Azure.
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HEALTH AND HUMAN SERVICES TARGETS
+PVJGEJGEMNKUVDGNQYVCTIGVUURGEKƒECNN[RGTVCKPKPIVQVJGJGCNVJCPFJWOCPUGTXKEGUTGURQPUKDKNKV[CTGKPbold, universal targets are not.

Enabler

Instrumentation & Control
Connectivity

TECHNOLOGY

Interoperability

Health and Human Services Targets:

How smart cities deploy and use ICT to enhance health and human services

Partial

Over 50% Complete

Connect devices with citywide, multi-service communications
Adhere to open standards
Use open integration architectures and loosely coupled interfaces
Prioritize use of legacy investments

Security & Privacy

Data Management

Create a citywide data management, transparency and sharing policy
Architect a single health history for citizens

Analytics

None

Implement optimal instrumentation

Publish privacy rules
Create a security framework
Implement cybersecurity
De-identify patient and student data for storage and research in the cloud

Computing Resources

Implementation Progress

Consider a cloud computing framework
Use an open innovation platform
Have access to a central GIS
Have access to comprehensive device management

Achieve full situational awareness
Achieve operational optimization
Achieve asset optimization
Pursue predictive analytics
Figure 9.14
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CHAPTER 10

PUBLIC SAFETY

From the standpoint of the average citizen, public safety
is one of the most visible and perhaps most understood of
city responsibilities. We see aid vehicles on highways and
E\ZD\VOLJKWV̨DVKLQJDVWKH\UDFHWRWKHVFHQHRIDQDFFLGHQW:HZDWFĶUḨJKWHUVRQWKHQLJKWO\QHZVULVNLQJOLIH
and limb to save people from a burning building. And we
SDVVSROLFHR̩FHUVRQELNHVDQGRQIRRWDVWKH\SDWUROFLW\
streets.
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In the Readiness Guide, public safety includes all the infrastructure,
agencies and personnel that cities call on to keep their citizens safe
ťRQNKEGCPFƒTGFGRCTVOGPVUGOGTIGPE[CPFFKUCUVGTRTGXGPVKQP
personnel, courts, correction facilities, neighborhood watch groups,
fire hydrants and squad cars. It’s a lengthy list that may include
infrastructure and resources from other city departments and nonEKV[CIGPEKGUCPFGXGPRTKXCVGEKVK\GPU
Smart cities empower these agencies and personnel with information and communications technologies (ICT) to create “smart public
UCHGV[ŬCPFITGCVN[KORTQXGUCHGV[QWVEQOGU6JGDTKGHUEGPCTKQCV
right illustrates the smart public safety concept.

Figure 10.2

I n 10 minutes, a tornado will touch down in a suburb of

'KPFJQXGPKPVJG0GVJGTNCPFU9KPFCPFCWFKQUGPUQTU
FGRNQ[GFCETQUUVJGEKV[JCXGDGGPVTCEMKPIVJGUWRGTEGNN
CUKVOQXGUVQYCTFUCFGPUGN[RQRWNCVGFCTGC
'KPFJQXGPŨUEQOOCPFEGPVGTOQDKNK\GUƒTGCPFGOGTIGPE[
management personnel and resources with a single
EQOOCPFCPFVJGUGRGTUQPPGNOQXGKPVQRQUKVKQP6JG
VQTPCFQVQWEJGUFQYPFCOCIKPIUGXGTCNJQOGU#UVJG
tornado dissipates, the two public safety agencies begin
their combined search and rescue and triage operations
seamlessly – each knowing which resources the other has
brought to bear thanks to a citywide communications
network. That means they aren’t wasting time duplicating
effort.

Enabling smart public
safety. Smart cities
empower their public
safety agencies and
personnel with ICT to
improve safety
outcomes.

6JTQWIJVJGKTOQDKNGFGXKEGUVJGƒTGCPFOGFKECNƒTUV
responders stay current on conditions across the neighborJQQFCUKVKUGZRNQTGFD[VJGKTEQNNGCIWGU#VVJGGPFQHVJG
QRGTCVKQPSWKEMTGURQPUGVKOGCPFGHƒEKGPVFKXKUKQPQHNCDQT
DGVYGGPCIGPEKGUCTGETGFKVGFYKVJUCXKPINKXGUCPF
resources.

Figure 10.1
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PUBLIC SAFETY

Smart public safety
is about using
intelligence.

This intelligence is
what helps people
make better decisions
– from determining
when and where
crimes are most likely
to occur to when a
YKNFƒTGYKNNVJTGCVGP
homes.
Figure 10.3
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It’s about the data
#VKVUEQTGUOCTVRWDNKEUCHGV[KUCNNCDQWVVJG
use of “intelligence” – information that helps
people make better decisions. For example,
intelligence might hint at the identity of a criminal. Or it might suggest to emergency personnel that a wildfire is likely to occur on the
outskirts of town. This kind of public safety
KPVGNNKIGPEGETGCVGUKOOGCUWTCDNGXCNWGPQV
only to first responders, but to city residents
CPFDWUKPGUUGUVQQ#UEKVKGUDGEQOGUCHGT
people are happier and healthier, businesses
VCMGPQVGCPFVCZTGXGPWGKPETGCUGU
Let’s look at four specific ways ICT-enabled
UOCTVEKVKGUKORTQXGRWDNKEUCHGV[QWVEQOGU
Ű
Ű
Ű
Ű

)GPGTCVKPIVJGKTQYPRWDNKEUCHGV[FCVC
#EEGUUKPIVJGWPKXGTUGQHTGNGXCPVFCVC
%QTTGNCVKPIFCVCUQWTEGUVQETGCVGKPVGNNKIGPEG
&GNKXGTKPIKPVGNNKIGPEGVQFGEKUKQPOCMGTU

Generating public safety data is a first step
in realizing intelligence./CP[EKVKGUYKNNJCXG
much of this data as well as mechanisms for
generating it in place already. It’s what we call
NGICE[KPHQTOCVKQPQTNGICE[KPXGUVOGPVU
Think of your own criminal database and
records that include fingerprints, mug shots,
XKFGQ GXKFGPEG CPF UQ QP 5OCTV EKVKGU
augment existing sensors with others to
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QDVCKPCNNTGNGXCPVKPHQTOCVKQPKPVJGKTGPXKTQPOGPV5GPUQTUOKIJVKPENWFG%%68QVJGTXKFGQ
sensors or audio sensors.
But this data alone isn’t enough to create
actionable intelligence. Cities must augment it
with many other data sources, traditional and
PQPVTCFKVKQPCN+PHCEVCEEGUUKPIVJGWPKXGTUG
QHTGNGXCPVRWDNKEUCHGV[FCVCKUCDUQNWVGN[ETKVKECNHQTKORTQXKPIUCHGV[QWVEQOGU2WDNKEUCHGty requires close cooperation and data sharing
CETQUUEKV[FGRCTVOGPVU2QNKEGOKIJVPGGF
CEEGUUVQFTKXGTUŨNKEGPUGTGEQTFUHTQOCNKEGPUKPIFGRCTVOGPV1TƒTGRGTUQPPGNOKIJVPGGFVQ
understand weather data from a meteorological
agency housed in an energy department.

Using ICT to
create intelligence.

After being held at
gunpoint on a city
street, Shayan Pahlevani
co-founded a company
that makes the free
CrimePush app that lets
smartphone users push
a button to report a
crime in progress.
Figure 10.4
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Accessing the universe of relevant data aids
decision making. 1VJGTUVCVGURTQXKPEGUCPF
TGIKQPUMGGRTGEQTFU0CVKQPCNIQXGTPOGPVU
CPFVJGKTCIGPEKGUMGGRTGEQTFU'XGPKPVGTPCtional organizations like Interpol keep records.
#PFJGNRHWNTGNGXCPVKPHQTOCVKQPECPEQOG
from non-traditional sources as well – consider the wealth of data that exists in social
OGFKC +PFGGF D[  GXGT[ EKV[ CUUGV
across much of the world, might be sending
data in an Internet of Things. Smart public
safety agencies seek access to all of it, for
GXGT[PGYRKGEGQHFCVCVJCVCEKV[JCUCEEGUU
to makes their intelligence that much stronger
and that much more precise.
#EEGUUKPICNNQHVJKUKPHQTOCVKQPKUDQVJCDKI
task and a critical one. Fortunately, ICT and
good interoperability and data management
RQNKE[ECPJGNR#NTGCF[UVCPFCTFUGZKUVVJCV
can ensure that the data cities collect and use
is interoperable.
Smart cities employ ICT to correlate data and
create intelligence. Computing power and
analytics transform otherwise useless piles of
data into decisions, insight and foresight. For
example, armed with this intelligence smart
cities predict crime, so that their law enforcement agencies can better protect citizens and
OCMGOQTGGHƒEKGPVWUGQHTGUQWTEGU
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#FFKVKQPCNN[VJCPMUVQVJGQRGPIQXGTPOGPV
OQXGOGPVFKUEWUUGFKPVJG7PKXGTUCNEJCRVGT
we’re seeing more and more crime data
OCMKPIKVUYC[KPVQCRRNKECVKQPUVJCVGXGT[FC[
citizens can use. Buying a house and want to
make sure you’re in a safe neighborhood? On
XCECVKQPKPCPGYEKV[CPFYCPVVQUVGGTENGCT
of crime-infested areas? Chances are there’s
an app that can help.
Finally, smart cities deliver this intelligence
to decision makers.2WDNKEUCHGV[KPVGNNKIGPEG
KUCDQWVUCXKPINKXGUCPFRTQRGTV[UQKVOWUV
be accessible “no matter where, no matter
YJCVŬ9KVJ+%6UOCTVRWDNKEUCHGV[CIGPEKGU
can disseminate intelligence to multiple
departments and thousands of employees so
there is a common operating picture.
On the law enforcement side of public safety,
intelligence will often lead to arrests, and the
KPXQNXGOGPVQHEKV[EQWTVUCPFEQTTGEVKQPU
systems. ICT plays a role in these systems as
YGNN2TQRGTFCVCOCPCIGOGPVU[UVGOUECP
JGNREQWTVUOCMGGHHGEVKXGWUGQHVJGGPQTOKV[
QHKPHQTOCVKQPVJCVVJG[JQNF2WDNKEFGHGPFGTU
ECPNGXGNVJGRNC[KPIƒGNFYKVJRTKXCVGNCY[GTU
and their large staffs with the help of ICT.

Figure 10.5

Dependencies in public
safety
%KVKGUEQPVGORNCVKPI+ORTQXGOGPVUKPRWDNKE
safety will want to take into account public
safety’s dependencies on other city systems
CPFUGTXKEGU(QTGZCORNGRQNKEGHKTGCPF
GOGTIGPE[UGTXKEGUCNNTGN[QPEQOOWPKECtions, transportation systems and energy. In
PQTOCNFCKN[QRGTCVKQPURQNKEGCPFƒTGFGRCTVments rely on communications and energy
systems to maintain real-time situational
CYCTGPGUUQHCEVKXKVKGUVCMKPIRNCEGCETQUUC
EKV[#PFKPVJGWTIGPVECUGQHCPCVWTCNFKUCUter, first responders will rely on the resilience
and reliability of communications, electrical
power and transportation systems to help
them establish command and control, gain
situational awareness, coordinate inbound aid
resources and potentially outbound
GXCEWCVKQPU

5

More to smart public
safety than meets the eye
#UYGOGPVKQPGFGCTNKGTRWDNKEUCHGV[OC[DG
QPGQHVJGOQTGXKUKDNGCPFDGUVWPFGTUVQQFQH
city responsibilities. But many may not realize
JQYVJGDGPGƒVUUVCEMWRYJGPEKVKGUOCMGKV
smarter. Here are some highlights that align
YKVJQWTNKXCDKNKV[YQTMCDKNKV[CPFUWUVCKPCDKNKty goals.

Livability
Reducing response times. Citywide public
UCHGV[UKVWCVKQPCNCYCTGPGUURTQXKFGUGOGTgency managers and other public safety
personnel with an immediate and real-time
understanding of incidents, allowing them to
respond more quickly.
Making more arrests. 2QNKEGCPFKPXGUVKICVQT
QWVEQOGU KP ETKOKPCN ECUGU CTG KORTQXGF
VJTQWIJ CEEGUU VQ FCVC #PCN[UKU QH VJG
WPKXGTUGQHTGNGXCPVRWDNKEUCHGV[FCVCECP
unearth links between suspects, crimes and
other incidents that result in higher case
closure rates – meaning fewer criminals on
the street.
Lowering crime rates with more resolution
and more prevention. Smart public safety
lowers crime rates in two ways. First, it
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empowers police to realize better outcomes,
YKVJ OQTG ECUGU UQNXGF CPF OQTG CTTGUVU
made. Second, through analytics it allows for
VJGKFGPVKHKECVKQPCPFRTGXGPVKQPQHVJTGCVU
before they cause harm.
Making people ‘feel’ safer and mitigating
pain and suffering. There is an intangible but
XGT[TGCNXCNWGVQVJGHGGNKPIQHUCHGV[KPC
community – when people feel safer, their
NKXGUUGGOOQTGNKXCDNG6JTQWIJKORTQXGF
QWVEQOGUUOCTVRWDNKEUCHGV[CNUQFGNKXGTUC
freedom from the pain and suffering that
crime and other incidents cause to citizens.

Workability
Attracting business and talent. Lower crime
rates and resiliency to natural disasters like
fires and floods aid cities in the competition
for businesses and jobs, and they help ensure
that once businesses do locate in a city, they
can operate safely.
Mitigating reduced earnings and lost
productivity. Crime and disaster can result in
injuries to employees and damage to business
KPHTCUVTWEVWTG+ORTQXGFRWDNKEUCHGV[OGCPU
that not only do smart cities become more
CVVTCEVKXGVQDWUKPGUUDWVDWUKPGUUGUVJCV
operate in smart cities are able to do so more
securely and with fewer safety-associated
costs and risks.

Ensuring fewer business resources go to
crime prevention. Crime forces businesses to
spend more money than they otherwise would
VQRC[HQTUGEWTKV[CPFKPUWTCPEG9JGPETKOG
rates are lowered through smart public safety,
businesses win.

Sustainability
Creating operational savings and enabling
better resource deployment. To put it simply,
smart public safety agencies cost less. In one
estimate, a hypothetical public safety agency
YKVJOKNNKQPKPQRGTCVKPIEQUVUECPUCXG
up to $60 million annually through smart techPQNQIKGUCPFDGUVRTCEVKEGU5CXKPIUTKUGVQ
$200 million when society, other agencies and
XKEVKOEQUVUCTGEQPUKFGTGF
Avoiding criminal justice and correction costs
through crime prevention. 7PNGCUJKPICPCN[Vics on an integrated public safety information
FCVCDCUGKPETGCUGUEKVKGUŨETKOGRTGXGPVKQP
ECRCDKNKVKGU 9JGP RTGXGPVKQP GHHQTVU CTG
empowered, cities spend less on prosecuting
and jailing criminals.
Creating higher property values and increasing tax revenue.#UPGKIJDQTJQQFUCETQUU
EKVKGUDGEQOGUCHGTRTQRGTV[XCNWGUTKUGCPF
increase the prosperity of their residents. This
in turn expands the tax base for smart cities’
IQXGTPOGPVU
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Public safety targets

nel capture data and those that enable first
TGURQPFGTUVQWUGVJCVFCVCKPVJGƒGNF

The technology targets described in this
EJCRVGTECPJGNREKVKGUFGXGNQRCUOCTVRWDNKE
safety infrastructure that uses intelligence to
RTQVGEVNKXGUCPFRTQRGTV[CPFUCXGTGUQWTEGU
6JGTGKUQPGPGYVCTIGVURGEKƒEVQRWDNKE
safety we’ll introduce in this chapter, and we’ll
also highlight how public safety intersects
YKVJVJGWPKXGTUCNVCTIGVUFKUEWUUGFGCTNKGT

For many cities, a large part of capturing data
YKNNDGUWTXGKNNCPEGFGXKEGUHQTKPUVCPEGVJQUG
deployed in neighborhoods or precincts designated as high-risk areas. Some cities may
GXGPRTGHGTVQCFQRVCEKV[YKFGUWTXGKNNCPEG
system to enable more detailed awareness.
+ORQTVCPVN[ VJGUG UWTXGKNNCPEG PGVYQTMU
UJQWNFRTQFWEGGXKFGPEGSWCNKV[XKFGQ&CVC
capturing instrumentation is also likely to
include audio and pressure sensors in critical
CTGCU QT FGXKEGU RWTRQUGF HQT FKUCUVGT
RTGXGPVKQPCPFCYCTGPGUUŤYGCVJGTKPUVTWmentation, water sensors and so on. It is likely
VJCVUQOGQHVJKUKPUVTWOGPVCVKQPKUVJGRTQXince of other city responsibilities; one of this
)WKFGŨUWPKXGTUCNVCTIGVUTGEQOOGPFUUOCTV
cities share infrastructure when possible.

Instrumentation and
control
+PCUOCTVEKV[ƒTUVTGURQPFGTUWUGCPFQDVCKP
FCVCKPVJGƒGNFCPFVJGTGHQTGVJG[OWUVJCXGC
two-way relationship with command centers.
6JCVKURQNKEGKPXGUVKICVQTUHKTGHKIJVGTUCPF
EMS technicians must not only input data to a
command center, they also need to interact
with the command center and others in the
ƒGNF6JKUVYQYC[TGNCVKQPUJKRTGSWKTGUFGXKEGU
that can display information in useful ways, and
FGXKEGUUWEJCUXKFGQHGGFUVJCVECPVTCPUOKV
data to storage. This target addresses that
need.
Implement optimal devices and other instrumentation. +PRWDNKEUCHGV[VJGUGFGXKEGU
include those that help agencies and person-

tions system that loops in all the personnel,
UOCTVFGXKEGUFCVCDCUGUCPF+%6U[UVGOU
VJCVJCXGCTQNGKPRWDNKEUCHGV[QWVEQOGU#U
we mentioned earlier, a city might require
multiple networks and share them when
CRRTQRTKCVGDWVVJGMG[KUVQGPUWTGCNNFGXKEGUCTGCDNGVQEQOOWPKECVGGHHGEVKXGN[QPC
citywide network.

Connectivity
Communications are a critical part of a smart
city’s public safety strategy, as this target
explains.
Connect devices with citywide, multi-service
communications. 6QDGGHHGEVKXGŤCPFVJCVŨU
absolutely what a smart city wants in its
public safety system – two-way communication is essential. So is a citywide communica-

Connect devices.

A citywide communications system that loops in
all the personnel, smart
devices, databases and
ICT systems that have a
role in public safety
outcomes is essential in
a smart city.
Figure 10.6
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Connect devices with citywide,
multi-service communications:

WIRELESS MESH
COMMUNICATIONS
GIVE ROCK HILL
POLICE AND FIRE
ACCESS TO CRITICAL
DATA IN THE FIELD

9KTGNGUUOGUJEQOOWPKECVKQPUVGEJPQNQI[HTQO5OCTV
%KVKGU%QWPEKNOGODGT#$$FGRNQ[GFKP4QEM*KNN5QWVJ
Carolina allows city police officers to spend two more
JQWTURGTFC[KPVJGƒGNF
6JCVŨUDGECWUGVJGKTECTUCTGNKMGOKPKQHƒEGU9KVJrouters
OQWPVGFKPRQNKEGXGJKENGUQHHKEGTUJCXGJKIJURGGF
access to criminal records, including mug shots, right in
VJGKTXGJKENGU9KVJKPUGEQPFUVJG[ECPRGTHQTOCDCEMground search from a laptop computer or pull up mug
shots and fingerprint profiles to help identify a suspect
SWKEMN[9KVJVJGCDKNKV[VQETGCVGCPFƒNGTGRQTVUHTQOVJGKT
NCRVQRUGCEJQHHKEGTURGPFUCPCXGTCIGQHVYQCFFKVKQPCN
JQWTUGCEJFC[KPVJGƒGNFRTQVGEVKPIVJGEQOOWPKV[
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4QEM*KNNHKTGFGRCTVOGPVXGJKENGUCTGGSWKRRGFYKVJ
mobile routers enabling firefighters to download documentation such as building blueprints and hazmat data
on their way to an emergency call so they are better
RTGRCTGFWRQPCTTKXCN
ū9GŨTGTGCNN[RNGCUGFYKVJVJGHCEVVJCV4QEM*KNNKUPQV
just staying abreast, but is actually on the cutting edge of
the latest technology, and that the implementation of this
VGEJPQNQI[RTQXKFGUCFKTGEVDGPGƒVVQQWTEKVK\GPUŬUCKF
4QEM*KNN/C[QT&QWI'EJQNU

Connect devices
with citywide,
multi-service
communications.

4QEM*KNNƒTGFGRCTVOGPV
vehicles are equipped
with mobile routers
GPCDNKPIƒTGƒIJVGTUVQ
download documentation such as building
blueprints and hazmat
data on their way to an
emergency call so they
are better prepared upon
arrival.

Figure 10.7
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Interoperability
Interoperability is key in smart public safety
because it opens up the world of data and
helps generate integrated intelligence, as you’ll
read in the targets highlighted below.
Adhere to open standards. Open standards for
data are a major step in creating actionable,
NKHGUCXKPIKPVGNNKIGPEGHQTRWDNKEUCHGV[FGEKsion makers. Smart cities adhere to data standards that ensure all of the data they collect –
not just by public safety instrumentation and
personnel, but across their responsibilities and
departments – is handled the same way.
Standards exist already for the recording, storing, transmission and use of data. Smart cities
use the best and most widely adopted stanFCTFURQUUKDNGUQVJG[JCXGGCUKGTCEEGUUVQ
data from other agencies. They also help
promote the use of standards nationally and
internationally so that more and more data
HTQOCETQUUVJGYQTNFECPDGGHƒEKGPVN[UJCTGF
#FFKVKQPCNN[D[TGSWKTKPIQRGPUVCPFCTFUKP
the procurement of public safety systems and
GSWKROGPVEKVKGUKPETGCUGVJGEJQKEGUCXCKNable to them and decrease costs because
open standards mean products can be mixed
CPFOCVEJGFHTQOFKHHGTGPVXGPFQTU
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Use open integration architectures and loosely
coupled interfaces. There are a number of
reasons for sharing public safety data within
EKV[FGRCTVOGPVU#PFKPUQOGECUGURWDNKE
safety applications used by one department
can be adapted for use by another. Both
scenarios are made much simpler when open
integration architectures are used.
Prioritize the use of legacy investments,
including physically stored data. Earlier we
OGPVKQPGFJQYEKVKGUECPCXQKFTGFWPFCPV
CPFWPPGEGUUCT[KPXGUVOGPVUKPFCVCECRVWTKPIFGXKEGU2QNKEGEQWTVUCPFQVJGTCIGPEKGU
KPXQNXGF KP RWDNKE UCHGV[ ICVJGT OCUUKXG
amounts of data, but often critical pieces –
mug shots, arrest records, court files, fingerprints and the like – are stored physically.
Similarly, some CCTV systems produce physical tape. Smart cities digitize these data
sources, connecting them to the rest of the
WPKXGTUG QH TGNGXCPV RWDNKE UCHGV[ FCVC VQ
create more robust intelligence.

Privacy and security
'XGPVJQUGTGURQPUKDNGHQTUCHGIWCTFKPIVJG
RWDNKEŨURTKXCE[CPFUGEWTKV[YKNNYCPVVQFGNKXGTQP+%6TGNCVGFRTKXCE[CPFUGEWTKV[VCTIGVU
CUVJG[OQXGVQYCTFCUOCTVGTRWDNKEUCHGV[
infrastructure.

Publish privacy rules. By its nature, there is the
RQVGPVKCNHQTRTKXCE[TGFHNCIUKPOWEJQHVJG
day-to-day work that public safety is responsible for. That’s why it is so important to address
VJGNGICNRTKXCE[CPFQYPGTUJKRKUUWGUYKVJC
EQORTGJGPUKXGRTKXCE[RQNKE[&KHHGTGPVEKVKGU
YKNNJCXGFKHHGTGPVUVTCVGIKGUHQTFGCNKPIYKVJ
CEEGUUVQXKFGQRJQPGTGEQTFUUQEKCNPGVYQTM
VTCHƒECPFVJGNKMG$WVCNNYKNNYCPVVQFGXGNQR
TWNGUCPFIQXGTPCPEGRTQVQEQNUVJCVCTGPQV
QPN[VTCPURCTGPVDWVJCXGDGGPXGVVGFYKVJEKVKzens and other stakeholders.

Data management
9GOGPVKQPGFKPVJGNCUVUGEVKQPVJGKORQTVCPEG
QHRTKXCE[TWNGUKPVJGRWDNKEUCHGV[TGCNOVJG
VCTIGVUJGTGCTGCPKORQTVCPVHQNNQYQPIKXGPVJG
COQWPVQHQHVGPUGPUKVKXGFCVCKPXQNXGF
Create and adhere to a citywide data management, transparency and sharing policy.&CVC
management policies make it clear what city
departments can and can’t do with the data
VJG[ EQNNGEV 6JKU CNNGXKCVGU EQPHWUKQP
KORTQXGUFCVCCEEWTCE[GNKOKPCVGUWPPGEGUsary duplication and reduces the likelihood of
RTKXCE[QTUGEWTKV[DTGCEJGU

9

Computing resources
#FXCPEGFEQORWVKPIECRCDKNKVKGUJCXGFTCOCVKECNN[EJCPIGFVJGRWDNKEUCHGV[RNC[KPIƒGNFCU
VJGUGVCTIGVUTGXGCN
Use an open innovation platform. Here’s a
prime example of why this target is so important. In May 2013, Council member #66
JQUVGFC2WDNKE5CHGV[*CEMCVJQP to chalNGPIGFGXGNQRGTUVQDWKNFRTQVQV[RGUQNWVKQPU
for smartphones that could directly address
ƒTUVTGURQPFGTPGGFU
ū9GEQNNCDQTCVGFYKVJHKTGRQNKEGCPFXCTKQWU
first responders to host the first hackathon
focused on public safety mobile applications.
This helped to frame the problem for particiRCPVUCPFRTQXKFGFVJGOYKVJVJGTKIJVIWKFCPEGPGGFGFVQFGXGNQRTGNGXCPVOQDKNGCRRU
HQTVJKUCWFKGPEGŬGZRNCKPGF#NGZ&QPPFGXGNQRGT GXCPIGNKUV YKVJ VJG #66 &GXGNQRGT
2TQITCO
One of the winning apps took a “heat map”
approach to show first responders locations
most prone to certain types of crime. The app
CNUQ KPXKVGU EKVK\GPU VQ TGRQTV ETKOGU CPF
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VTCEMUVJGNQECVKQPU#PQVJGTCRRVJCVECOG
QWVQHVJGJCEMCVJQPJGNRUEQQTFKPCVGXQNWPteer responders.
Have access to a central GIS. 2WDNKEUCHGV[ŨU
focus on location and on being able to act
FGEKUKXGN[KPVKOGUGPUKVKXGUKVWCVKQPUOCMGU
)+5ETKVKECNN[KORQTVCPV+VKORTQXGUFGEKUKQP
making capabilities, enables efficiency gains
through more intelligent scheduling and routKPIRTQXKFGUKORTQXGFCEEWTCE[QHGUUGPVKCN
records and boosts resiliency of key assets.
Have access to comprehensive device
management. This target is also extremely
TGNGXCPVKPRWDNKEUCHGV[IKXGPVJGPWODGTQH
FGXKEGUFKURCVEJGFKPVJGƒGNFCPFVJGUGTKQWU
problems that could occur if they end up in the
YTQPI JCPFU # EQORTGJGPUKXG FGXKEG
management system helps enforce compliance with city data management, security and
RTKXCE[RQNKEKGU

Have access to
comprehensive
device management.

Public safety data in the
wrong hands could lead
to massive problems.
Protecting data with
device management
software reduces the
risk.
Figure 10.8
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WHY HAYWARD
STREAMLINED NETWORK
TRAFFIC ONTO A SINGLE,
FLEXIBLE PLATFORM

Like many cities, Hayward, California’s IT department
HCEGUITQYKPIFGOCPFHQTUGTXKEGUYJKNGDWFIGVCT[
resources recede.

VQOQTGGHHGEVKXGN[UWRRQTVUVCHHCPFVJGRWDNKE#VVJG
same time, the city needed a streamlined solution to
reduce complexity and cost..

.QECVGFKP%CNKHQTPKCŨU$C[#TGC*C[YCTFJCUCRQRWNCVKQP
CRRTQCEJKPICPFKUVJGVJKTFNCTIGUVEKV[KP#NCOGFC
%QWPV[6JGEKV[ŨUPGVYQTMRTQXKFGUXKVCNVGEJPQNQI[UWRRQTV
to its onsite and remote staff, as well as a number of imporVCPVEQOOWPKV[UGTXKEGUHQTEKV[TGUKFGPVU

%QWPEKNOGODGT%KUEQŨU0GZWUCPF5GTKGU
5YKVEJGURTQXKFGFCRNCVHQTOVQCEEQORNKUJGZCEVN[YJCV
VJGEKV[PGGFGFPGYVGEJPQNQI[VJCVYQWNFWRFCVGCPF
UKORNKH[ KVU KPHTCUVTWEVWTG CPF TGUWNV KP QXGTCNN
sustainability.

6JGPGVYQTMKUVJGJWDQHCNNCEVKXKVKGUVJCVMGGRKVOQXKPI
forward, including mission-critical public safety systems.
#UFGOCPFJCUITQYPCPFYKVJVGEJPQNQI[EQPVKPWCNN[
GXQNXKPIVJGEKV[CFOKPKUVTCVKQPTGCNK\GFKVUKPHTCUVTWEVWTG
was at risk of becoming outdated and complex, which
was making it too costly to scale, let alone maintain.

7UKPIVJG%KUEQUQNWVKQPVQEQPXGTIGVJGFCVCCPFUVQTCIGPGVYQTMUKORTQXGFJQYVJGPGVYQTMKUOCPCIGFCPF
ETGCVGFCTQDWUVOQTGEQORCEVCTEJKVGEVWTGVJCVKUXGT[
efficient. Streamlining the network traffic onto a single,
HNGZKDNGRNCVHQTOJCUKORTQXGFVJGPGVYQTMŨUQXGTCNN
performance and enabled the city to handle its existing
load and boost capacity. The change transformed the
total network footprint into a smaller configuration that
required less space, power and cooling.

Hayward began looking for an answer that would result in a
PGVYQTMECRCDNGQHUECNKPIVJGUGTXKEGUCPFCRRNKECVKQPU
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Computing
resources.

Converging its data
and storage networks
improved how the city
of Hayward’s network
is managed and
created a robust, more
compact and more
GHƒEKGPVUQNWVKQP

Figure 10.9
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Analytics
There’s a big story to tell about the impact
CPCN[VKEUECPJCXGKPVJGRWDNKEUCHGV[UGEVQT
as the targets below explain.
Achieve full situational awareness. In smart
public safety, full situational awareness (also
referred to as a “complete operating picture”)
is created and maintained through the use of
city command centers. Command centers are
so important because they assimilate a single
XGTUKQPQHūVJGVTWVJŬUQGXGT[QPGKPXQNXGFKPC
situation is working off the same information.
9JGPVKOGKUCHCEVQTCPFNKXGUCTGCVTKUM[QW
want to be sure that the left hand knows what
the right hand is doing. You want thousands
of employees, and a handful of different agenEKGUCPFEKV[FGRCTVOGPVUVQJCXGVJGGZCEV
same information.
Command centers deploy analytics capabiliVKGUCETQUUVJGWPKXGTUGQHTGNGXCPVRWDNKE
safety data – the discipline often referred to
CU$KI&CVC6JG[EQTTGNCVGKPCPCWVQOCVGF
way, these hundreds or thousands of data
sources, criminal profiles or social media
streams, for instance, to create intelligence.
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#PF VJG[ WUG VJKU KPVGNNKIGPEG VQ TGPFGT C
complete operating picture for public safety
personnel – actionable intelligence that helps
MGGRRGQRNGUCHG VJGOUGNXGUKPENWFGF 6JKU
correlation of data is an ongoing and automated process, so new data is always informing
VJGEQPUVCPVN[GXQNXKPIRWDNKEUCHGV[RKEVWTG
across the city.
%QOOCPFEGPVGTUCNUQRTQXKFGWPKƒGFVJTGCV
assessment functionality and are responsible
for the coordination and control of incident
TGURQPUGCPFOCPCIGOGPV9KVJVJKUTGCN
time understanding, emergency managers can
assess safety needs and prioritize actions and
resources. Because it is a central command,
there is authority to deploy resources across
CIGPEKGUFGRCTVOGPVUCPFUGTXKEGDQWPFCTKGU
VQCEJKGXGFGUKTGFQWVEQOGUYKVJQWVLWTKUFKEtional issues. This is critical because often in
emergency situations, other city departments
must be part of the response – for example,
transportation or public health.

A complete
operating picture.

When time is a
factor and lives are
at risk, cities want
to ensure that
everyone working
on an incident
response has the
same information.
Figure 10.10
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Achieve full situational awareness:

MADRID REDUCES
PUBLIC SAFETY
RESPONSE TIMES
BY 25 PERCENT

On March 11, 2004, Madrid suffered a major terror attack
YJGPUGXGTCNEQOOWVGTVTCKPUYGTGDQODGF#UYKVJVJG
CVVCEMUKPVJG7PKVGF5VCVGUVJKUVTCIKEKPEKFGPV
JKIJNKIJVGFVJGPGGFHQTITGCVGTEQQTFKPCVKQPCOQPIƒTUV
responders. “The different emergency entities — the
RQNKEGVJGHKTGFGRCTVOGPVVJGCODWNCPEGUGTXKEGCPF
VJGOQDKNGRQNKEGťKPVGTXGPGFKPFGRGPFGPVN[CPFCNNQH
them had disparate communication systems and techPQNQIKGUŬUC[U(GTPCPFQ)CTEKC4WK\JGCFQHKPPQXCVKQP
CPFFGXGNQROGPV&GRCTVOGPVQH5GEWTKV[HQTVJG%KV[QH
/CFTKF6JGTGYCUPQYC[VQQTICPK\GCWPKƒGFTGURQPUG
to incidents, and there was a lack of centralized
command and control.
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#MG[NGUUQPYCUVJCVOQTGVJCPQPGOCLQTKPEKFGPVECP
happen simultaneously, and emergency assets may be
PGGFGFKPOQTGVJCPQPGRNCEG&KHHGTGPVKPEKFGPVUOC[
DGTGNCVGFQTJCXGPQVJKPIVQFQYKVJQPGCPQVJGTŤYKVJQWVCENGCTQXGTCNNRKEVWTGKVOC[DGKORQUUKDNGVQVGNNKH
there is an important pattern emerging. This potential for
EQORNGZKV[RQUGUCUKIPKƒECPVEJCNNGPIGHQTGOGTIGPE[
OCPCIGTU6JG[PQVQPN[PGGFVQEQQTFKPCVGCEVKXKV[DWV
CNUQTGSWKTGCVJQTQWIJWPFGTUVCPFKPIQHGXGT[VJKPI
happening in the metropolitan area so as to properly alloECVGNKOKVGFTGUQWTEGUVQRTQXKFGVJGDGUVTGURQPUGVQ
GCEJKPEKFGPV+PCFFKVKQPRTQCEVKXGOGCUWTGUUWEJCU
limiting access to impacted areas, or crowd and traffic
EQPVTQNHQTRWDNKEGXGPVUJCUVQDGKPENWFGFKPVJGOKZ

Achieve full
situational
awareness.

The combination of
forward-looking system
design and end-to-end
integration gives
emergency managers
in Madrid the tools
needed to not only deal
with today’s threats,
but also handle rapidly
evolving situations and
technologies as they
emerge.
Figure 10.11
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The need, therefore, was not only for top-down coordination, but also
HQTVJGCDKNKV[VQECRVWTGCPFKPVGITCVGKPHQTOCVKQPVQIKXGOCPCIGTUVJG
understanding and insight required to quickly make the right decisions.
In the aftermath of the bombings, the Madrid City Council took action to
DGVVGTRTQVGEVVJGRWDNKED[EQOOKUUKQPKPICPCFXCPEGFGOGTIGPE[
command center for the city—the Centro Integrado de Seguridad y
Emergencias de Madrid, or CISEM.
6JGOKUUKQPYCUCODKVKQWUTGFWEGGOGTIGPE[TGURQPUGVKOGKPVGITCVG
KPHQTOCVKQPUVCPFCTFK\GRTQEGFWTGUCPFRTQVQEQNURTQXKFGUGCONGUU
coordination and planning, enable shared use of resources, optimize inforOCVKQPOCPCIGOGPVCPFRTQOQVGRTGXGPVKQPVJTQWIJDGVVGTRNCPPKPI
Indra, a regional systems integrator specializing in the public sector,
VGCOGFYKVJ%QWPEKNOGODGT+$/VQRTQXKFGVJGKPVGITCVGFUGTXKEG
oriented IT infrastructure that would make CISEM a reality, along with
needed business process transformation to enable coordination among
all of the stakeholders.
0QYVJGEQODKPCVKQPQHHQTYCTFNQQMKPIU[UVGOFGUKIPCPFGPFVQGPF
KPVGITCVKQPIKXGUGOGTIGPE[OCPCIGTUKP/CFTKFVJGVQQNUPGGFGFVQ
PQVQPN[FGCNYKVJVQFC[ŨUVJTGCVUDWVCNUQJCPFNGTCRKFN[GXQNXKPIUKVWCVKQPUCPFVGEJPQNQIKGUCUVJG[GOGTIG#P[UGPUQTKPRWVťXKFGQFCVC
QTXQKEGťHTQOCP[UQWTEGECPDGTGCFKN[KPEQTRQTCVGFKPVQVJGFCVC
stream and accessed by anyone who needs it.
5KVWCVKQPCNCYCTGPGUUKUPQYCVCPWPRTGEGFGPVGFNGXGNThe single,
WPKƒGFXKGYQHUVCVWUCPFGXGPVUTGFWEGUEQPHWUKQPCPFGPCDNGUHCTHCUVGT
CPFOQTGGHHGEVKXGFGEKUKQPOCMKPI/CPCIGTUCTGPQYDGVVGTCDNGVQ
FGRNQ[VJGTKIJVCUUGVUVJGƒTUVVKOGTGFWEKPITGURQPUGVKOGD[RGTEGPV
Council
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Achieve full situational awareness.

Indra, a regional systems integrator,
teamed with Council member IBM to
provide the integrated, service-oriented IT
infrastructure that made CISEM a reality.
Figure 10.12
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Achieve operational optimization. This target
QHHGTUUCXKPIURQVGPVKCNHQTEKVKGUŨRWDNKEUCHGV[
CIGPEKGU#NQPIYKVJHWNNUKVWCVKQPCNCYCTGness, analytics can unearth new insights into
how cities deploy their public safety resourcGUVJGTGD[IGPGTCVKPIUCXKPIU
Operational optimization also holds great
RTQOKUGHQTEKV[EQWTVU[UVGOU%QWTVUJCXG
access to an enormous quantity of data, often
so much so that the data can be difficult to
OCMG WUG QH 2WDNKE FGHGPFGTU QHVGP JCXG
much smaller staffs than the lawyers they are
WRCICKPUVCPFVJGUGNCTIGTUVCHHUECPFGXQVG
much more time and energy to research that
YKPUECUGU+%6NGXGNUVJGRNC[KPIHKGNF9KVJ
analytics and operational optimization, city
courts can transform the way they access
KPHQTOCVKQPKORTQXKPIQWVEQOGUHQTPQVLWUV
the courts, but the cities and the people that
they represent and protect.

Pursue predictive analytics. The insights
CPCN[VKEURTQXKFGECPNGCFVQDGVVGTRWDNKE
safety planning and decision-making by
projecting trends and predicting outcomes to
VJGRQKPVVJCVVJG[ECPGXGPRTGXGPVUQOG
crimes from occurring. Full situational awareness allows cities to allocate their resources
more efficiently for incident response and
OCPCIGOGPV #PF VJG[ ECP UKOWNCVG HQT
example, a potential natural disaster and take
UVGRUVQOKVKICVGUQOGQHVJGNKMGN[FGXCUVCtion before the disaster occurs.
#NNQHVJGCRRNKECVKQPUQHCPCN[VKEUFKUEWUUGF
KPVJKUUGEVKQPFGNKXGTVCPIKDNGQRGTCVKQPCN
UCXKPIU$GVVGTRNCPPKPIFGEKUKQPOCMKPI
predicting and resource allocation all lead to
OQPG[UCXGFHQTRWDNKEUCHGV[CIGPE[QRGTCtions budgets.

Achieve operational
optimization.
ICT helps level the playing
ƒGNFHQTRWDNKEFGHGPFGTU
who often don’t have the
funds for research that
private attorneys do. With
analytics and operational
optimization, city courts
can transform the way
they access information.
Figure 10.13

CHAPTER 10: PUBLIC SAFETY | Smart Cities Council Readiness Guide

15

Achieve operational optimization:

THAI LAW ENFORCEMENT
AGENCY OPTIMIZES
INVESTIGATIONS WITH
BIG DATA SOLUTION

Established under Thailand’s Ministry of Justice, the
&GRCTVOGPVQH5RGEKCN+PXGUVKICVKQP &5+ KUCPCVKQPCN
law enforcement agency dedicated to stopping serious
ETKOKPCNCEVKXKV[&5+PGGFGFDGVVGTVQQNUHQTOKPKPINCTIG
UGVUQHUVTWEVWTGFCPFWPUVTWEVWTGFFCVCVQKORTQXG
KPXGUVKICVKQPRTQEGUUGUCPFTGFWEGOCPWCNRTQEGFWTGU
The agency’s large data sets included more than 1 million
records gathered from multiple sources in both strucVWTGFCPFWPUVTWEVWTGFHQTOCVUUWEJCUKOCIGUXKFGQU
and documents.

%QNQPGN;CPPCRJQP;QWPI[WGP&GRWV[&KTGEVQTQHVJG
&5+ū6JKUQHVGPHQTEGFWUVQUGPFRGTUQPPGNVQVJGCEVWCN
crime scenes, which cost us a lot of time and money.”
&5+KORNGOGPVGFC$KI&CVCUQNWVKQP based on Council
OGODGT/KETQUQHVŨURNCVHQTOCPF#RCEJG*CFQQRUQHVYCTGVQIKXGKPXGUVKICVKPIQHHKEGTUUGNHUGTXKEGDWUKPGUU
intelligence tools and data-management capabilities.
9KVJVJGO&5+JCUKORTQXGFCEEWTCE[CPFUJQTVGPGF
ETKOKPCNECUGKPXGUVKICVKQPVKOGHTQOVYQ[GCTUVQ
FC[U&5+RNCPUVQKORNGOGPVKVUQYPRTKXCVGENQWFVQ
OCPCIGVJGUGEWTKV[QHEQPƒFGPVKCNFCVC

Achieve operational
optimization.

DSI needed better tools for
mining large sets of
structured and unstructured data to improve
investigation processes.
The Microsoft Big Data
solution it implemented
has dramatically
shortened time spent on
criminal investigations.

Figure 10.14

ū+VYCUXGT[FKHHKEWNVVQOKPGVJTQWIJVJGFCVCCPFVJG
TGUWNVUYGTGVQQDTQCFYKVJWPENGCTVCTIGVUŬUC[U2QNKEG
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ADDITIONAL RESOURCES
Target: Pursue predictive analytics:
/KCOK&CFG2QNKEG&GRCTVOGPV0GYRCVVGTPUQHHGTDTGCMVJTQWIJUHQTEQNFECUGU
(NQTKFCŨU/KCOK&CFG2QNKEG &GRCTVOGPVTGEQIPK\GFVJCVTGFWEKPIUVTGGVETKOGKUMG[PQVQPN[VQKVUEKVK\GPUŨ
SWCNKV[QHNKHGDWVCNUQVQVJGXKVCNKV[QHCPGUUGPVKCNGEQPQOKEFTKXGTŤVQWTKUO$[WUKPICFXCPEGFOQFGNUVQ
CPCN[\GEQNFTQDDGT[ECUGUCICKPUVKVUJKUVQTKECNETKOGFCVCVJGFGRCTVOGPVŨUTQDDGT[WPKVKUWPEQXGTKPI
KPUKIJVUVJCVCTGMG[VQUQNXKPIVJG/#PFCUVJGUWEEGUUGUOQWPVVJGWPKVŨUFGVGEVKXGUCTGGODTCEKPICPGY
ETKOGƒIJVKPIVQQNCUCYC[VQIKXGVJGOCUGEQPFEJCPEGQPYJCVWUGFVQDGFGCFGPFECUGU
Target: Create a data management sharing policy:
5OCNNEKV[FGRNQ[UDKIEKV[ETKOGƒIJVKPIVQQNU
6QDGIKPTGURQPFKPIVQJKIJRTKQTKV[ECNNUDGHQTGCPQHƒEGTKUFKURCVEJGFVJG1IFGP2QNKEG&GRCTVOGPVPGGFGF
KORTQXGFCEEGUUVQVJGFCVCKPKVUOCP[U[UVGOU6JGFGRCTVOGPVEJQUG(WUKQP%QTG5QNWVKQPCYGDRQTVCN
DCUGFQP%QWPEKNOGODGT/KETQUQHVŨURNCVHQTOCPF'UTK#TE)+5OCRRKPIUQHVYCTG&GRCTVOGPVCPCN[UVUPQY
ECPRTQXKFGKORQTVCPVKPHQTOCVKQPVQQHƒEGTUYJQCTGGPTQWVGVQCECNNVJGTGD[KPETGCUKPIQHƒEGTUCHGV[CPF
GHHGEVKXGPGUUCPFTGFWEKPIECNNJCPFNGVKOGU
Target: Pursue predictive analytics:
How digging through the deluge of social media data could lead to safer cities
#FCVCUEKGPVKUVCV2CEKƒE0QTVJYGUV0CVKQPCN.CDQTCVQT[C%QWPEKNCFXKUQTJCUETGCVGFCUQEKCNOGFKCCPCN[UKU
tool capable of analyzing billions of tweets and other social media messages in just seconds. The idea is to
FKUEQXGTRCVVGTPUCPFOCMGUGPUGQHVJGFCVCŤCPFWNVKOCVGN[ŤUWTHCEGWUGHWNKPHQTOCVKQPVJCVECPGPJCPEG
public safety and health.
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PUBLIC SAFETY TARGETS
+PVJGEJGEMNKUVDGNQYVCTIGVUURGEKƒECNN[RGTVCKPKPIVQVJGRWDNKEUCHGV[TGURQPUKDKNKV[CTGKPbold, universal targets are not.

Enabler

Public Safety Targets
How smart cities deploy and use ICT to enhance public safety

Instrumentation & Control
Connectivity

TECHNOLOGY

Interoperability

Security & Privacy

Data Management

Computing Resources

Analytics

Implementation Progress
None

Partial

Over 50% Complete

Implement optimal instrumentation

%QPPGEVFGXKEGUYKVJEKV[YKFGOWNVKUGTXKEGEQOOWPKECVKQPU

#FJGTGVQQRGPUVCPFCTFU
7UGQRGPKPVGITCVKQPCTEJKVGEVWTGUCPFNQQUGN[EQWRNGFKPVGTHCEGU
2TKQTKVK\GWUGQHNGICE[KPXGUVOGPVU(Supplement: including physically stored data)

2WDNKUJRTKXCE[TWNGU
Create a security framework
Implement cybersecurity
Create a citywide data management, transparency and sharing policy

Consider a cloud computing framework
7UGCPQRGPKPPQXCVKQPRNCVHQTO
*CXGCEEGUUVQCEGPVTCN)+5
*CXGCEEGUUVQEQORTGJGPUKXGFGXKEGOCPCIGOGPV

#EJKGXGHWNNUKVWCVKQPCNCYCTGPGUU
#EJKGXGQRGTCVKQPCNQRVKOK\CVKQP
#EJKGXGCUUGVQRVKOK\CVKQP
2WTUWGRTGFKEVKXGCPCN[VKEU

Figure 10.15
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CHAPTER 11

PAYMENTS

Payments sit at the heart of a city’s economic activity
and success– in fact, they are so ingrained we often take
them for granted. Yet payments form the core of every
HFRQRPLF̨RZLQFOXGLQJVDODULHVFRQVXPHUVSHQGLQJ
business procurement and taxes and must be an imporWDQWIRFXVDUHDIRUFLWLHVDURXQGWKHZRUOG7KLVFKDSWHU
ZLOOKHOS\RXXQGHUVWDQGKRZVPDUWSD\PHQWVFDQSOD\
DFUXFLDOUROHHQKDQFLQJ\RXUFLW\˸VOLYDELOLW\ZRUNDELOLW\
DQGVXVWDLQDELOLW\
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Cities generate an estimated 80 percent of
global GDP according to the World Bank,
accounting for a large majority of global transactions. There are many things a city can do
to encourage the kind of smarter payments
systems that can unleash economic growth
while upgrading livability. For instance:
Ű 5GVVKPI CP GZCORNG VJTQWIJ VJG WUG QH
smart payment systems for city
government
Ű .CWPEJKPICRKNQVQTFGOQPUVTCVKQPRTQLGEV
to prove the case
Ű +PVGITCVKPIKVUQYPU[UVGOUYKVJRC[OGPV
networks to make it easier for consumers
and businesses to conduct commerce
globally
Ű 9QTMKPIVQūFKIKVCNK\GŬKVUQYPFKURCTCVG
payment mechanisms into an integrated
whole (licenses, social service payments,
transit payments, parking meters, etc.).
Ű 'PEQWTCIG ūVQWTKUVHTKGPFN[Ŭ RC[OGPV
mechanisms
Ű 5GVRQNKEKGUVJCVETGCVGKPEGPVKXGUHQTVJG
installation of smarter systems
This chapter a) provides an introduction to
RC[OGPVUHQTUOCTVGTEKVKGUD GZRNCKPUVJG
benefits of a smarter approach to payments;
c) highlights the key trends and challenges
cities need to address; and d) suggests solutions smart cities can implement to gain
VJQUGDGPGƒVU
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Understanding payments
Payments link a payer (provider of money) and
a payee (provider of goods and services),
thereby enabling commerce. To serve as the
bridge between the payer and payee,
payments must address four issues:
1. Security: Guaranteeing that one’s money
can be transferred safely has always been
CMG[KUUWG+VJCUFTKXGPKPPQXCVKQPUHQT
centuries, from cash to cards and now to
FKIKVCNYCNNGVU+PVQFC[ŨUFKIKVCNYQTNFUGEWrity is increasingly about ensuring no one
gets access to your electronic payment
instruments to spend your money.
2. Finality: For centuries, a guarantee has
maintained the integrity of payments – that
the payee gets compensated and the payer
gets the goods and services. That trustworthy promise to pay was initially provided by
gold or silver, then with cash, then with
checks, and now with electronic payment
systems.

Interoperability.

A key element of
success for any
payment mechanism
is to be seamlessly
usable by any payer
and payee.
Figure 11.1

3. Interoperability: A key element of success
for any payment mechanism is to be seamNGUUN[WUCDNGD[CP[RC[GTCPFRC[GG+VKU
CDQWV IGVVKPI VJG OCZKOWO PWODGT QH
participants onto your ecosystem so your
payment mechanism can be used

2

anywhere, anytime and in any payment situations, thereby enabling all economic flows.
For city leaders, for instance, interoperability
ensures that travelers can come to your city
and easily buy and spend in local shops.
4. Speediness
and
convenience:
+ORNGOGPVKPIDGUVRTCEVKEGUQPVJGHKTUV
three issues would be simpler if time had not
been of essence. But neither merchants nor
customers like to wait. Therefore payments
PQVQPN[JCXGVQGPUWTGUGEWTKV[ƒPCNKV[CPF
interoperability, they also have to be fast and
convenient.
These four key issues have long driven innovation, resulting in transitions from precious
metals to cash to checks to electronic
payment systems. Tomorrow, payments in
smart cities will continue to focus on these
four crucial dimensions as new developments
EJCPIGVJGNCPFUECRGCPFEJCNNGPIGGZKUVKPI
systems.

PAYMENT FACTORS
Cash

2CRGTQTEQKPUGZEJCPIGFCVVJGRQKPVQHUCNG

Check

2CRGTYTKVVGPHQTCURGEKƒGFCOQWPVCPFRC[CDNGVQCURGEKƒGF
RGTUQPVJCVECPDGGZEJCPIGFHQTECUJCVCDCPM+PENWFGU
RGTUQPCNVGNNGTEGTVKƒGFECUJKGTŨUCPFVTCXGNGTUEJGEMCUYGNNCU
money orders

Debit Card

the time of transaction

Charge Card

%CTFYKVJCURGEKƒGFNKPGQHETGFKV6TCPUCEVKQPUCTGCWVJQTK\GFKP
real time and the customer is billed monthly. Balance must be paid
in full each month

Credit Card

%CTFYKVJCURGEKƒGFNKPGQHETGFKV6TCPUCEVKQPUCTGCWVJQTK\GFKP
real time and the customer is billed monthly. The balance may be
paid in full, or if the consumer makes a partial payment, interest will
be billed

Prepaid Card

Card with funds pre-loaded either centrally and/or by the
cardholder. The customer may spend up to the amount loaded onto
the card

Private Label Card
.QQMKPIKPVQVJGHWVWTGRC[OGPVUYKNNUGG
VTCPUHQTOCVKXGPGYUQNWVKQPU1PGGZCORNG
might be the seamless integration of
RC[OGPVUYKVJEWUVQOK\GFQHHGTUDCUGFQP
past purchases, personal tastes and location.
Another might be biometric payments, which
EQWNFCNNQYEWUVQOGTUVQDGTGEQIPK\GFD[
VJGKTKTKUQTƒPIGTRTKPVOCMKPIRC[OGPVUVTWN[
trustworthy and invisible.

Card linked to bank accounts. Funds withdrawn from account at

%JCTIGQTETGFKVECTFVJCVECPDGWUGFQPN[CVCURGEKƒGFNQECVKQP
or merchant, rather than on a payments network such as
/CUVGT%CTF8KUCQT#OGTKECP'ZRTGUU

Credit Transfer / Direct Credit

Credit transfers and direct debits are electronic transfers directly
from one account to another, both push and pull, as well as wire
transfers

Contactless Card

+UPQVKPUGTVGFCVEJGEMQWV+PUVGCFVJGWUGTJQNFUKVYKVJKPƒXG
centimeters of the terminal and payment information is sent
wirelessly.
Figure 11.2
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Trends shaping
tomorrow’s city
payment systems
Major trends are affecting cities and raising
challenges for payments. These trends make
smarter payments even more critical, both as
an economic enabler but also as the source of
UKIPKƒECPVDGPGƒVU
Digitalization: Smartphones and other digital
FGXKEGUCTGGXGT[YJGTGKPEKVKGU$WVFKIKVCNK\Ction can go far beyond where it stands today.
For instance, where pay-by-weight waste
collection is in place, a simple chip could autoOCVGRC[OGPV6JGFKIKVCNK\CVKQPVTGPFVTKIgers many challenges for payment in cities,
such as development of the required connectivity, interoperability and robust security.
Ubiquity: Consumers are no longer
EQPUVTCKPGFVQUVC[CVJQOGQTCVVJGQHƒEGVQ
connect to the world. Consumers are increasingly doing anything, anytime, anywhere. This
ūHTGGFQOVQTQCOŬTCKUGUKUUWGUHQTRC[OGPVU
UWEJCUGPUWTKPIUGEWTKV[CPFRTQXKFKPIUWHƒEKGPVDCPFYKFVJVQOCPCIGGZRNQUKXGKPETGCUes in volume, while at the same time introducing new services and solutions.
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Convergence: Urban consumers now have
much more than music and pictures on their
smartphones – they may also have their
payment instruments and loyalty cards.
$GECWUGVJG[EQPPGEVVQVJG+PVGTPGVHTQO
multiple devices, they cannot store and use
local data – instead, that data needs to follow
them around. Payment systems will need to
provide secure and convenient solutions
based on cloud computing.
Transparency and control: %KVK\GPUCTGVCMKPI
control. They are closely monitoring their
spending, tracking best deals, checking the
food ingredients. Multiple new services are
CTKUKPIVQGORQYGTEKVK\GPUVQOCMGDGVVGT
choices – for instance by delivering recommendations or price comparisons. And this
also applies to public institutions in general,
YKVJCITQYKPIGZRGEVCVKQPHTQOEKVK\GPUVQ
JCXGVTCPURCTGPE[QPVJGGHƒEKGPE[QHRWDNKE
policies, as well as an increasing public
concern around high government spending in
a period of sluggish economic growth.
Payments will be a strong enabler for providing the necessary transparency and control.
Customization: Consumers want to be recogPK\GFCUKPFKXKFWCNUYKVJCRRNKECVKQPUQHHGTU
and services tailored to their needs. They want
to receive relevant offers at the right time, for
GZCORNGCVVJGRQKPVQHUCNGYJKNGUJQRRKPI

Convergence:

Citizens are
increasingly mobile
and connected.
They also use
multiple devices
for that connection. They expect
a consistent
payment
experience across
all channels.

Figure 11.3

This represents a significant challenge as it
requires finding the appropriate balance
between privacy and behavioral analysis.
(̪FLHQF\DQGFRVWUHGXFWLRQ Although more
and more people live and work in cities,
IQXGTPOGPVU CTG GZRGEVGF VQ DG OQTG
cautious with their budgets, putting strong
pressure on cost. At the same time, they have
to deliver continuous improvements to their
quality of service. Payments are heavily
impacted by the challenges of efficiency and
EQUVQRVKOK\CVKQP
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%HQHƜWVRI
smarter payments
City leaders will benefit from fostering
payment innovations. Smart payment
systems enhance livability, workability and
sustainability for residents and visitors alike.
.GVŨUGZCOKPGJQY

Livability
Urban inhabitants are increasingly connected
and mobile. And they are increasingly on the
lookout for efficiency, savings and lifestyle
enhancements. They need the right payment
solutions to support them. With those solutions, the city’s livability is improved in many
ways, including:
Seamless and highly secure form factors.
%QPPGEVGFOQDKNGEKVK\GPUYKNNDGPGHKVHTQO
innovative digital payment form factors.
'ZCORNGU KPENWFG FKIKVCN YCNNGVU VJCV IKXG
them a single interface for all their payment
mechanisms, loyalty programs, transportation
tokens, movie tickets and so on. And the ability to use that wallet on any device, any place.
A fully advanced smart city will foster developOGPVQHUWEJHQTOHCEVQTUCPFGZVGPFVJGOVQ
the city’s key services. A resident’s key infor-
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mation will thus be stored in a one-stop, highly
secure interface. Using technologies such as
PGCTƒGNFEQOOWPKECVKQPU 0(% EQPVCEVNGUU
wallets of the future will be the repositories for
+&ECTFUUQEKCNCPFJGCNVJRTQITCOUVTCPUportation cards, sport subscriptions, etc.
.KXCDKNKV[YKNNDGGPJCPEGFD[JCXKPIGXGT[VJKPICVJCPFCPFTGEQIPK\GFKPCUGEQPF
Fully customized service. Digital payment
instruments enable city administrations to
ECRVWTGEKVK\GPUŨDGJCXKQTUKPCPCPQP[OQWU
way. By doing so, they can instantly deliver the
right offer, service or information. Your favorKVGTGUVCWTCPVECPQHHGT[QWCEWUVQOK\GFFGCN
for your favorite meal. You can pay for it and
have it prepared even before you enter the
RNCEG 1T KOCIKPG 0GY ;QTM FWTKPI $NCEM
Friday: public transportation companies could
leverage payment data analytics to adapt
transportation capacity in real time, thus
allowing a smooth journey for users.
Reduced time and inconvenience. Managing
EKVK\GPUŨHTWUVTCVKQPVQYCTFURWDNKEUGTXKEGUKU
often a challenge for city leaders. Smart
payments can help by offering faster, more
convenient solutions for their city transacVKQPU#UCPGZCORNGEQPUWOGTUKP&GNJKPQ
NQPIGTJCXGVQVTCXGNVQVJGKTEKV[ŨUWVKNKV[QHƒEG
during office hours and stand in a queue to
pay their bills. They can now pay from home,
QP VJGKT DCPMŨU YGDUKVG +P 5QWVJ -QTGC

1HDUͧHOGFRPPXQLFDWLRQV 1)& 

Using NFC technologies, contactless wallets
of the future will be the repositories for ID cards,
social and health programs, transportation cards,
sport subscriptions and the like.
Figure 11.4

consumers can now do their grocery shopping during their daily commute at the city’s
subway stations. Using their mobile phones,
they can shop and pay at Tesco’s virtual
grocery stores and the groceries are delivered
D[VJGVKOGVJG[TGCEJJQOG+P.QPFQP
services such as PaybyPhone enable
consumers to pay for parking from their cellphone; consumers no longer have to worry
about having sufficient change. They can
even top up the meter remotely, saving a trip
back to the parking spot.

5

RHGXFLQJWLPHDQGLQFRQYHQLHQFH

PARKING PAYMENTS
GO MOBILE
PayByPhone is a mobile application providing an innovative payment
solution for city parking and transport services. And it offers a lot
more than just payment, with value-added services that enhance livaDKNKV[ HQT EKVK\GPU CPF XKUKVQTU YJKNG UCXKPI EQUVU HQT EKV[
administrations.
Anyone, whether resident or visitor, can simply scan the parking
OGVGTŨU0(%UVKEMGTCPFFQYPNQCFQTQRGPVJGOQDKNGCRRNKECVKQP
6JGFTKXGTECPVJGPRC[HQTVJGRCTMKPIOQPKVQTKVURC[OGPVUGZVGPF
VJGRCTMKPIUGUUKQPDGTGOKPFGFKHVJGUGUUKQPGZRKTGUCPFGXGP
locate his car if lost. And all that remotely. Payment is made through a
credit card. Parking is controlled through mobile terminals and using
ECTKFGPVKƒECVKQPPWODGTUEKV[RCTMKPIKUHWNN[FKIKVCNK\GFUCXKPIJWIG
costs.

5HGXFHGWLPHDQG
inconvenience.

Cities can save money
while enhancing
livability for residents
and visitors alike with
the convenient
PayByPhone mobile
application.

Figure 11.5
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360-degree lifecycle payment systems.
;GUVGTFC[VJGVGTOūRC[OGPVŬOGCPV
just the transaction itself, the gesture
where a payer gives money to a payee.
Tomorrow, the actual transaction will be
a small and invisible part of the total
FGITGGNKHGE[ENGGZRGTKGPEG%KVK\GPU
will be able to easily:
Ű%JGEMCPFEQORCTGRTKEGU
Ű$GPGƒVHTQOURGEKCNQHHGTU
Ű5ETGGPRTQFWEVEQORQPGPVUCPF
features to enhance decision making
Ű1TFGTCP[VJKPICP[YJGTGCP[VKOG
Ű*CXGKVUJKRRGFFKTGEVN[VQJQOGQT
prepared and packed even before
they enter the shop
Ű #PF OCP[ QVJGT XCNWGCFFGF
 DGPGƒVUVJCVYKNNEQOG

Workability
+VKUCMG[RTKQTKV[HQTEKV[NGCFGTUVQ
create the best possible economic
environment to foster prosperity.
Payments are a core component of
economic success. They increase a
city’s appeal to talent, to businesses,
and to tourists. Smart payments
enhance workability by:
Creating a business-friendly environment. Smart payment systems are
critical to allow businesses to compete

on the global stage. They make a city
more friendly to business in several
ways, including:
Ű Increasing the velocity of money. By
enabling quick disbursements, individuals get quick access to their
salaries and benefits so they can
spend them at city merchants..
M-Pesa, a successful payment innoXCVKQPKP-GP[CJCUOCFGKVSWKEM
and easy for employers to pay workers through mobile remittances,
even for people who do not have
banking accounts. M-Pesa accounts
for around 15 percent of total
EQPUWOGTRC[OGPVUKP-GP[C
Ű Enhancing security and reducing
fraud. The migration to smarter
payments is a tremendous protection for business and consumers
alike. For instance, a sufficiently
secure debit card can be cancelled
and reissued without any impact on
its balance if stolen. By having the
right acceptance tools and payment
instruments, a smart city enables
authentication of payer identity and
solvency. Merchants know if
customers are trustworthy. And they
can be paid quickly to reduce working capital requirements.

6

Ű Streamlining business. Payment is a key
FKOGPUKQPQHUVTGCONKPGFDCEMQHƒEGQRGTCVKQPUCPFGPJCPEGFGHƒEKGPE[#PFUOCTV
RC[OGPVUECPTGXQNWVKQPK\GVJGHTQPVQHƒEG
too. Facilitating payment has always been
key to converting prospects to customers.
6JWUDWUKPGUUGUITGCVN[DGPGƒVHTQOKPPQvative payment instruments, from contactNGUUVQYCNNGVUQNWVKQPUCPF0(%FGXKEGU
since they simplify the transaction to
make it almost instantaneous.
Ű Advanced customization. Smart payment
UQNWVKQPUJCXGCPQVJGTMG[DGPGƒVNGXGTCIKPI
Big Data and predictive analytics to target the
right customer.
Creating a welcoming atmosphere for visitors. Travelers have different needs than residents. Coming from afar, they need convenient and interoperable payment solutions.
They also need helpful information in an
WPMPQYPGPXKTQPOGPV+PQTFGTVQCVVTCEVVTCXelers and tourists, cities will need citywide
payment systems that can interoperate with
those from other parts of the world. For
instance, just by using their mobile commerce
YCNNGVUXKUKVQTUEQWNFDGTGEQIPK\GFCUUWEJ
contacted in their language, and provided with
relevant information, since the system will
know the hotel they are staying at, their plane
FGRCTVWTGVKOGUGVE+PVGITCVKPIVJGKTJQOGtown payment instrument into the smart city
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systems will enable them to navigate seamlessly as if they were at home.
Smoothing integration into the world economy.
With the rise of electronic and mobil commerce,
VJGTGCEJCDNGEWUVQOGTDCUGPQYGZVGPFUHTQO
the city to the country and out to the world.
Businesses greatly benefit from advanced
payment solutions to make and receive crossDQTFGTRC[OGPVU5QNWVKQPUGZKUVVQUGPFQT
receive payments from anywhere in the world
YJKNGOKPKOK\KPIVJGTKUMCPFTGFWEKPIVJGEQUV

&UHDWLQJDZHOFRPLQJ
DWPRVSKHUHIRUYLVLWRUVTo

make the most of globalization,
city leaders need to ensure they
can welcome business travelers
and tourists from around the world
by offering them a seamless
payment experience, as if they
were in their home country.
Figure 11.6
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MOBILE SHOPPING IN
KOREA – BRINGING
STORES TO CONSUMERS

#OCLQTTGVCKNGTKP5QWVJ-QTGCUGVCEJCNNGPIKPIIQCNVQ
become the number one grocery retailer without adding
PGYRJ[UKECNUVQTGU+PUVGCFVJG[ETGCVGFūXKTVWCNŬUVQTGU
starting with the city’s subway stations.
Displays at virtual stores are the same as physical stores.
Wall-length billboards are installed in stations, designed to
look like shelves and displaying images and prices of
EQOOQP RTQFWEVU 'CEJ UKIP KPENWFGU C 34 EQFG
consumers shop by scanning products. Their order is then
delivered within the day.
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This strategy makes productive use of commuters’
waiting time, while simultaneously saving shoppers’ time
spent going to the supermarket. The retailer helped
consumers use their idle commute time by bringing the
store to them. With this innovative solution, the retailer
has become the number one player in the online market
and second in physical stores.

%ULQJLQJVWRUHV
WRFRQVXPHUV

The shoppers in this
Korean subway station
are not looking at
physical products.
Instead, they are viewing
a wall of life-like pictures.
They scan the products
they want, which are
delivered to their home or
QHƒEGYKVJKPVJGFC[

Figure 11.7
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Sustainability
Doing more with less. Cities make and receive
huge payment volumes: paying suppliers, civil
servants’ salaries, delivering benefits to citi\GPUEQNNGEVKPIVCZGUƒPGUCPFRC[OGPVUHQT
public services usage. This makes payment
systems an important area for improvement.
$[RTQXKFKPIPGYDGPGƒVUŤHQTKPUVCPEGSWKEMer payments – a city can often save money and
gain more visibility into its own operations.Cash
creates huge costs for cities. Just imagine the
cost of collecting cash and coins from all city
RCTMKPI NQVU CPF VGTOKPCNU $[ FKIKVCNK\KPI
disbursements and collections, a city generates
significant savings and increases operational
GHHKEKGPE[(QTGZCORNGGNGEVTQPKEFKUDWTUGOGPVQHUCNCTKGUCPFDGPGƒVUJCUDGGPHQWPFVQ
reduce the cost of disbursement up to 60
percent, according to MasterCard research.
Reducing the level of cash in a city’s ecosystem
CNUQTGFWEGUVJGITG[GEQPQO[CUFKIKVCNK\CVKQP
provides cities with more transparency and
control over payments and increases public
collections.
Improving planning. Payments are an incomparable source of insight on residents’ ways of
living, commuting and consuming. Through
analysis of that payment data, city governments can adapt city infrastructures and

CHAPTER 11: PAYMENTS | Smart Cities Council Readiness Guide

UGTXKEGU VQ EKVK\GPUŨ RTGHGTGPEGU YJKNG
FGETGCUKPIKPGHƒEKGPVURGPFKPI(QTKPUVCPEG
Ű 2WVVKPICPGYRQUVQHHKEGCVVJGDGUVNQECVKQPRQUUKDNGVQOCZKOK\GKVUWUGDCUGFQP
insights gained from shopping patterns
Ű 6CKNQTKPIVTCPURQTVCVKQPCPFQVJGTRWDNKE
services based on shopping data
Increasing transparency and control. With
advanced payment systems, cities can get more
visibility and control over civil servants’ spending; or over the use of public benefits. For
instance:
Ű E-procurement. Moving the entire procurement process to an integrated electronic
platform. This lets the city get real-time
access to a supplier database and historiECN RTKEG EQORCTKUQPU 6JG -QTGCP
1P.KPG'2TQEWTGOGPV5[UVGO -10'25 
claims to have delivered an estimated $8
billion in savings in 2010. And the
SmartPay program of the U.S. General
Service Administration saved an estimated of $70 per transaction ($1.7 billion
annually) when electronic payments
replaced written purchase orders.

VJGNQUUQHEQPVTQNQXGTGZRGPUGUYJGP
multiple people get corporate cards or
CEEGUUVQRC[OGPVKPUVTWOGPVU.KMGYKUG
VTCXGNCPFGZRGPUG 6' ECPDGNQCFGF
and controlled remotely and given to city
GORNQ[GGUHQTURGEKƒERWTRQUGU
Ű Benefits cards. Prepaid instruments to
FGNKXGTDGPGHKVUVQEKVK\GPUIKXKPIOWEJ
greater control over the usage of funds.
For instance, usage can be limited by time
in the day, category of merchants, or
geographical area. Prepaid instruments
can be used for all kinds of city programs,
KPENWFKPIUVWFGPVDGPGƒVUECHGVGTKCECTFU
childcare subsidies, pensions, etc. The
city of Toronto claims to have saved
roughly $2.5 million by eliminating paper
checks, while increasing livability for
recipients.
Ű Prepaid cards for unbanked citizens.
5QNWVKQPUVQIWKFGHKPCPEKCNN[GZENWFGF
EKVK\GPUFQYPVJGRCVJVQKPENWUKQP%KVKGU
EQWNFRTQXKFGVJGKTHKPCPEKCNN[GZENWFGF
EKVK\GPUYKVJRTGRCKFRTQFWEVUUGTXKPICU
bank accounts to seamlessly collect
remittances and make payments.

Ű Virtual cards. Generate cards on-the-fly
VJCVCTGWUCDNGQPN[HQTCURGEKƒECOQWPV
and with a specific supplier. This avoids
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DRLQJPRUHZLWKOHVV

TORONTO’S
BENEFITS CARD

The city of Toronto faced a growing need to streamline the
FKUDWTUGOGPVQHUQEKCNDGPGƒVU#PFVQTGFWEGVJGEQUVQH
collecting the funds for those recipients, since one in four
do not have a bank account to receive direct bank deposits.
6QHCEGVJKUEJCNNGPIGVJGEKV[FGXGNQRGFVJG+PUVCPV+UUWG
%KV[5GTXKEGU$GPGƒVURTQITCOCPGY/CUVGT%CTFRTGRCKF
card that can be instantly issued with secured printing,
RGTUQPCNK\CVKQP CPF GPEQFKPI CV CP[ QPG QH VJG 
6QTQPVQ'ORNQ[OGPVCPF5QEKCN5GTXKEGUQHHKEGU(WPFU
are loaded on the prepaid card, which is then usable
anywhere by the recipient.
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Switching from direct deposits and check cashing services
generated huge savings for both recipients and the city.
Published estimates claim more than $250 a year can be
saved for a single client receiving $600 a month. The city
KVUGNHGZRGEVUPGVUCXKPIUQHCVNGCUVOKNNKQPCPPWCNN[D[
eliminating the cost of issuing checks.
(KPCNN[VJKUPGYFKIKVCNK\GFKPUVTWOGPVCNUQRTQXKFGUVJG
city of Toronto with a powerful tool to get more insights
on social assistance recipients and their specific needs
through the understanding of their spending behaviors.

'RLQJPRUHZLWKOHVV

By switching to prepaid
cards, Toronto will save
millions of dollars over
the old method of writing
checks and making direct
deposits. In addition, the
prepaid cards are easier
for recipients who do not
have a bank account.

Figure 11.8
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IQFUHDVLQJWUDQVSDUHQF\DQGFRQWURO
Supporting public policies.'PXKTQPOGPVCN
challenges increase the needs for innovative
solutions to reduce waste, reduce emissions,
save energy and foster green transportation.
Payment is central to making solutions accesUKDNG5QOGGZCORNGU
Ű 0GCTHKGNFEQOOWPKECVKQPU 0(%QTEQPVCEVless) car battery charging stations enabling
electric vehicle users to easily pay and
recharge
Ű 6QNNKPIRC[OGPVUQNWVKQPUYKVJCWVQOCVKE
detection of car registration plates
Ű %KV[RCTMKPIRC[OGPVUQNWVKQPU
Ű 2C[D[YGKIJVYCUVGEQNNGEVKQPKPENWFKPIC
UKORNG0(%EJKRKPICTDCIGDCIUVJCVCWVQmate payments
Ű 5OCTV RC[OGPV FGXKEGU EQPPGEVGF VQ
household energy consumption to help citi\GPUOCMGVJGOQUVQHVJGKTUQNCTRCPGNU

ELECTRONIC DISBURSEMENT
IMPROVES CONTROL AND
REDUCES FRAUD

Disbursements of benefits are moving from cash to electronic payments,
CPFVJG5QWVJ#HTKECP5QEKCN5GEWTKV[#IGPE[ 5#55# KUQPGUWEJGZCORNG
+PUVGCFQHKUUWKPIUQEKCNITCPVUCUECUJKVFGRQUKVUOQPG[KPVQTGEKRKGPVŨU
bank accounts that they can then access using a MasterCard debit card.
6JKURC[OGPVU[UVGOUWRRQTVUDKQOGVTKEXGTKƒECVKQPQHVJGTGEKRKGPV(WPFU
CTGQPN[TGNGCUGFKPVQVJGTGEKRKGPVŨUDCPMCEEQWPVCHVGTVJCVXGTKƒECVKQP$[
using this electronic disbursement solution, SASSA aims to eradicate fraud
and illegal collection of grants while also lowering its payment costs by 60
percent. (MasterCard research)

,QFUHDVLQJWUDQVSDUHQF\
DQGFRQWURO

By switching to a payment
system that enforces biometric
XGTKƒECVKQPVJG5QWVJ#HTKECP
Social Security Agency reduced
fraud and reduced costs while
also making it easier for
recipients to access and
spend their money.
Figure 11.9
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SXSSRUWLQJSXEOLFSROLFLHV

HONG KONG’S OCTOPUS
CARD ENCOURAGES
MASS TRANSIT

Many cities seek to be more sustainable by encouraging
the use of mass transit. One way to do so is to switch to
EQPXGPKGPVKPPQXCVKXGRC[OGPVUQNWVKQPU+PCITQYKPI
number of cities, transit systems are using smart
payment solutions to facilitate users’ daily life and
GPTKEJVJGKTGZRGTKGPEGU
+P*QPI-QPINCWPEJGFVJG1EVQRWU%CTFCTGWUable contactless stored-value smart card for making
GNGEVTQPKERC[OGPVUKPQPNKPGQTQHHNKPGU[UVGOU+PKVKCNN[
designed to collect fares for local mass transit systems,
the card has grown to be used in supermarkets, restaurants, parking meters, service stations, etc.
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Today, Octopus claims more than 20 million cards in
EKTEWNCVKQPPGCTN[VJTGGVKOGUVJGRQRWNCVKQPQH*QPI
-QPI4QWIJN[RGTEGPVQH*QPI-QPIŨURQRWNCVKQP
aged 16 to 65 uses the cards, generating 12 million daily
transactions.
This success story led to the development of similar
RTQFWEVUKPQVJGTIGQITCRJKGUUWEJCU.QPFQPŨU1[UVGT
card.

6XSSRUWLQJSXEOLFSROLFLHV

One increasingly popular way
to encourage the use of mass
transit is to create smart cards
for payment. Hong Kong’s
Octopus card can be used not
only for any kind of mass
transit, but also in shops and
restaurants.

Figure 11.10
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Payment targets
The best practices and targets listed below will
help cities foster smart payments. One target -“Ensure access to robust banking servicesŬŤKU
specifically related to payments. We will also
address several targets from the Universal chapVGTCPFJQYVJG[CRRN[VQRC[OGPVU+HYGHCKNVQ
mention a Universal target below, that does not
mean that it does not apply to payments. Rather,
YGUKORN[HGNVKVFKFPQVTGSWKTGCFFKVKQPCNGZRNCPCVKQPKPVJGEQPVGZVQHRC[OGPVU

Instrumentation
and control
Ensure access to robust banking services.
Cities in the developed world may take convePKGPVWDKSWKVQWUDCPMKPICUCIKXGP+PQVJGT
parts of the world, however, it is a significant
issue. Access to banking services is the key
WPFGTN[KPIRTGTGSWKUKVGVQUOCTVRC[OGPVU+V
has various implications, from the need for a
network of capable ATMs (automated teller
machines) to a sufficient number of bank
QHHKEGU (QT EKVK\GPU JCXKPI CEEGUU VQ VJG
banking system means they are equipped with
a way to make payment.
%KV[NGCFGTUPGGFVQGPUWTGVJG[IKXGUWHƒEKGPV
support to the development of a widespread,
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UCHGDCPMKPIU[UVGO+HECUJCPFETGFKVECTFU
are currently the basic form factors, the city
should encourage and assist residents to use
UOCTVGTXGTUKQPUUWEJCU0(%GPCDNGFECTFU
and mobile phones linked to banking.
'NGEVTQPKERC[OGPVUCTGCNUQMG[CUOQTGCPF
more transactions are done remotely. As an
KNNWUVTCVKQPVJGEKV[QH0KEG(TCPEGOCUUKXGN[
communicated the benefits of contactless
cards. By pioneering that technology, the city
created a favorable climate for adoption and
DNC\GF VJG VTCKN HQT DWUKPGUUGU CPF
consumers.
Implement optimal instrumentation. There
are at least two payment areas where cities
need to ensure that the right devices are
deployed:
Ű Acceptance devices. Parking meters, ATMs,
utility meters, vending machines and pointof-sale terminals are increasingly used to
make payments. Acceptance networks
must adapt to emerging payment methods,
such as contactless cards and phones, as
well as electronic wallets.
Ű Payment form factors. Smart payment
devices do more than paying. For instance,
FKIKVCNYCNNGVUICVJGTCNNEWUVQOGTUŨGZKUVKPI
payments cards in a single device and also
combine them with rewards and loyalty
cards. They also enrich their functionalities

,PSOHPHQWRSWLPDOLQVWUXPHQtation. In some parts of the world,

convenient, ubiquitous banking is a
UKIPKƒECPVKUUWG#EEGUUVQ
banking services is a prerequisite
of smart payments.
Figure 11.11

with innovative features to facilitate day-toFC[ NKHG +P *QPI -QPI CPF .QPFQP HQT
instance, the mass transit systems rolled
out contactless electronic cards that people
can use to pay for transit, but can also use
in shops.

13

Connectivity
Connectivity and telecommunications are
crucial for the development of smarter
payments. The smart cities model relies heavily on a fast, secure, real-time transfer of
information.
Connect devices with citywide, multi-service
communications. Smart cities need connectivity
throughout to allow stakeholders to carry out
transactions anywhere, anytime. Access to highURGGFYKTGNGUU+PVGTPGVKUCRTGTGSWKUKVG5QKU
good coverage including areas such as subways
and mass transit systems where people spend
UKIPKHKECPVVKOG'XGT[QPGCNUQDGPGHKVUHTQOC
fast and secure network, as it decreases the risk
of fraud and reduces processing time to create a
UGCONGUUGZRGTKGPEG

Interoperability
%KVKGUOWUVHQEWUQPKPVGTQRGTCDKNKV[VQOCZKOK\G VJG XCNWG QH UOCTV RC[OGPVU
+PEQORCVKDNGRTQRTKGVCT[UVCPFCTFUCTGCTGEKpe for failure.
Adhere to open standards (including across
payment infrastructures). Adopting open
standards across payment infrastructures has
UKIPKHKECPVCFXCPVCIGU+VGPUWTGUHCUVCPF
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DTQCFRCTVKEKRCVKQPOKPKOK\GUTKUM VJTQWIJ
investment in tested standards) and drives
RTQEWTGOGPVGHƒEKGPE[ D[QHHGTKPICEEGUUVQ
ITGCVGTEJQKEGCPFNQYGTRTKEGU +VCNUQHCEKNKtates participation by foreign consumers, tourists and business travelers.
Open standards must be used at multiple
levels including 1) the communications technology, 2) the interaction between payment
FGXKEGUCPF VJGFCVCGZEJCPIGFDGVYGGP
VJGFGXKEGU0(%KUVJGRGTHGEVGZCORNG6JKU
contactless communications standard has
been broadly adopted by leading merchants,
issuers and city leaders around the world.
Cities should give preference to global standards to make it easier to do business globally
and to attract tourists from other countries.
Use open integration architectures and loosely
coupled interfaces. Companies are increasingly adopting open integration architectures and
GZRQUKPIVJGKT#2+UUQVJCVVJKTFRCTVKGUECP
KPVGITCVGYKVJVJGKTU[UVGOU+PVJGRC[OGPVU
KPFWUVT[ EQORCPKGU UWEJ CU %QWPEKN .GCF
Partner MasterCard are adopting this
approach. Cities should also adopt a similar
strategy when developing their payment infrastructure. This approach will not only rapidly
ūDWNMWRŬVJGKTRC[OGPVGEQU[UVGOKVYKNNCNUQ
provide more value for all participants.

&RQQHFWGHYLFHVZLWK
FLW\ZLGHPXOWLVHUYLFH
FRPPXQLFDWLRQV

Smart cities need
connectivity throughout
to allow stakeholders to
carry out transactions
anywhere, anytime.
Figure 11.12
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AGKHUHWRRSHQVWDQGDUGV

FRANCE’S FIRST
“CONTACTLESS CITY”

A payment is contactless when you don’t insert your card
CVEJGEMQWV+PUVGCF[QWJQNFKVYKVJKPƒXGEGPVKOGVGTUQH
the terminal. Payment information is sent wirelessly and
processed. Contactless cards are a faster, more convenient alternative for low-value purchases at fast food
restaurants, convenience stores and transport terminals.
They are also ideal for remote, unattended payments,
such as vending machines, road tolls and parking meters.
The French government has long been keen to promote
VJGEQPEGRV+PVJG/KPKUVGTHQT+PFWUVT['PGTI[CPF
&KIKVCN'EQPQO[CWVJQTK\GFOKNNKQPGWTQUVQGPCDNG
cities and local agencies to roll out contactless projects.
0KEGDGECOGVJGHKTUVEKV[KP(TCPEGVQCEVKXGN[RTQOQVG
contactless cards. The project had the support of the
national and local governments and continues to be devel-
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oped in conjunction with mobile operators, banks, transport operators and the retail sector.
%WUVQOGTUKP0KEGECPCNUQWUGRJQPGUGSWKRRGFYKVJVJG
0(%UVCPFCTFCVVJQWUCPFUQHOGTEJCPVNQECVKQPUCPFQP
public transport. Additionally, they can use their handsets
VQTGCF0(%KPHQTOCVKQPVCIUGODGFFGFKPRQUVGTU
0QTCTGVJGDGPGHKVUTGUVTKEVGFVQTGUKFGPVU8KUKVQTUVQ
0KEGCTGCNUQCDNGVQWUG0(%GPCDNGFOQDKNGRJQPGUVQ
pay at restaurants, supermarkets and local stores, as well
as ride the city’s buses and tramways. France has always
been good at attracting visitors. More than 75 million tourists flock there every year, making it one of the most visitGFEQWPVTKGUKPVJGYQTNF#PFPQYNGFD[0KEGQPGQHVJG
OQUVūEQPVCEVNGUUŬ

$GKHUHWRRSHQ
VWDQGDUGV

In 2010, Nice became
VJGƒTUVEKV[KP(TCPEG
to actively promote
contactless payment.
The new payment
system has become very
popular with businesses,
residents and visitors. It
relies on open standards
UWEJCUPGCTƒGNF
communications (NFC).
Figure 11.13
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Security and Privacy
As stated previously, a key goal of a payment
system – smart or otherwise – is to enforce
trust between participants. A security or privacy breach, therefore, threatens its overall
integrity.
Publish privacy rules (and apply them to the
city’s payment systems). Cities must publish
clear rules on privacy that apply equally to its
payment systems. From a privacy perspective
this includes:
Ű 6JGTGURGEVQHCPQP[OKV[ŤFCVCUJQWNFPQV
DGūRGTUQPKƒGFŬYJGPCPCN[\GF
Ű 6JG V[RG QH KPHQTOCVKQP VJCV ECP DG
captured from the client
Ű 9JCVECPDGUJCTGF
Ű 9JQJCUCEEGUUVQKV
Ű *QYVJGKPHQTOCVKQPKUUVQTGFCPFWUGF
Ű *QYRCTVKEKRCPVUECPCEEGUUKVCPFGFKVQT
delete it
3XEOLVKSULYDF\UXOHV DQG
DSSO\WKHPWRWKHFLW\̸V
SD\PHQWV\VWHPV 
Smart cities ensure
best-of-breed, high-speed
broadband access across
their geography to all or
most buildings.

Create a security framework. The city must
define the levels of security required for
payment, such as two-factor authentication or
2+0PWODGTU&KIKVCNYCNNGVUCTGCIQQFGZCOple. They secure several payment means, as
well as other documents (loyalty cards, etc.) in

a single application. This avoids having one’s
payment references in multiple locations.
*QYGXGTEKVKGUOWUVTGEQIPK\GVJCVQXGTN[
stringent rules can discourage participation –
you must strike the right balance. Remember
CUYGNNVJCVUGEWTKV[URGEKƒEUOC[CNTGCF[DG
FGƒPGFD[NCYQTD[EQOOGTEKCNVGTOU UWEJ
as the terms to participate in payment
networks).

Computing Resources
With close to three trillion payment transactions globally every year, payments involve
large volumes of data. True value can be
derived from payment systems if that data
ECP DG CPCN[\GF VQ RTQXKFG CP GPJCPEGF
GZRGTKGPEG
Consider a cloud computing framework.
Cloud computing is a valid consideration for
every city responsibility, but it is virtually a
requirement for smart payments. To be
usable, the payment solution has to allow
information to be securely stored yet accessible anytime, from any place and any device.
Only a cloud computing framework can meet
these stringent requirements.

Figure 11.14
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Have access to comprehensive device
management.+ORNGOGPVKPIUOCTVRC[OGPVU
YKNN GZRNQFG VJG PWODGT QH FGXKEGU CPF VJG
volume of data on a city’s network.
Comprehensive device and network management will improve security, resilience and
reliability of the payment system, deliver cost
savings and enforce compliance with city data
management, security and privacy policies.

Analytics
Analytics based on payments data can have a
UKIPKƒECPVRQUKVKXGKORCEVQPNQECNEQOOGTEG
+VECPCNUQKPHQTOCPFKORTQXGIQXGTPOGPV
policies.
Achieve full situational awareness (including
local commerce trends). Develop a deep
understanding of local commerce trends by
CPCN[\KPIRC[OGPVUFCVC+PUKIJVUECPKPENWFG
macro indicators like retail sales that help
decipher the state of the economy and set
policy direction. Micro indicators such as tourist spending behavior by city of origin can help
identify places to target for marketing and
promotional activities.
Achieve operational optimization. Capture
CPFCPCN[\GVTCPUCEVKQPCNFCVCVQIGVWUGHWN
KPUKIJVUŤHQTGZCORNGEKVK\GPWUCIGQHRWDNKE
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$FKLHYHIXOOVLWXDWLRQDODZDUHQHVV LQFOXGLQJFRPPHUFH
WUHQGV  Analyzing payments data that includes macro indicators
like retail sales help cities decipher the state of the economy and
set policy direction.

Figure 11.15

UGTXKEGUVQCFCRVCPFQRVKOK\GUGTXKEGNGXGNU
+PUKIJVUUWEJCUVJGPWODGTQHRGQRNGWUKPI
the city’s mass transit system (ticket
purchase/validation) versus driving into the
city (toll fee or parking payment) can help
EKVKGU UGV EWUVQOK\GF RQNKEKGU VJCV TGFWEG
congestion. An accurate monitoring of spending, for instance in post offices or licensing
offices, can allow a better allocation of staff
and an improved management of opening
hours.

Pursue predictive analytics. Payments data
can predict people’s preferences and significantly improve the city’s ability to plan for the
future. Cities must develop and leverage this
ECRCDKNKV[(QTGZCORNGVJGEKV[OKIJVCFCRV
its development plan and infrastructure from
the knowledge that people are shifting their
spending from neighborhood convenience
stores to larger stores at the city outskirts.
Predictive models can also be set up to determine the most appropriate place to operate
merchant locations or public services.
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Three essential
assets to achieve
payment insights
IRUFLWLHV
Council member Mastercard is a world
leader in payments data and analysis.
+VUWIIGUVUVJGVJTGGCUUGVUUJQYPKP
the chart are essential to achieving
deep insights from payments data.
;QWOC[ƒPFKVWUGHWNVQRCUUCNQPIVQ
[QWT+%6UVCHHCUVJG[DGIKPVQGXCNWCVG
options.

Asset

Characteristic

Factors

Get access to transaction data

Data Sources

Ű&KTGEVN[QTVJTQWIJRCTVPGTUJKR

3WCNKV[TGRTGUGPVCVKXGPGUU

Ű/CZKOK\GSWCNKV[CPF
ūTGRTGUGPVCVKXGPGUUŬ

Availability / diversity
%QPƒFGPVKCNKV[EQORNKCPEG

Combine with other available data
Ű5VTWEVWTGFQTWPUVTWEVWTGF

Ability to store, structure, cleanse
and process
Ű9KVJNCTIGFCVCDCUGU
Ű+PENWFKPIWPUVTWEVWTGFFCVC

Flexible Technology

Ability to manage unstructured data
including open source tools such as
*CFQQR

Sharing and analytics tools to deliver
insights

Data cleansing process in place

Ű(TQODCUKEVQCFXCPEGFHQTDWUKPGUU
users to data scientists

Data analysis and mining tools

&CVCXKUWCNK\CVKQPVQQNU

Integration into existing tools and
systems

Ability to deliver value and insights
Ű5RGEKCNKUVUKPCNNCURGEVUQH$KI&CVC

Expertise

Ű%QPXGTUKQPQHFCVCKPVQCEVKQPCDNG
insights
Ű#FXCPEGFCPCN[VKEUCPFUVCVKUVKECN
modeling

1TICPK\CVKQPUVTWEVWTGVQUWRRQTV$KI&CVC
Availability of analytics resources and skills
Specialists in regulation, privacy laws and
data usage

Figure 11.16
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PAYMENTS TARGETS
+PVJGEJGEMNKUVDGNQYVCTIGVUURGEKƒECNN[RGTVCKPKPIVQVJGRC[OGPVUTGURQPUKDKNKV[CTGKPEROG universal targets are not.

Enabler

Payments Targets
How smart cities deploy and use ICT to enhance their payments

Instrumentation & Control

TECHNOLOGY

Connectivity

Partial

Over 50% Complete

Connect devices with citywide, multi-service communications

Adhere to open standards (including across payment infrastructures)
Use open integration architectures and loosely coupled interfaces
2TKQTKVK\GWUGQHNGICE[KPXGUVOGPVU

Security & Privacy

Publish privacy rules (and apply them to the city’s payment systems)
Create a security framework
+ORNGOGPVE[DGTUGEWTKV[

Data Management

Create a citywide data management, transparency and sharing policy

Analytics

None

Ensure access to robust banking services
+ORNGOGPV QRVKOCN KPUVTWOGPVCVKQP (including acceptance devices and
new payment form factors)
Connect devices with citywide, multi-service communications

Interoperability

Computing Resources

Implementation Progress

Consider a cloud computing framework
Use an open innovation platform
*CXGCEEGUUVQCEGPVTCN)+5
*CXGCEEGUUVQEQORTGJGPUKXGFGXKEGOCPCIGOGPV

Achieve full situational awareness (including local commerce trends)
#EJKGXGQRGTCVKQPCNQRVKOK\CVKQP
#EJKGXGCUUGVQRVKOK\CVKQP
Pursue predictive analytics
Figure 11.17
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CHAPTER 12

SMART PEOPLE

At its core, a smart city uses advanced technologies
to improve livability, workability and sustainability. And
the ultimate goal of this Readiness Guide is to help city
R̩FLDOVEXLOGDQXQGHUVWDQGLQJRIWKHVHWHFKQRORJLHV˳
DQG KRZ WKH\ ̧W WRJHWKHU ˳ WR FUHDWH ,&7HQDEOHG FLWLHV
of the future. This chapter focuses on the “secret sauce”
WKDWWXUQVWKHLGHDRIDVPDUWFLW\LQWRUHDOLW\,QDQXWVKHOO
ZH˸UHWDONLQJDERXWSHRSOH˳HOHFWHGR̩FLDOVFLW\SODQQHUV
SROLF\PDNHUV FLWL]HQV EXVLQHVV OHDGHUV ̧QDQFLHUV DQG
SXEOLFSULYDWHSDUWQHUVKLSV
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No matter how integral technology targets
are, a smart city vision will never be fully realized if those targets aren’t planned, deployed
and managed correctly. That’s why we’ve idenVKƒGFYJCVYGŨTGECNNKPIsupporting practices
for cities to consider as they plot a course
towards the future. As you’ll see in the pages
ahead, these supporting practices are all
dependent on people making smart decisions
to get maximum value out of their technology
investments.

3. Citizen engagement. This encompasses
the outreach, inclusion and cooperation
cities need to get the best results from
technology investments. Experience has
proven that for smart cities to work, citizens
must be considered and consulted from
day one and at every step along the way.
Fortunately, social media and web portals
make citizen engagement far easier today.

SUPPORTING PRACTICES

The three supporting practices we’ll drill down
on in this chapter are:
1. Policy and leadership. This includes the
management policies and leadership capabilities that cities use to plan for and
support ICT investments. For example, ICT
will benefit cities, their residents and businesses most when a comprehensive smart
city plan has been created.
2. Finance and procurement. These practices
help cities buy and pay for the technologies
they need. Employing proven techniques
can help a city get the right technology, at
the right time, at the right price. One example is developing an integrated procurement plan for technology across all city
departments.

In the chart below you’ll see supporting practices that will help cities realize the technology
targets discussed in previous chapters.
Unless otherwise noted, these supporting
practices apply to every city responsibility
area covered in this Guide. In the Ideas to
Action chapter that follows this one, we will
explore how cities can enact these policies to
best achieve the technology targets and
become smart cities.

Policy & Leadership

Finance & Procurement

Citizen Engagement

́Share infrastructure
́Promote a smart city workforce
́Consider the full lifecycle of built environments
́Build and adhere to a multi-modal transportation plan
́&GXGNQRCUGCONGUUCPFGHƒEKGPV0(%RC[OGPVU[UVGO
́Adhere to a disciplined and integrated procurement plan for
technology
́Consider all funding mechanisms
́Continuously pursue two-way communication with citizens on
UVTCVGIKGUHQTCPFDGPGƒVUQH+%6DGHQTGCPFFWTKPIVJGKT
deployment
́Offer an integrated, personalized citizen portal for services
́Disseminate timely information about public safety, public
health, transportation and other services that impact the public

Figure 12.1
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Policy and leadership
supporting practices
Build a comprehensive smart city plan. To
borrow from Hollywood, creating a smart city in
some ways resembles making a major motion
picture. First you need a script with a plot that
will capture the imagination and enthusiasm of
its intended audience. You need to work with a
studio to share resources and with other entities for location shots. You need a talented
director, a quality cast and you need lots of
extras – all of whom help bring the movie to life
– as in lights, camera, action. For cities, the
“script” is a comprehensive smart city plan. The
studio and locations are shared infrastructure,
and the cast and crew represent the smart
workforce. Let’s zoom in on these concepts.
The plan, which is continually evaluated and
updated much like a movie script during
rehearsals, encompasses all work streams in
every single responsibility and enabler
discussed in this Readiness Guide. The plan
organizes city efforts and resources across
departments, identifies and articulates city
priorities and plans action steps to achieve the
targets this Guide recommends.
A comprehensive smart city plan calls for 1)
measurable targets for livability, workability
and sustainability and 2) timely reports of
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progress toward those targets. The plan is
articulated in ways that citizens and communities (the audience) will understand because
they see its connection to their lives.

can move towards its targets one step at a
time, knowing that individual projects will be
compatible with each other, even if they are
built separately at different times.

Arguably this may be the most important
piece of the entire Readiness Guide since by
FGƒPKVKQPCEQORTGJGPUKXGRNCPYKNNEQPUKFGT
all the other aspects of an ICT-enabled smart
city. A comprehensive plan sets the stage by:

́ ,QFUHDVLQJSXEOLFVXSSRUWSince a comprehensive plan promotes the future benefits
and paints a picture of the future improvements in livability, workability and sustainability, it can dramatically increase public understanding and support. It can also help rally
UWRRQTVCPFƒPCPEKPIHTQOVJGRTKXCVGUGEVQT

́ 0D[LPL]LQJV\QHUJLHVDQGPLQLPL]LQJFRVWV
Considering the big picture can help a city
ƒPFYC[UVQUJCTGKPHTCUVTWEVWTGCPFUJCTG
costs – doing away with unnecessary duplication of ICT investments.
́ ,GHQWLI\LQJ WKH EHVW SODFHV WR VWDUW
Picking the “low-hanging fruit” – which are
projects that have a big return for a relatively small investment in money and time –
often makes most sense. If a city starts
with those “big bang” projects, it can build
momentum and public support. And it can
potentially generate revenue for use on
future projects.
́ (QDEOLQJFLWLHVWREXLOGVHSDUDWHSURMHFWV
With a plan in place, you can be confident
everything will work together in the end
because you’re adhering to principles and
standards that ensure interoperability and
collaboration. With such a framework a city

́ $WWUDFWLQJWDOHQWDQGEXVLQHVVA smart city
wants to woo today’s mobile professionals
and easy-to-relocate high-tech businesses,
but both are increasingly choosy when
deciding where to establish themselves.
They are attracted to cities that have a
strong, compelling vision for a better future
and a path to get there, which is what your
comprehensive plan lays out.
́ (PSKDVL]LQJ WKH QHHG IRU FKDQJH DQG
change management. Smart cities are
visionary projects. As with all visionary projects, organizations undertaking them will be
most successful if they are good at articulating and fostering change. Comprehensive
smart city plans promote “change management” strategies that ensure minimum
negative impacts and maximum positive
outcomes in their pursuit of the smart city.
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HOW DO YOU
TRANSFORM A CITY?
TRY ASKING
SOME MAYORS

That’s exactly what Smart Cities Council member IBM did
in conjunction with its Smarter Cities Challenge grant
program, a multi-year, 100-city initiative designed to get
cities started on ambitious projects. IBM has donated
$50 million in employees’ time to work with city leaders.
As part of that effort, IBM harvested insights from participating mayors and put them in a report – How to Reinvent
a City. Among the lessons for leaders from leaders:

(QJDJHFLWL]HQVDQGEXVLQHVVHVRQWKHLUWHUPVCity
leaders understand that citizen engagement is essential
to understanding the wishes of their constituents – not
to mention getting re-elected. But some of the typical
methods yield unsatisfactory results. The public needs
easy, open and continuous access to a wide variety of
data and planning information, and people must be
brought into a project early so they can participate in
designing it.

Think like a CEO. When city leaders are trying to overcome inertia, it helps to radically rethink what a city is and
does. Traditionally, mayors have defined their cities and
their leadership roles within the parameters of politics
and traditional public services. That’s too narrow a view.
Today, some of the more innovative leaders see their
cities as businesses and themselves as chief executives.

%HEROGDQGEUDYHAccess to an abundance of data
helps city leaders understand how things work and how
they might work better, but unless mayors are bold they
won’t get big things done. Politics will get in the way. So
it’s essential for mayors to not only propose bold plans
but to make it clear to those around them that they are
deeply committed to making them work.
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Policy and leadership
supporting practices.
Today, some of the
more innovative
leaders see their
cities as businesses
and themselves as
chief executives.

Figure 12.2
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6KDUHLQIUDVWUXFWXUH It doesn’t take someone
HTQOVJGEKV[DWFIGVQHƒEGVQUGGVJGXCNWGKP
reducing needless duplication and redundant
spending. And that’s what can happen when
cities recognize interdependencies between
departments and the value of cross-coordination. Actively seeking ways to share ICT infrastructure between city departments – and
having backup plans in place should problems
occur – simply makes sense.
Beyond reducing redundant spending and
effort, benefits of sharing infrastructure
between departments can:
Ű 7PEQXGTYCUVGHWNFWRNKECVKQP
Ű 5WTHCEGRQVGPVKCNU[PGTIKGUCPFPGYUQNWtion opportunities
Ű 4GFWEGCTIWOGPVUCPFHTKEVKQP
Ű 7PGCTVJCPFGPHQTEGDGUVRTCEVKEGUEKV[YKFG
#PQVJGTDKIDGPGƒVQHUJCTKPIKPHTCUVTWEVWTGKU
that a city can improve overall results by bringing multiple minds and multiple viewpoints to
the table. Additionally, future expansion and
applications are fast-tracked when infrastructure is shared because computing and information assets are no longer stranded in separate “silos.”
In some cases, it may also make sense for a
UOCTVEKV[VQGZRNQTGVJGDGPGƒVUQHUJCTKPIKVU
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Share infrastructure.

infrastructure with the private sector. For
example, this is important when it comes to
broadband and cellular connectivity. Often it is
private sector operators who are best suited
to deploy and maintain these networks with a
high degree of reliability, security and
coverage.

Smart cities actively
seek ways to share ICT
infrastructure between
city departments.

Figure 12.3
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Share infrastructure:

ONLINE SERVICES
“FACTORY” ALLOWS
CROSS-AGENCY
ACCESS FOR CITIZENS

One of the roles of Direction Générale de Modernisation
de l’État (DGME), the French agency responsible for
modernization, is guiding French ministries and agencies
in their e-government initiatives.
The problem DGME faced in the past was that many of its
projects were built in silos with high associated costs. To
respond to that challenge, DGME chose Council member
Alphinat to develop an “online services factory” that
allows delivery of cross-agency online services that focus
on the needs of citizens and municipalities.
Alphinat’s SmartGuide suite, combined with infrastructure
and professional services from Bull, resulted in what’s
referred to as “My Online Services” -- a web-based, one-stopshop capable of automating online service creation, deploy-
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ment and maintenance while reducing custom coding and
promoting reuse of components and existing ICT assets.
For the end-user, the measuring stick of success is its
ease of use. In less than a year after its launch, three
million accounts were created and the portal offers close
to 1,300 forms, registers two million downloads per
month and delivers a wide range of citizen-centric, crossagency services such as change address declaration,
voter registration, citizen census and grants requests.

Share infrastructure.

In less than a year after
launch of the DGME
online services factory,
three million accounts
were created giving
citizens 24/7 access
to a wide variety of
services from multiple
agencies.
Figure 12.4

And the objectives the DGME had set out in terms of
quality of service to citizens have been met with convenient 24/7 access to government services that save time
and eliminate redundant operations.

6

3URPRWHDVPDUWFLW\ZRUNIRUFH It is one thing
to enable the infrastructure of a smart city, but
finding the highly trained workers in both the
public and private sector that smart cities will
need to operate that infrastructure will be challenging. Skilled ICT workers are currently in high
demand. Because of that, policies and
programs focused on building the skills necessary to install, maintain and optimize smart city
technologies should be a priority.
Many options exist for promoting a smart city
workforce, and cities should find those that
best fit their own needs and circumstances.
For instance, you may choose to:
́ 2UJDQL]H RU SDUWQHU ZLWK SURIHVVLRQDO
groups to identify skills needed
́ 3URPRWH UHOHYDQW OLFHQVLQJ H[DPV and
continuing education curriculums
́ 8VH D ˸VXVWDLQDEOH˹ GHVLJQDWLRQ for
professionals
́ 3XEOLVKJXLGHOLQHVRUFUHDWHLQFHQWLYHV to
include smart technology topics in public and
private education and workforce training
Besides boosting the skills and competencies
of city personnel, an active campaign to train
and groom a smart city workforce will provide
a competitive advantage to a city in the battle
to attract business and jobs.
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&RQVLGHUWKHIXOOOLIHF\FOHRIEXLOWHQYLURQments. Built environments progress through
several life stages including planning, design,
EQPUVTWEVKQPQRGTCVKQPTGVTQƒVCPFGPFQHNKHG
Smart cities consider the full lifecycle of their
built environments when enacting policies and
making decisions relevant to buildings.

Promote a smart city workforce.

Organizing professional groups to
identify ICT skills needed is one
way cities can promote a smarter
workforce. Creating a sustainable
designation for professionals is
another.
Figure 12.5

This is a key point because it ensures that
cities get the most out of ICT deployments in

7

Promote a smart city workforce:

TRAINING MAY BE
THE TICKET TO AN ICT
:25.)25&(,172'$<˹6
COMPETITIVE CLIMATE

An “ICT Skills Audit” released in May 2013 found 4,500
vacancies in Ireland’s ICT sector. The reason? A severe
skills shortage in the country’s workforce.
“We have been increasingly concerned at the growing
skill shortages in the sector, while recognizing an increasing, and untapped, opportunity to create a talent pipeline
comprising of those job-seekers with transferable skills
from declining sectors,” said Peter Davitt, chief executive
QHVJGPQPRTQƒVVTCKPKPIRTQOQVKQPCIGPE[(CUVTCEMVQ+6
(FIT), which performed the audit.
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According to the Irish Examiner, FIT works with government departments and national education and training
agencies in Ireland and it has a number of IT companies on
its board, including Smart Cities Council members. FIT runs
training programs to “re-skill” workers and says it is on
target to engage 30,000 people through its training “interventions” over the next three years.
And of course the situation in Ireland is not unique; all
over the world companies are clamoring for workers with
ICT skills. That means cities and other government agencies will have to be very competitive – or take a cue from
FIT and establish aggressive training programs.

Promote a smart
city workforce.

Competition for
skilled ICT workers
will challenge many
cities; making
training opportunities available may
be the best route to
a skilled smart city
workforce.
Figure 12.6
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their built environments. By considering the
full lifecycle of built environments, cities are
able to recycle and reuse data from built environments when planning for their replacements. This can save resources and ensure
better outcomes for future building inhabitants.
Build and adhere to a multi-modal transportation plan. Smart cities build a holistic, integrated plan that encompasses all of their
existing transport modes as well as those they
want to pursue in the future. This integrated
and multi-modal plan connects cities’ technology investments in transportation infrastructure to ensure sharing, scalability, connectivity
and efficiency. The plan takes into account
shifts in population, demand and regional
interconnectivity. Cities with an integrated
VTCPURQTVCWVJQTKV[YKNNƒPFKVGCUKGTVQKORNGment a single, multi-modal transport plan.
Those without a single authority will have to
build coalitions and create both mandates and
incentives for a combined plan.
3XUVXHWKHUHPRYDORIUHJXODWRU\EDUULHUVWR
telemedicine. The potential for telemedicine to
improve access to and the cost effectiveness of
a city’s healthcare system is huge, but unfortunately regulatory barriers hinder its widespread
adoption. Technology is often said to develop
more quickly than the laws that govern and
affect its use, and telemedicine is proof of that.
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Medical licensing, credentialing and malpractice
protections often vary from country to country
QTGXGPUVCVGVQUVCVGETGCVKPICTVKƒEKCNDCTTKGTU
to telemedicine. For example, a doctor licensed
in Texas with a certain type of radiological
expertise may not be able to deliver services to a
patient in dire need in Michigan without meeting
a series of costly, redundant and time-consuming requirements. Insurance is another factor
slowing adoption of telemedicine; the industry is
not fully onboard with the concept yet.
The answer may be a united effort by smart
cities and smart healthcare proponents to
advocate for adoption of telemedicine at local
and national levels so that citizens everywhere
have access to the future of health delivery
sooner rather than later.
'HYHORS D VHDPOHVV DQG HIILFLHQW 1)&
payment system. Payment systems are a city
economy’s backbone: the core component
enabling city merchants and public services to
receive payments and citizens to circulate,
UJQRGPVGTVCKPKPVJGKTGXGT[FC[NKXGUDGPGƒVing from strong livability solutions. Smart
cities create the momentum amongst key
innovative payment stakeholders to implement seamless and efficient payment
systems. Bringing together merchants, banks,
telecom operators and payment instruments’
providers is critical to set up the right model
and kick off the roll-out of new and innovative

Build and adhere to a multi-modal
transportation plan. Smart cities build

transportation plans that include existing
transport modes as well as those they want
to pursue in the future.
Figure 12.7

payment solutions. Such systems need to
develop consumer and merchant equipment
in parallel and city leaders need to avoid falling
into a chicken-and-egg situation.
Setting up a citywide public initiative onboarding all key stakeholders and leveraging public
services to lead by example is a best practice
to consider in order to enable innovations. As
an illustration, in the French city of Nice, the
Cityzi initiative successfully teamed the
French mobile network operators, the major
retail banks, the two international payment
schemes and key city merchants to develop
mobile payments-related solutions.

9

Finance and procurement
supporting practices
Let’s face it: Implementing smart city technologies in an era when so many cities are
budget-strapped is going to be a financial
challenge. But it doesn’t have to be an insurmountable one. Cities will need to get creative,
though. In this section we’ll discuss how to
develop a solid procurement plan and how
cities should look beyond traditional funding
mechanisms for their technology needs.
Adhere to a disciplined and integrated technology procurement plan. There are two key
words here: disciplined and integrated. First, a
city’s procurement plan for smart city technologies should include a disciplined business
case that identifies and quantifies costs and
DGPGƒVUQXGTVJGRTQLGEVNKHGVKOG5GEQPFN[CNN
city departments need to be integrated in the
procurement plan to ensure economies of
scale, best practices, elimination of redundant
purchases and interoperability.
It’s also important to think of your procurement plan as a living document, one that
includes (and regularly updates) a technology
TQCFOCRVJCVKFGPVKƒGUVJGQRVKOCNUGSWGPEG
of investments and implementations. Of
course, cities should start with whatever project they want and be flexible about taking on
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new projects and changing plans as needed.
The important thing is that smart city projects are deployed so that they work together.

already strained, you’ll need to explore the
widest possible range of funding mechanisms. And the results may surprise you.

Your procurement plan should favor interchangeable hardware and software from
diverse vendors to stimulate innovation and
competition and to allow for interoperable
systems. The plan should also establish selection criteria that go beyond just the “lowest
price.” It prioritizes for solutions that are the:

6JGTGCTGFQ\GPUQHFKHHGTGPVYC[UVQƒPCPEG
infrastructure. Among them:

Ű .GCUVRTQPGVQQDUQNGUEGPEG
Ű /QUVGCUKN[GZRCPFGFVQOGGVHWVWTGPGGFU
Ű /QUVTGUKNKGPV
Ű /QUVEQUVGHHGEVKXG
Ű 'CUKGUVVQKPUVCNNCPFWUG
Ű/QUVTGNGXCPVVQCFFTGUUKPIVJGQDLGEVKXG
Adhering to a disciplined procurement plan
can dramatically decrease overall costs. It can
also greatly extend the life and value of the
technologies purchased because the plan will
include provisions to ensure interoperability
and open standards.
&RQVLGHUDOOIXQGLQJPHFKDQLVPVToo often
cities consider only a single “traditional” methQFVQƒPCPEGVJGVGEJPQNQI[KVPGGFU+PUQOG
regions, that method may be funding from the
central government. In other parts of the
world, it may be municipal bonds. But in an
era when so many municipal budgets are

Ű
Ű
Ű
Ű
Ű
Ű
Ű
Ű
Ű
Ű
Ű
Ű
Ű
Ű
Ű

2WDNKERTKXCVGRCTVPGTUJKRU
2GTHQTOCPEGEQPVTCEVKPI
2JKNCPVJTQRKEITCPVU
&GXGNQROGPVDCPMNQCPU
2C[CU[QWIQ
5CNGNGCUGDCEM
4GXQNXKPIHWPFU
)TCPV HWPFKPI KPENWFKPI TGHWTDKUJOGPV
subsidies
)WCTCPVGGUEJGOGU
7VKNKV[KPEGPVKXGU
1PDKNNTGRC[OGPVVJTQWIJNQECNWVKNKVKGU
.QECNKPEGPVKXGUCPFETGFKVRTQITCOU
4GFWEGFRGTOKVVKPIVKOG
&GPUKV[DQPWUGU
2C[HQTRGTHQTOCPEG

To increase bargaining power, cities should also
consider joint procurements and buying coalitions
with other cities, states, regions, federal agencies
and the military. By considering all financing
options, a city may be able to afford smart city
improvements years earlier than more traditional means might allow. The sooner installed, the
sooner the city will realize the payback.

10

Consider all funding mechanisms:

CHICAGO MAYOR
PROMOTES AN
“INFRASTRUCTURE
TRUST” PAYMENT MODEL

“We have a critical need in this city, which is we have a 21st
century economy sitting on a 20th century foundation. And
unless we modernize it, we won’t get moving.”
That’s Mayor Rahm Emanuel explaining the idea behind
his Chicago Infrastructure Trust, launched in April 2012
to provide alternative financing and project delivery
options for transformative infrastructure projects. The
plan is to construct innovative financing strategies and
attract capital from private investors, among others.
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1PGGZCORNGKUCRTQRQUGFRTQLGEVECNNGF4GVTQƒV1PG+VŨU
an initiative between the city, Chicago Public Schools and
VJGVTWUVVQRTQXKFGHWPFKPIHQTGPGTI[GHƒEKGPE[RTQLGEVU
including lighting, windows, HVAC units and water pumping stations to reduce energy consumption.
Though the trust is just getting started, some are calling it
ūVJGPGZVDKIVJKPIŬKPƒPCPEKPIWTDCPKPHTCUVTWEVWTG#PF
although the practice of governments getting the private
sector to pitch in to pay for public assets isn’t really new –
that a city is getting aggressive about it is worth watching.

Consider all
funding
mechanisms.

Chicago Mayor
Rahm Emanuel
launched the Chicago
Infrastructure Trust
to attract private
investors to help
ƒPCPEGRWDNKE
infrastructure
projects.

Figure 12.8
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Citizen engagement
supporting practices
Anyone who has run for public office understands that you don’t win if you don’t get
enough people to support you. The same
formula applies to a smart cities campaign.
Your best chance for success is to win the
support of the people who live and work in
your city. Citizens are the priority stakeholder
in a smart city and so much of a smart city is
achievable only when citizens have bought into
the vision actively and willingly. In this section
we highlight two ways to make that happen.
Continuously pursue two-way communicaWLRQZLWKFLWL]HQVRQVWUDWHJLHVIRUDQGEHQHILWVRI,&7EHIRUHDQGGXULQJWKHLUGHSOR\ment. To develop a smart city that captures
the interest and enthusiasm of the people who
live in it, encourage them to help create the
vision. Hold public meetings, organize neighborhood brainstorming sessions, try crowdsourcing, solicit ideas via social media or
mobile apps – and take every opportunity
along the way to inform and educate them on
the exciting ways ICT technologies will transform their city and their lives for the better.
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Maintaining this ongoing, two-way dialog
between your city and its citizens will only
improve the outcome. For example, citizens
who are educated about smart water and energy meters are more likely to use them correctly. Citizens who are aware of mobile apps for
reporting a pothole or ordering a city service
are more apt to take advantage of them.
Being proactive about getting citizens involved
not only brings in a broader perspective and
builds trust, but it can also reduce potentially
derailing opposition to technology implementation. For example, by understanding and
addressing your city’s most immediate problems through technology, you will build trust
necessary to pursue longer-term projects in
the future. Incredibly, some research even indicates that active two-way communication
reduces tax delinquency, since citizens are
more willing to pay when they believe their
concerns are taken into account by
government.

Continuously pursue
two-way communication with citizens on
ICT strategies.

Public meetings, social
media and crowd-sourcing can help keep citizens
in the know about smart
EKV[DGPGƒVU

Figure 12.9
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Continuously pursue two-way
communication with citizens:

CITIZENS HELP
FORT COLLINS
DESIGN ITS FUTURE

Like many cities in 2010, the recession hit the city of Fort
Collins, Colorado and it didn’t have a lot of money to
spend revising its long-term city plan.
As Mayor Karen Weitkunat told The New York Times, “We
could do an urban design plan, but we didn’t have the
money to pay for any of it. It put a reality check on what
we were here to do.”
But that didn’t stop the city, already labeled an innovator
for some of the things it has done in energy. Here’s how
the Times describes what happened when Fort Collins
decided to rewrite the urban planning model:
“So Fort Collins reached out as it never had before,
seeking volunteers and input, and, just as crucially,
ideas about how to finance a new future in an age of
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limits. And those reaching back, including some people
and organizations who had never participated in city
planning, from arts groups and beer brewers to technology entrepreneurs and professors at Colorado State
University, created the city’s new vision of itself — an
ambitious and comprehensive plan, even by the standards of bigger cities in more prosperous times.
Democratized by necessity, the process led to goals
that went beyond the predictable safe streets and
commerce that planners might have otherwise
emerged. In a departure from the old command-down
process — planners proposing, residents disposing in
public planning meetings — ideas bubbled up in new
ferment.”

Continuously
pursue two-way
communication
with citizens.

When the city of Fort
Collins, hampered by
budget constraints,
took a new approach
to long-range planning
by reaching out to the
community, it struck
an interest with
groups that had never
before participated in
city planning.

Figure 12.10
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2IIHU DQ LQWHJUDWHG SHUVRQDOL]HG FLWL]HQ
SRUWDOIRUVHUYLFHVWe’ve talked about how
important it is for citizens to be involved in the
pursuit and realization of a smart city. That’s
why it’s crucial that cities create an integrated,
comprehensive online portal for people to
access their smart city services.
Today websites and mobile applications can
recognize individual citizens and deliver personally tailored information to them. Such digital
interactions with citizens allow smart cities to
enhance their efficiency and effectiveness at
the same time they heighten citizen
satisfaction.
Until recently, it was far too expensive to
personalize service for each resident. Today,
however, the technology exists to personalize
virtually every interaction. In the Web 1.0 world,
governmental cyber services typically meant a
series of websites. Those sites were typically
designed from the point of view of the government. It was up to the citizens to navigate their
way around to find what they needed, a chore
that was often time-consuming and frustrating.
Now we have the ability to create personalized
customer portals and personalized outbound
messages. More and more citizens are
coming to expect personalization, since they
receive it in so many other parts of their lives.
And when these portals are designed with
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mobile in mind, it helps people capitalize on
the timeliness of their personalized data
Personalized cyber services increase citizen
satisfaction and compliance while reducing
mistakes and misunderstandings that can
occur when they are forced to dig up information on their own.
Finally, as unified, single-window views of
services are made available to citizens
through personalized portals, it is important
that cities ensure that the same care goes into
giving city workers the proper tools to be
responsive.
'LVVHPLQDWHWLPHO\LQIRUPDWLRQDERXWSXEOLF
VDIHW\ SXEOLF KHDOWK WUDQVSRUWDWLRQ DQG
RWKHUVHUYLFHVWKDWLPSDFWWKHSXEOLF Smart
cities can get more mileage out of their ICT
investments when they use the information
provided via instrumentation and analytics to
inform the public about issues and events that
could impact their lives and livelihoods.
Publishing interactive crime maps is one
example; sending alerts via social media when
air pollution reaches a worrisome level is
another; encouraging creation of apps that
provide results of restaurant inspections or
VTCHƒEWRFCVGUKUCNUQWUGHWN

Disseminate timely information
about public safety, public health,
transportation and other services
that impact the public.

6JG+04+:6TCHƒECRRUJQYPJGTGQPC
Windows phone helps users decide
which route is the best choice to get
CTQWPFVTCHƒEKPENWFKPITGEQOOGPFGF
departure times and arrival time updates.

Figure 12.11
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Offer an integrated citizen portal for
services:

%2528*+˹6&,7,=(1
3257$/&876&2676
IMPROVES SERVICES

As a leader in public sector IT, the London Borough of
Newham wanted to improve its service delivery and
digital engagement with citizens, while reducing
costs. By sharing services with the neighboring local
authority of Havering, Newham is pioneering a transformation in both councils using a trio of technologies from Council member Microsoft – Dynamics
CRM, SharePoint Server and BizTalk Server.

million cashable savings between them, without
cutting front-line services.

Its online portal service, which is available to every
resident, will encourage more people to conduct
transactions online rather than at council offices.
With reusable technology, the platform will contribute
to Newham and Havering’s target of more than £11

Potential exists for other authorities – including the
London Borough of Waltham Forest – to join them,
HWTVJGTKORTQXKPIGHƒEKGPE[CPFRTQXKFKPIJKIJSWCNKty customer service.
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The council is starting with its most used citizen
services in initiating greater digital engagement with
residents. These include service requests for waste
bins and recycling, parking enforcement and revePWGUCPFDGPGƒVU

Offer an integrated
citizen portal for
services.

The Newham portal
meets the challenge
of delivering
high-quality services
with fewer resources,
given the U.K.’s tight
ƒUECNRQNKEKGUHQTNQECN
and regional
government.
Figure 12.12
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ADDITIONAL RESOURCES
Attracting talent and business
Egyptian World Heritage site launches mobile portal to enhance and revitalize local tourism
The city of Luxor, Egypt, wanted to help its approximately 12,000 daily visitors get the most out of their trips. Making it easy
HQTXKUKVQTUVQƒPFVQWTIWKFGUJQVGNUTGUVCWTCPVUVTCPURQTVCVKQPCPFQVJGTUGTXKEGUYQWNFJGNRUWRRQTVVJGEKV[ŨUVQWTKUO
industry — one of the most important segments of its economy. In 2012, the Egyptian Ministry of Communications and
Information Technology (MCIT) launched the Luxor Mobile Portal, powered by Microsoft’s cloud services.
Offering an integrated, personalized citizen portal for services
Polish cities’ cloud-based web chat improves citizen access to services
Working with Council member IBM, eight cities in Poland have adopted a virtual web chat program to improve citizen services. The program developed by InteliWISE runs on the municipal websites and uses cloud-based virtual agents to help citizens
who want instant access to information about government services without searching on the web or making a trip to city hall.
Engaging citizens on their terms
A virtual city hall in a shopping mall
4GUKFGPVUQH0KEG(TCPEGCTGTGOQVGN[CEEGUUKPIEKV[UGTXKEGUEQPƒFGPVKCNN[CPFYGNNDG[QPFPQTOCNEKV[JCNNQRGTCVKPI
hours – all from a popular shopping mall. The Nice Cote d’Azur Metropolitan Area and the City of Nice have joined forces
with Council member Cisco to launch a worldwide pilot of the ‘virtual city hall cabin’ – transforming the delivery of services
to citizens right from the Nice Etoile shopping mall.
Making citizen engagement “frictionless”
Demise of the public meeting
Governing Magazine chronicles the revolution that is occurring now that technology has made citizen engagement “frictionless.” One example: How Austin, Texas city planners got creative with a “meeting in a box” initiative that was so
successful it got 18,000 people involved in a planning initiative – way more than the usual suspects who typically weigh in
on planning matters in Austin.
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CHAPTER 13

IDEAS TO ACTION

In this chapter, you’ll learn how a simple roadmapping
process can put you on the path to a smart city. We’ve
hinted at this next point before, but now we’re just going
to say it: Technology is the easy part. The hard part is
turning ideas into action. Fortunately, help is at hand
from those who have gone before. In reviewing hundreds
of successful pilots and interviewing dozens of experts,
several themes have emerged, which we have shared on
the pages that follow.
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1

If you’ve completed the other chapters in this
Guide, you now have a set of targets to guide
your smart city efforts. But you don’t yet know
where to apply those principles first or how to
translate those concepts into on-the-ground realities. In these next pages, we’ll explain how a
roadmap can be the bridge between ideas and
action. We’ll cover:
Ű
Ű
Ű
Ű

6JGKORQTVCPEGQHCTQCFOCR
6JGGNGOGPVUQHCTQCFOCR
6JGRTQEGUUQHDWKNFKPICTQCFOCR
5WEEGUUUVTCVGIKGUHQTCTQCFOCR

Please note that the Smart Cities Council does
016DGNKGXGKPTQCFOCRUKPKUQNCVKQP4CVJGTVJG
roadmap should be linked to a city’s vision document or comprehensive plan. We believe wholeheartedly in digital technology. But that technology should be in service to a city’s larger goals.

The importance of a
roadmap
9J[CTQCFOCR!6JGRCVJVQCUOCTVEKV[KUC
long one. It can easily take 5, 10, even 15 years
to make smart technologies pervasive. It is
essential to have a clear, consensus goal to
motivate citizens. And clear targets to guide the
course corrections that will be needed along the
way.

As we use the term in this Guide, a roadmap is a
simplified outline of the major steps to becomKPICUOCTVEKV[+VKU016CXKUKQPFQEWOGPVQTC
OCUVGTRNCPQTCFGVCKNGFRTQLGEVRNCP6JQUG
other things come into play, but you also need a
high-level, “30,000-foot view” of your future. As
experts point out, academics think about the
“why” of smart cities while technology companies focus on the “what.” Yet you also need to
figure out the “how”... and that’s where a roadmap comes in.
Overcoming smart city hurdles
A roadmap can help you overcome obstacles to
a smart city transformation. One such hurdle is
human nature. People are naturally resistant to
change. Yet we live in an era where change is
constant. As a result, an entire management
science has arisen around “change management” – around successfully transitioning
companies to a desired future state.
Cities face a similar challenge... but they can’t
simply order residents to attend a change
management seminar. Nor can they fire the
ones who won’t go along. Instead, city government must influence and inspire the population.
A roadmap is a powerful tool in that effort.

Figure 13.1

'HHGEVKPIEJCPIGKUOCFGGXGPOQTGFKHƒEWNVD[
the stove-piped nature of most city governments. For at least the last 100 years, cities have
been divided into departments, each with its
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own specialty and each with a high degree of
autonomy. Although it’s not necessary to abolish
departments to become a smart city, it is necessary for those departments to collaborate more
effectively and to share resources. As you will
read below, the roadmapping effort is a “forcing
function” that obliges departments to work
together.
Becoming a smart city is further compounded
by overlapping boundaries. Urban challenges –
crime, transportation, water supply, economic
development, etc. – don’t stop neatly at city
borders. Jurisdictions overlap as well. Many
metropolitan regions have dozens of cities and
VQYPUJKRU YKVJKP VJGKT URJGTG 6JG[ CNUQ
embrace hundreds of school districts, water
districts, transit authorities, port authorities,
human services agencies and other organizations. Consider the Greater Chicago metropolis
by way of example. It crosses 14 counties in
three states and contains approximately 350
municipalities, 350 school districts and 140
library districts.
Meanwhile, cities are also subject to rules and
regulations from federal agencies, state or
provincial governments, county or parish governments, public utility commissions and so on.
And, to top it off, cities must contend with myriad advocacy groups, special interest groups,
neighborhood associations, business associations and other groups whose agendas can

UQOGVKOGUDGCVETQUURWTRQUGU6JG7PKVGF
States provides an example. By one count, it has
roughly 20,000 municipal governments, 13,000
school districts and 37,381 special authorities.
As Brookings Institution scholar Bruce Katz
explained in 2011, “an excess of municipal
governments (and the general absence of
metropolitan governments) means that there is
no ‘one stop shop’ for the application of innovaVKXGVGEJPQNQIKGU6JGRWDNKEKPUVKVWVKQPUVJCV
make decisions about transport are different
from the ones that make decisions about educaVKQPQTYCVGT6JGUGUGRCTCVGGPVKVKGUTCTGN[EQQTdinate with each other to integrate technology
(and share information) between themselves or
with utilities and other private or quasi public
entities.”
Done right, roadmapping is a process that
involves and pulls together these disparate
groups.
2WKHUURDGPDSSLQJEHQH̨WV
In addition to the advantages mentioned above,
a smart city roadmap has these additional
DGPGƒVU
Ű Maximizing synergies and minimizing
costs. Considering the big picture can help
CEKV[ƒPFYC[UVQUJCTGKPHTCUVTWEVWTGCPF
share costs – doing away with unnecessary
FWRNKECVKQPQH+%6KPXGUVOGPVU
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Overcoming smart
city hurdles.

Urban challenges don’t
stop neatly at city
borders as evident in the
Greater Chicago metro
area which crosses 14
counties in three states.
Roadmapping can help
pull together disparate
regional groups.

Figure 13.2

3

YOUR ROADMAP

ŰIdentifying the best places to start.
Picking the “low-hanging fruit” – projects
that have a big return for a relatively small
investment in money and time – usually
makes sense. If a city starts with quick, “big
bang” projects, it can build momentum and
public support. It can also help pay for future
projects with savings from the early ones.
́(QDEOLQJFLWLHVWREXLOGLQVWDJHVWith a plan
KPRNCEG[QWECPDGEQPƒFGPVGXGT[VJKPIYKNN
work together in the end because you’re
adhering to principles and standards that
ensure interoperability and collaboration.
With such a framework, a city can move
forward one step at a time, knowing that individual projects will be compatible with each
other, even if they are built at different times.
́ ,QFUHDVLQJ SXEOLF VXSSRUW A roadmap
paints a picture of future improvements in
livability, workability and sustainability. It can
dramatically increase public understanding
and cooperation. It can also rally support
CPFƒPCPEKPIHTQOVJGRTKXCVGUGEVQT
́ $WWUDFWLQJWDOHQWDQGEXVLQHVV Cities everywhere want to woo talented professionals and
job-creating businesses, but both are increasingly choosy when deciding where to establish
VJGOUGNXGU6JG[CTGCVVTCEVGFVQEKVKGUVJCV
have a strong, compelling vision for a better
future and a path to get there. Your roadmap,
in other words, is also a recruiting tool.

1
Assessment

2
Vision

3
Project plans

4
Milestones

5
Metrics

Figure 13.3

The elements of a
roadmap
Many authorities recommend that your roadmap include these five elements at a
minimum:
1.
2.
3.
4.
5.

An assessment of where you are
A vision for where you want to go
Project plans for the key components
Milestones to mark progress
Metrics to measure and prove success

Assessment – a clear picture of where the city
is now, measured in terms of the key performance indicators you will use to quantify
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success. For instance, in pages to follow you’ll
learn how Vancouver, B.C.’s action plan included baseline numbers to indicate the city’s
current level of performance.
Vision – a clear picture of the ultimate
outcomes, expressed in terms of citizen beneƒVU6JGXKUKQPUJQWNFPQVDGGZRTGUUGFUQNGN[
as technical achievements but also as the lifestyle and workstyle improvements the technology makes possible. It is essential to build
that vision with citizen involvement. First,
you’ll get better and more diverse suggestions.
Second, you’ll build consensus and commitment. You’ll also want to re-imagine what your
city’s departmental organization should look
like.

4

Project plans – “blueprints” for the most
important components of the smart city.
Possibilities include master plans for land use
and the built environment; for digital infrastructure (communications and computing
resources); for data; for transportation; for
business and commerce, and for city services.
6JGUGRNCPUCTGCNUQJGNRHWNHQTETGCVKPIXKUKbility around smart city drivers.
Milestones – waypoints at which you measure
progress, share lessons learned and discuss
course corrections and strengthen commitment. For instance, Vancouver has annual implementation updates. (Click to view an overview of
Vancouver’s 2011-2012 Implementation
Update.) It also holds an annual Vancouver
Cities Summit, a discussion platform for business and urban leaders to exchange ideas and
best practices. And it issues periodic updates in
various media to keep citizens informed and
enthused (see Figure 13.4)
Your residents can be a valuable tool in the
measurement process. Social media can help
you reach out to them to see how technology
adoption is progressing, further connecting
government and people.
Metrics – key performance indicators that
quantify success. Examples include carbon footprint, average commute time, percentage of citizens with broadband, energy efficiency achieve-

Milestones to
mark progress.

Vancouver has
annual implementation updates and
monitors what’s
been accomplished
so far and what still
needs to be done as
2020 approaches

Figure 13.4

OGPVUYCVGTGHƒEKGPE[CEJKGXGOGPVUPGYDWUKPGUUGUHQTOGFRCVGPVUƒNGFUVWFGPVUITCFWCVGF
doctors and hospital beds per capita, percentage
of city services available online, etc. In some
cases, it is possible to choose metrics that also let
you calculate your return on investment.
Installing metrics early in your smart city efforts
can ensure transparency and improve citizen
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buy-in. Vancouver’s action plan has a list of very
URGEKƒEVCTIGVU(QTKPUVCPEGKVUGGMUVQFQWDNG
the number of green jobs from 2010 to 2020,
and double the number of companies who have
“greened” their operations. It seeks to reduce
greenhouse gas emissions by 33 percent over
2007 levels. It has similar easy-to-measure
targets for all 10 of its sub-components.

5

MOBILIZING 35,000
VANCOUVERITES TO
BUILD AN ACTION PLAN

In 2009, Vancouver Mayor Gregor Robertson put together
C)TGGPGUV%KV[#EVKQP6GCO+VULQDYCUVQEQPUVTWEVC
plan to transform Vancouver into the greenest city on
earth. Although only part of the plan references digital
technology, all of it represents a sterling example of
engendering citizen involvement.
More than 35,000 people participated in the process in
one way or another. Many of them monitored progress
online via social media (and continue to do so). Others
took part in face-to-face workshops and events. More
VJCPƒXGFQ\GPEKV[UVCHHFKHHGTGPVQTICPK\CVKQPUCPF
9,500 individuals actively contributed ideas and feedback.
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6JQUGEQPVTKDWVQTUJCFCUVTQPIRTGHGTGPEGVQETGCVG
opportunities immediately as they worked for long-term
success – to build a strong local economy and vibrant
neighborhoods while creating a city that meets the needs
of generations to come.
6JGTGUWNVKPIVancouver Greenest City 2020 Action Plan
was adopted by the Vancouver City Council in July 2011.
6JGRNCPCFFTGUUGUVJTGGQXGTCTEJKPICTGCUQHHQEWU
carbon, waste and ecosystems. It is divided into 10
smaller plans, each with a long-term goal for 2050 and a
shorter-term target for 2020.

Vancouver’s
action plan.

The No. 1 goal of
Vancouver B.C.’s 2020
Action Plan was to secure
the city’s international
reputation as a mecca
of green enterprise by
doubling the number of
green jobs and doubling
the number of companies
actively engaged in green
operations.

Figure 13.5
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VANCOUVER PLAN GOALS
The Vancouver Greenest City 2020 Action Plan includes 10 “sub-plans,”
each with a long-term goal plus metrics to measure success.

Goal

Targets

1. Green Economy

Secure Vancouver’s international reputation as
a mecca of green enterprise

Ű &QWDNGVJGPWODGTQHITGGPLQDU
Ű &QWDNGVJGPWODGTQHEQORCPKGUCEVKXGN[GPICIGF
in greening operations

2. Climate Leadership

Eliminate Vancouver’s dependence on fossil fuels

Ű 4GFWEGEQOOWPKV[DCUGFITGGPJQWUGICUGOKUUKQPU
by 33 percent from 2007 levels

3. Green Buildings

Lead the world in green building design and
construction

Ű 4GSWKTGCNNDWKNFKPIUEQPUVTWEVGFHTQOQPYCTF
to be carbon neutral in operations
Ű 4GFWEGGPGTI[WUGCPFITGGPJQWUGICUGOKUUKQPUKP
existing buildings by 20 percent over 2007 levels

4. Green
Transportation

Make walking, cycling and public transit preferred
transportation options

Ű /CMGVJGOCLQTKV[ QXGTRGTEGPV QHVTKRUD[HQQV
bicycle and public transit
Ű 4GFWEGVJGCXGTCIGFKUVCPEGFTKXGPRGTTGUKFGPVD[
20 percent from 2007 levels

5. Zero Waste

Create zero waste

Ű 4GFWEGUQNKFYCUVGIQKPIVQVJGNCPFƒNNQTKPEKPGTCVQT
by 50 percent from 2008 levels
Continued on next page
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VANCOUVER PLAN GOALS
Goal

Targets

6. Access to Nature

Vancouver residents will enjoy incomparable
access to green spaces, including the world’s most
spectacular urban forest

Ű #NN8CPEQWXGTTGUKFGPVUNKXGYKVJKPCƒXGOKPWVG
walk of a park, greenway or other green space by
2020
Ű 2NCPVPGYVTGGUD[

7. Lighter Footprint

Achieve a “one-planet” ecological footprint

Ű 4GFWEG8CPEQWXGTŨUGEQNQIKECNHQQVRTKPVD[
percent over 2006 goals

8. Clean Water

Clean Water Vancouver will have the best
drinking water of any city in the world

Ű /GGVQTDGCVVJGUVTQPIGUVQHRTQXKPEKCNCPFHGFGTCN
drinking water quality standards and guidelines

9. Clean Air

Breathe the cleanest air of any major city in the
world

Ű #NYC[UOGGVQTDGCVVJGOQUVUVTKPIGPVCKTSWCNKV[
guidelines from Metro Vancouver, British Columbia,
Canada and the World Health Organization

10. Local Food

Vancouver will become a global leader in
urban food systems

Ű +PETGCUGEKV[YKFGCPFPGKIJDQWTJQQFHQQFCUUGVU
by a minimum of 50 percent over 2010 levels
Figure 13.6
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The process of building
a roadmap
Asssemble a
team.

6JGTGŨUPQūUVCPFCTFŬYC[VQETGCVGCUOCTV
city roadmap. Below we’ve suggested one
approach that combines advice from many
experts. It includes six steps:
1.
2.
3.
4.
5.
6.

Many practitioners
suggest that cities
start by setting up
an interdepartmental task force.

Find a champion
Assemble a team
Borrow from the larger vision
Establish metrics
Prioritize your targets
7UGGZRGTVUVQRTQFWEGURGEKƒERNCPU

Find a champion
6JGDGUVTQCFOCRRKPIUVTCVGI[KUVQKPXQNXGCNN
important stakeholder groups. Even so, the
effort is unlikely to succeed without a champiQP6[RKECNN[VJKUKUVJGOC[QTQTEKV[OCPCIGT
But some successful efforts have been led by
private developers, civic groups, local universities, city council members or other prominent
individuals.
6JGEJCORKQPŨULQDKUVQUGNNVJGQXGTCNNXKUKQP
to city employees and city residents, and to the
ƒPCPEKCNCPFVGEJPKECNRCTVPGTUVJGEKV[OWUV
TGETWKV6JGLQDTGSWKTGUGPGTI[CPFUCNGUOCPship throughout the life of the project. Most
experts call for a strong external leader – typiECNN[CPGNGEVGFQHƒEKCNŤVGCOGFYKVJCUVTQPI

Figure 13.7

internal advocate – typically someone in a
staff position who can lead the day-to-day
activities.
Assemble a team
When you assemble your team, you will be
balancing two needs. On the one hand, you
need expertise from many different areas,
which suggests a large team. On the other
JCPF[QWPGGFVQDGHCUVCPFGHƒEKGPVYJKEJ
argues for a small team. Some experts feel the
ideal situation is a small group at the core that
meets on a regular basis with a much larger
group of experts and stakeholders.
Many practitioners suggest that cities start by
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setting up an interdepartmental task force.
Since a smart city is a “system of systems,”
every decision taken in one area has an impact
on others. It is essential to take a cross-functional approach. Some cities bring in a representative from every major department. Others
form a core team and consult with other
FGRCTVOGPVUCUPGGFGF6JGRNCPPKPICPF+%6
departments are almost always involved. It’s
also common for the mayor to lead the task
force or to designate a senior staffer.
6JG VCUM HQTEG OWUV JCXG VJG CWVJQTKV[ VQ
demand cooperation. Equally important, it
should have oversight of departmental projects, at least to the extent of ensuring that

9

those projects adhere to established standards. Even if departmental infrastructure will
not be interconnected immediately, you want
the ability to do so when the time is right. And
that requires that departments adhere carefully to standards for interoperability, security,
privacy, data management, etc.
Many cities will move from an outside task force
to an inside smart city department that will, in
UQOGYC[UTGUGODNGVQFC[ŨUYGNNCEEGRVGF+%6
FGRCTVOGPVU.KMG+%6VJGUOCTVEKV[FGRCTVment will have cross-cutting responsibilities.
7PNKMG+%6JQYGXGTKVYKNNPQVJCXGURGEKCNK\CVKQP
as its goal. Rather, its role will be one of coordination, setting overall standards and ensuring
that 1) all departments have a common smart
city platform to build upon and 2) all individual
projects are coordinated with the larger smart
city vision.
Some cities put external stakeholders on the
task force. However, the most common method is to use city employees and paid consultants for the working team, then to hold meetings to gather input from important stakeholder groups. Some cities own and operate most
services – transportation, electric power,
water, telecommunications, etc. In other cases,
the private sector provides all or most of those
services, with the city government providing
boundaries and oversight. Cities that do not
control their own infrastructure must consult

closely with the electric, gas and water utilities
that service their territory.
Skilled smart city suppliers can also be a
resource at this stage, especially those experienced in master planning and systems integration. Even if the city does not hire them immediately, they can provide directional guidance
and recommendations based on their experience helping many different cities.
Although the Smart Cities Council does not do
consulting for pay, it does work with selected
Spotlight Cities in the early stages of their
RNCPPKPI6JG%QWPEKNCFXKUGUVJQUGEKVKGUKP
their use of the Readiness Guide. And it
assembles ad hoc teams of experts for brief
“mentoring” sessions to get cities “unstuck.”
Borrow from the larger vision
We’ve emphasized that a smart city roadmap
should be in service to larger community
goals. Many cities maintain 10- or 20-year
plans that are updated regularly. Others have
vision documents, typically around goals for
sustainability or economic development. And
most large private developments have a
master plan that has given careful consideration to the region’s strengths, needs and
cultural preferences.
Many cities also have plans for particular
neighborhoods, such as ecodistrict plans or
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revitalization plans. For instance, the Loop
Media Hub Ecodistrict, led by Council advisor
David Sandel, is a St. Louis community initiative. It hopes to accelerate economic growth
by providing one gigabit (1000 megabits) of
Internet access to each building along the
EKV[ŨU.QQR6TQNNG[TKIJVQHYC[
Your smart city roadmap should draw from
these plans to establish your goals, priorities and
metrics. Smart technology should be the means
to an end. So first you need to determine what
that end should look like. Every city has a unique
mix of strengths, challenges and cultural preferGPEGU6JWUGXGT[EKV[YKNNJCXGFKHHGTGPVIQCNU
Is your economy based on manufacturing? On
tourism? On high-tech services? Every city
should tailor its roadmap to buttress its
strengths and compensate for its challenges.
For instance, cities emphasizing a lower carbon
footprint (as with the Vancouver, B.C. example
featured earlier) might prioritize projects that
impact emissions, such as smart grid, energy
GHƒEKGPE[CPFGNGEVTKEXGJKENGU%KVKGUCKOKPIVQ
become high-tech hubs might emphasize such
things as broadband connections and mass
transit.
If your city has no long-term plans, even for
individual districts, then you may want to
include a visioning exercise as an early step in
your roadmapping process.
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Starting small:

BUILDING A SMART
CITY ONE ECODISTRICT
AT A TIME

Portland, Oregon-based EcoDistricts seeks to inspire cities
VQTGOCMGVJGOUGNXGUHTQOVJGPGKIJDQTJQQFUWR6JG
PQPRTQƒVQTICPK\CVKQPYQTMUYKVJEKV[DWKNFGTUCPFGPVTGRTGneurs, policymakers and innovators to create vibrant neighborhoods and smart cities. It disseminates district-scale
best practices to create the neighborhoods of the future.
An EcoDistrict is a neighborhood with a broad commitment to accelerate local sustainability. EcoDistricts
commit to achieving ambitious sustainability goals and
tracking the results. Success is measured around eight
performance areas, including: energy, water, equitable
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development, community identity, access and mobility,
habitat and ecosystem function, health and well-being,
and materials management.
Although every EcoDistrict is different, many include
elements such as district energy, green job creation, livability enhancements, stormwater strategies and compreJGPUKXGVTCPURQTVCVKQPRNCPPKPI6JG'EQ&KUVTKEVUQTICPKzation has created a tool to guide cities and urban development practitioners from concept through implementation, with an emphasis on process management and
community collaboration.

Starting small.

The EcoDistrict
Framework
provides tools to
take a neighborhood-by-neighborhood approach to
building a smart,
sustainable city.
Figure 13.8
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Establish metrics
At this point, you have a team in place and you
have broad goals pulled from your city’s longterm vision.

goals. We have placed a summary checklist at
the end of this chapter. Use it to consolidate
the work from the previous chapters and
FGVGTOKPGYJKEJVCTIGVUVQGORJCUK\GƒTUV

A valuable next step is to establish metrics to
measure progress towards those goals. A
comprehensive smart city roadmap should
have 1) measurable goals for livability, workability and sustainability and 2) timely reports
of progress toward those objectives.

*QYFQ[QWEJQQUG[QWTRTKQTKVKGU!6JGUGHQWT
steps will help:

Some of those metrics will be “inward-looking”
as a way for city government to monitor its
own performance. But we urge you to include
metrics that speak directly to citizens and
their quality of life.
Elsewhere in this chapter and in the appendix,
you will find examples of city plans and
metrics to study for ideas. You may also want
to consult published “city indicators.”
Examples include the Global City Indicators
Facility (GCIF), Mercer Quality of Living Survey,
the USGBC LEED for Neighborhood
Development and the Circles of Sustainability
Urban Profile from the UN Global Compact
Cities Programme.
Prioritize your targets
With your vision and your metrics in place, you
are ready to prioritize the targets you developed in earlier chapters to achieve those

1.
2.
3.
4.

Start with the fundamentals
Consider overall goals
Bolster your weak spots
Seek out quick paybacks

Each of these four steps will screen out some
QHVJGRQUUKDKNKVKGU+H[QWCRRN[VJGUGƒNVGTUKP
order, you’ll end up with a much shorter list of
RQUUKDNGƒTUVRTQLGEVU
Start with the fundamentals. Certain targets
are so essential that every city should put
them in place at the beginning. Or, at the very
least, get started on them right away, even if
they also do other projects in parallel. Review
the five targets below to see if your city is
missing any of these basics:
Ű
Ű
Ű
Ű
Ű
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%KV[YKFGOWNVKUGTXKEGEQOOWPKECVKQPU
#FJGTGVQQRGPUVCPFCTFU
2WDNKUJRTKXCE[TWNGU
%TGCVGCUGEWTKV[HTCOGYQTM
%TGCVGCEKV[YKFGFCVCOCPCIGOGPVVTCPUparency and sharing policy

Prioritize your
targets.

Start with the
fundamentals.
Certain targets are
so essential that
every city should
put them in place
at the beginning.

Figure 13.9
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6JGUGHKXGVCTIGVUJCXGVJGOQUVRTQHQWPF
effect on a city’s ability to transform itself. Put
another way, these five targets are the ones
that will get you in the most trouble if you fail
to get them right. Imagine, for example, leaving each individual department to figure out
cybersecurity on its own. Some departments
may have access to specialized expertise
in-house or via consultants. But others are
likely to fail at this challenging task, putting
the entire city at risk.

Reminder: You don’t have to build all of these
things yourself, but you must ensure that they
are in place. In some cases, the private sector
may step up. (Many cities already have citywide communications in place, for instance.)
In other cases, you may be able to borrow
ideas from cities that have gone before rather
VJCPUVCTVHTQOUETCVEJ ;QWECPCNTGCF[ƒPF
several solid privacy frameworks, for
instance.) In other cases, your city may have
un- or under-utilized assets that can be put
into service. For instance, many cities have
unused “dark fiber” – fiber optic cables that
were installed but never put into service – that
can be used for citywide communications.
Consider overall goals. Once you’re comfortable
that you have the fundamentals in play, filter
your possible projects against your city’s overall
goals. As explained earlier, look to broader city
vision documents and plans that set out long-

term goals. Your smart city roadmap should
prioritize projects that make progress against
those objectives.
If your plan calls for the expansion of tourism,
for instance, you’ll want to prioritize projects that
contribute to that objective. If your long-term
plan calls for you to accommodate a large influx
of new residents, you should emphasize
projects that help you answer that imperative.
Bolster your weak spots. If you still have too
many possibilities, you can narrow your choices
by looking for projects that shore up your weak
URQVU6JGEJGEMNKUVUKPGCEJEJCRVGT CPFVJG
summary checklist at the end of this chapter),
contain a column to note where you are weak
or strong.
Seek out quick paybacks. Finally, if you still
have more candidates than you can tackle, look
for easy wins. Give preference to projects that
can be completed quickly and that have a rapid
TGVWTPQPKPXGUVOGPV6KOGCPFCICKPYGJGCT
from smart city experts that it is essential to
demonstrate success early. For your long-term
smart city transformation to succeed, you must
JCXGUQOGGCTN[UJQTVVGTOYKPU6JGUGGCTN[
successes will build enthusiasm and momentum. And, done right, they will create value
streams that can help to pay for future projects.
For instance, Council member Grid20/20
produces distribution transformer monitors.
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Seek out quick paybacks.

With the help of distribution
transformer monitors, utilities
can easily spot energy theft
and the solution can often
pay for itself in a year or two.
Figure 13.10

With the help of those monitors, utilities can
(among other things) easily spot power that is
being lost to theft. Depending on the part of
the world, energy theft can suck away 5 to 35
RGTEGPVQHVJGVQVCNRQYGT6JWUCOQPKVQTKPI
solution from Grid2020 can often pay for itself
in a year or two, freeing up money to apply to
other projects.
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Seek out quick paybacks:

7 AREAS THAT CAN
PRODUCE WINS
QUICKLY

Although every city is different, here are seven areas that
have proved to be excellent places to look for quick
payback. By the way, payback isn’t always financial.
Sometimes it comes in other forms, such as popularity
rankings, business startups or civic enthusiasm.
Smart transportation. 6JKUUGEVQTKUVJGPWODGTQPG
source of smart city projects. Most cities suffer from
EQPIGUVKQPCPFOQUVEKVK\GPURWVVTCHƒECVVJGVQRQHVJG
list of things they want solved. According to some studies, congestion reduces a city’s gross domestic product
by somewhere between 1 and 3 percent. Smart transportation may not result in fare decreases. But it often reduces costs for the operators. And it almost always rewards
citizens with lower congestion and shorter travel times.
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(QHUJ\H̪FLHQF\'PGTI[GHƒEKGPE[RTQITCOUECPQHVGP
get underway without large expenditures. Many gains are
possible through simple behavior changes – for instance,
learning ways to save water, substituting more efficient
light bulbs or learning to postpone non-essential electric
use to non-peak times. What’s more, many energy services contractors will undertake work for no upfront costs.
Instead, they take a portion of the savings.
Smart grids. 6JGRC[DCEMHTQOCUOCTVITKFKUPQVPGEGUsarily in lower electric rates. Rather, it may come in the
form of reduced outages and greater reliability against
storms and sabotage. In areas subject to hurricanes,
tornadoes, tsunamis, earthquakes or floods, resilience is
highly valued. City governments can gain great approval if
they improve reliability and resiliency – and face great
wrath if they do not.

Seek out quick
paybacks.

Remember,
paybacks on your
smart city projects
aren’t always
ƒPCPEKCN6JGTGŨU
much value in civic
enthusiasm for
your smart city
efforts.
Figure 13.11
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Seek out quick
paybacks.

Smart street
lighting can be an
excellent
prospect for a
ƒTUVUOCTVEKV[
project.
Figure 13.12

Smart water networks. Council member Itron
estimates that 30 percent of all the water
pumped worldwide does not reach its destination. A smart water network can pinpoint leaks
and theft, gaining a quick payback in regions
where water is scarce and costly.
Smart street lights. A confluence of several
factors make smart street lighting an excellent
prospect for a first project. First, the latest
generation of LED lighting makes possible big
savings in energy costs. Second, the same
LEDs that save energy also save on “truck
TQNNUŬ6JG[NCUVOWEJNQPIGTUQOCKPVGPCPEG
crews don’t have to spend as much time
TGRNCEKPI NCORU 6JKTF D[ PGVYQTMKPI VJG

street lights – adding communications to
each one – you make possible numerous
smart applications, including remote diagnostics and control. Fourth, once you have a
“canopy network” in place for street lights (and
paid for by the savings in energy and maintenance), you can use that network for other
smart city applications. After all, street lights
already have power, already exist throughout
the city and already sit up high – the perfect
places to play host to a citywide network.
Public safety. Smart policing can have a
dramatic impact on crime rates and public
EQPƒFGPEG$[HGGFKPIEWTTGPVCPFRCUVETKOG
statistics into analytical programs, cities can
predict where crime is most likely to occur. And
by equipping officers with cameras, laptops,
tablets or smartphones, they can reduce the
time spent on bureaucratic paperwork and
increase the time on patrol.
Digital government services. You can often
get a quick win by converting a government
service from “manual” operation to a more
convenient online or smartphone version.
Done well, such projects can save money for
the city while simultaneously improving citizen
UCVKUHCEVKQP PQOQTGUVCPFKPIKPNKPG 6JGTG
are dozens if not hundreds of possibilities,
including licenses, permits, registration for
social services, purchase of fare cards, reporting potholes and many, many more.
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Setting up simple e-government apps can be
a matter of months or even weeks. For
instance, Council advisor Living Labs Global
has founded a website called Citymart.com
where you can browse for smart city apps
from more than 1,000 suppliers around the
YQTNF #PF %QWPEKN OGODGT #66 JCU
bundled eight of the most popular city applications into a package called Community
Central. Since the apps are hosted in the
cloud, a city doesn’t need to buy any computers or hire any technical staff to get started.
Smart payments: Payback from smarter
RC[OGPVUECPDGSWKEMŤCPFUKIPKƒECPV%CUJ
and other physical means of payments are
generating huge costs for city administrations,
as well as being very risky and needing secured
transfers. By digitalizing all disbursements and
collections, a city can generate significant
UCXKPIUCPFKPETGCUGKVUQRGTCVKQPCNGHƒEKGPE[
(QTGZCORNGD[UYKVEJKPIEKV[UGTXKEGDGPGƒVU
from direct deposits and check cashing services
VQCRTGRCKFECTFVJGEKV[QH6QTQPVQIGPGTCVGF
huge savings for both social assistance recipients and the city. Public estimates claim that
more than $250 a year can be saved for a single
client receiving $600 a month, and the city itself
expects net savings of at least $2.5 million
annually by eliminating the cost of issuing
EJGEMU6JKURTQITCOYCUTQNNGFQWVKPNGUUVJCP
a year.
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Seek out quick paybacks:

DUBUQUE, IOWA:
INVESTING IN
SUSTAINABILITY

Roy Buol will tell you that the theme of making Dubuque
a more sustainable city was central to his successful run
for mayor in 2005. He’ll tell you how much the issue resonated with the thousands of voters he spoke with in the
course of knocking on thousands of doors. But one thing
he won’t do is take top credit for Dubuque becoming the
model of a sustainable midsize city that it is today.
6Q $WQN VJCV ETGFKV IQGU VQ VJG  EKVK\GPU QH
&WDWSWGYJQYQTMGFVQGUVCDNKUJCWPKƒGFXKUKQPQHYJCV
sustainability means to them as a community. “My role
was really to focus and channel a set of beliefs and priorities that was already there,” Buol explains.
One key question was where to start. After the first few
months of planning, several ideas made it to the table,
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TGHNGEVKPIVJGYKUJNKUVUQHCXCTKGV[QHITQWRU6JGƒNVGTing process took the form of a two-day workshop that
dove deeply into issues of payback, practicality and
timing. Moderated jointly by Council member IBM and
key city officials, and involving no fewer than 83 people
with diverse perspectives, the sessions produced both a
clear consensus on where to focus and a roadmap for
action.

Seek out quick
paybacks.

#UKVUƒTUVUWUVCKPCDKNKV[
project, Dubuque chose
water conservation, an
outgrowth of existing
initiatives which
lowered risk and cost
of implementation.
Figure 13.13

6JGFGEKUKQPVQNGCFQHHYKVJCYCVGTEQPUGTXCVKQPKPKVKCtive was in many ways an outgrowth of Dubuque’s existing efforts to revitalize its Mississippi waterfront areas.
But another key factor was the pragmatic desire to take
advantage of a water meter replacement program that
was already in the works, which would effectively lower
the risk and cost of implementing it.
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8VHH[SHUWVWRSURGXFHWKHVSHFL̨FSODQ V 
At this stage, you have a prioritized list of
targets plus ideas for your first projects. You
may even have a cross-departmental implementation calendar that looks several years
ahead.

Use experts.

Finding the right
experts is an
important task. They
must have a holistic,
big-picture outlook to
JGNR[QWTEKV[ƒPF
cross-departmental
synergies.

If you are not already consulting with experts,
PQYKUVJGVKOGVQDTKPIVJGOQPDQCTF6JGKT
LQDYKNNDGVQRTQFWEGURGEKƒEFGVCKNGFRTQLGEV
RNCPUCPFGPIKPGGTKPIURGEKƒECVKQPU +H[QWCTG
building a district or city from scratch, then the
experts’ job will be to produce a master plan.)
Finding the right experts is an important task.
6JG[OWUVJCXGCJQNKUVKEDKIRKEVWTGQWVNQQM
to help your city find cross-departmental
synergies. But they must also have access to
specialized knowledge to produce detailed
VGEJPKECNURGEKƒECVKQPU+FGCNN[VJG[YKNNCNUQ
have experience in smart city projects.
“Outsourcing” all or part of your project impleOGPVCVKQPECPJCXGKORQTVCPVDGPGƒVU(KTUV
few city employees will have the up-to-theminute technical skills to ensure that the city
is getting state-of-the-art solutions. Second,
few city employees have the time to take on
such a complicated extra job. Smart city projects demand focused effort. Most city
employees – and most city leaders – are
focused on too many initiatives to truly drive
the smart city charge, even if they have the

Figure 13.14

technology skills. Outsourcing allows for a
passionate focus on the project. And
outsourcing can survive and bridge a change
in government if elections or appointments
occur in the middle of the project.
Where do you find such experts? Many cities
have had success working with regional
universities. Many cities bring in consulting
ƒTOUVQCFOKPKUVGTVJGQXGTCNNRTQEGUUVTWUVing those consultants to bring in other specialists as needed. And many cities have found
success working directly with experienced
smart city suppliers like the Council members
listed in this Guide’s appendix.
6JGUWRRNKGTUKPVJGCRRGPFKZJCXGFGOQPstrated exceptional smart city capabilities.
6JG[JCXGEQNNGEVKXGN[YQTMGFQPVJQWUCPFUQH
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RTQLGEVUVJCVTGNCVGVQUOCTVEKVKGU6JG[MPQY
what works in real life, what problems are likely to occur, and which technologies are truly
ready for prime time. It is no exaggeration to
say that they represent the planet’s very best
smart city suppliers.
And they’ve also demonstrated a vitally important characteristic – the willingness and ability
to collaborate with others. No single company
can create the totality of a smart city. It takes
a small army of specialists to build out the
“system of complex systems” that is a smart
city. Membership in the Smart Cities Council
signals a firm’s commitment to collaborating
with other companies to produce the best
possible solutions.
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USING AN EXPERT TO
IMPROVE CITIZEN
INVOLVEMENT

When Council member National Grid set out to create a
smart grid pilot in the city of Worcester, Massachusetts,
75#KVRWVEQOOWPKV[KPXQNXGOGPVCVVJGEQTGū6JGEGPVGTpiece of our new effort was a community summit,” explains
Cheri Warren, Vice President of Asset Management. Along
with the city government, National Grid co-hosted a “Green
VQ)TQYVJŬUWOOKVKP5GRVGODGT6JGVYQFC[HQTWO
was attended by more than 300 residential and commercial
EWUVQOGTUIQXGTPOGPVQHƒEKCNUCPFQVJGTUVCMGJQNFGTU

6JG%QOOWPKV[5WOOKVYCUCVYQFC[GXGPVNGFD[&T
David Cooperrider of Case Western Reserve, who has
co-developed a methodology called Appreciative Inquiry. It is
a way to lead groups through a collective inquiry into the best
of what is now and to imagine the best of what could be.
From there, the desired future state is collectively designed.
6JGU[UVGOCVVGORVUVQETGCVGCEQPUGPUWUXKUKQPVJCVKUUQ
compelling it does not require the use of incentives or
coercion.

Few people will appreciate modernization if it’s imposed from
the top down. But many people can get enthused about a
DGVVGTGPGTI[YQTNFHQTVJGOUGNXGUCPFVJGKTEJKNFTGP6JG
summit meeting included a “dream phase,” where residents
could decide how they wanted their energy future to look.
6JKTVGGPFKHHGTGPVKPKVKCVKXGUECOGHTQOVJGOGGVKPI0CVKQPCN
Grid is leading some of them. Others are being led by the
community.

“We didn’t stop at a one-time event,” says Warren. National
Grid co-leads a community council that meets every other
OQPVJ6JGEQWPEKNKPENWFGUVYQTGRTGUGPVCVKXGUHTQOVJG
city, two from National Grid and several volunteers. It will
HWTVJGTFGXGNQRGPGTI[QRRQTVWPKV[CTGCUKFGPVKƒGFFWTKPIVJG
summit. For instance, National Grid helped build out a
“Sustainability Hub,” a showcase and hands-on education
center in partnership with the city and nearby Clark University.
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Use experts.

National Grid used an
GZRGTVEQPUWNVKPIƒTOVQ
involve the local
community in designing
and supporting a smart
grid pilot project in
Worcester, Massachusetts,
USA. It also helped fund a
Sustainability Hub to
educate the public about
GPGTI[GHƒEKGPE[
Figure 13.15
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Success strategies
for a roadmap

Start small.

With your grand plan
in place, start small
CVƒTUV2KEMC
project that has a
small upfront
investment, a quick
turnaround and a

Much of this Guide gives advice with a technical flavor. However, when it comes to building
a compelling and effective roadmap, the most
important advice pulls from common sense.
Cities should:
Ű
Ű
Ű
Ű
Ű

rapid payback.
Figure 13.16

6JKPMDKIDWVUVCTVUOCNN
9QTMVQIGVJGTDWVOQXGHCUV
'ORJCUK\GU[PGTIKGUCPFKPVGTFGRGPFGPEKGU
$QTTQYHTQOVJGDGUV
*CTXGUVIQQFKFGCU

Think big... Earlier we said that a smart city
roadmap should be subservient to a city’s
long-term vision. Don’t hold back when setting
those long-term goals. Be bold. Aim high. With
the help of digital technology and willing citizens, virtually any city can achieve a greater
level of health, happiness and prosperity. Yes,
it will take longer for some cities. But the
beauty of the digital revolution is that it offers
hope to all, regardless of location. Indeed, in
some cases digital technology allows cities in
emerging economies to leapfrog cities from
the developed world. Since they have much
smaller investments in legacy infrastructure,
they can jump straight to the better technologies now available.

... but start small. With your grand plan in
place, start small at first. Pick a project that
has a small upfront investment, a quick turnaround and a rapid payback. Ideally, this first
target will be a consensus priority – something that is near the top of the list for all of
the key stakeholder groups. Invest in one or a
few select projects with the biggest and fastGUVRC[DCEM1PVJGƒPCPEKCNUKFGVJKUCNNQYU
you to apply the savings from the first
project(s) to finance the next one(s). On the
public relations front, it allows you to get an
early win that builds support and momentum.
Starting small can also mean taking a neighborhood-by-neighborhood approach. Many
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cities start their smart city journey by designating one area for a pilot project. Districts –
neighborhoods, if you prefer – are small
GPQWIJDWVDKIGPQWIJVQQ6JG[CTGUOCNN
enough to be manageable and nimble. But
they are big enough to have a critical mass of
constituents and to gain some economies of
scale. And they are small enough to innovate
quickly but big enough to have a meaningful
impact.
If the neighborhood approach is not right for
your city, you might look for other selfcontained environments such as industrial
parks, campuses, leisure complexes, transport
hubs, etc.
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Work together... 6KOGCPFCICKPYGJGCTVJCV
collaboration is key to successful smart city
projects. “When it comes to achieving the
high-tech, sustainable, and smart cities of the
future, there is one word that sums up the
pathway to success: partnership,” explained
6GTT[-KTD[KP6JG)WCTFKCPKP/C[-KTD[
and other observers say those partnerships
should include (at a minimum) local governments, local utilities, local universities, local
business groups, local developers and property owners and relevant advocacy groups (such
as those that promote sustainability).

Move fast.

Identify “hot spots”
or priorities to
enable a quick start
on the journey to
becoming smarter.
Figure 13.17

Smart city pioneers agree that collaboration is
key – and that it can be surprisingly hard to
achieve given the “stove-piped” structure of
many city governments and the sometimes
adversarial relationship between the public and
private sectors. First, city governments need to
get better at collaborating internally after
decades of working in departments with strict
boundaries. Second, cities need to get better at
collaborating with business and with the public.
Gartner analyst Andrea Di Maio argued in 2012
that “technology is mostly irrelevant unless policymakers, city managers, heads of department
and city CIOs get the fundamentals right. What
really matters is how different sectors cooperate
and how they can exchange meaningful information. Of course there is technology involved,
but that’s not enough to make cities smart.

Cooperation requires solid governance and a
roadmap that is respectful of 1) the different –
and potential diverging – business objectives
and timeframes of different stakeholders and 2)
the inevitable resource constraints.”
... but move fast6JQUGYJQJGUKVCVGOC[PQV
be lost, but they will be passed by. As part of
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your planning, identify “hot spots” or priorities to
enable a quick start on the journey to becoming
smarter. For one thing, cities are in constant
competition with each other to attract business, talent and creative types. Cities need to
begin their smart city journey soon, or they will
forever be playing catch-up to their rivals.
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In addition, starting fast with an easy win can
help with the political realities. Many elected
QHƒEKCNUQRGTCVGQPCTGNCVKXGN[UJQTVJQTK\QP
Yes, they may have long-term goals for their
cities. But they must operate within the
EQPUVTCKPVUQHHTGSWGPVGNGEVKQPU6JG[OWUV
show short-term progress along the way if
they hope to be re-elected.

In previous chapters, we’ve highlighted the
interdependencies between different responsibilities. For instance, the built environment
relies heavily on services from energy, telecommunications and water systems.
Likewise, public safety relies heavily on services from telecommunications, energy and
transportation

Emphasize synergies and interdependencies.
Done well, your roadmap will consider the totality of the city, not just one or two important
departments. In the beginning and at every progress review you should be looking for interdepartmental synergies.

6JGTQCFOCRRKPIRJCUGKUYJGP[QWRWVVJG
theories of synergy and interdependency into
practice. All the more reason to work together
– to construct a task force that gets input
from all the departments.

If, for example, you target water alone, you will
fail to capture the interdependencies with
other departments such as energy. For
instance, pumping water for irrigation and
human consumption can represent 20 percent
of a city’s overall energy budget. Often a city
can slash its energy bill just by shifting pumping to off-peak hours when there is less
demand on the power grid. Likewise, the same
communications system that carries messages for smart water meters can often handle
smart electric meters as well, doing away with
VJGGZRGPUGQHCUGEQPFPGVYQTM6JGUGMKPFU
of synergies and savings don’t show up when
systems are studied in isolation.

Borrow from the best. Study those who’ve
gone before. It’s smart to learn from your
mistakes. It’s even smarter to learn from the
mistakes of others. And it’s smartest of all to
learn from the successes of others. Hundreds
of cities have embarked on smart city initiatives
big and small, so there’s no need to invent your
smart city plan from scratch. Study their roadmaps and plans (most are public documents).
Harvest good ideas wherever you find them.
;QWŨNNƒPFNKPMUVQUGXGTCNUOCTVEKV[RNCPUCPF
TGNCVGFVQQNUKPVJGCRRGPFKZQHVJKU)WKFG6JG
Smart Cities Council website can also help.
;QWŨNNƒPFUWEEGUUUVQTKGUKPthe examples and
case studies section#PF[QWŨNNƒPFCFXKEGQP
building plans in the visioning and roadmapping tools section.
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Harvest good ideas.

The old port city of Santander,
Spain has garnered international
attention for the thousands of
sensors ithat is making it smarter.

Figure 13.18

Now you’re ready to get started. It will be hard
YQTMDWVKVYKNNCNUQDGTGYCTFKPI6JGTQCFmap you create will be the jumping off point
for a better city for current residents and the
generations that follow.
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ADDITIONAL RESOURCES
Building a roadmap
6JGRTKPEKRNGUQH5JCPIJCKŨUUOCTVEKV[TQCFOCR
With approximately 24 million residents, Shanghai is the largest city by population in the People’s Republic of China. In
2011, the City of Shanghai set forth a three-year action plan to construct a full-fledged smart city roadmap. Operating under
VJGEKV[ŨUOQVVQū$GVVGT%KV[$GVVGT.KHGŬVJGRNCPYCUITQWPFGFQPƒXGūKORNGOGPVCVKQPRTKPEKRNGUŬ(KTUVQPVJGNKUVYCUVQ
RWVVJGHWPFCOGPVCNUKPRNCEGKPENWFKPICP+%6RNCVHQTOHQTDWKNFKPIUOCTVCRRNKECVKQPUCPFCWPKƒGFRNCPPKPIHWPEVKQP
Working together, but moving fast
Smart City Vienna incorporates stakeholder input from the start
In its ranking of the top 10 smart cities on the planet, Fast Company magazine noted that Vienna, Austria was the only
city that ranked in the top 10 in every judging category: How did that happen? From the beginning of its smart city journey,
Vienna adopted an integrated stakeholder process that brought together constituents along with experts from relevant
ƒGNFU+PCNNOQTGVJCPGZRGTVUYGTGKPXQNXGFKPRTGRCTCVKQPQHVJGEKV[ŨUTQCFOCRU

Leading the broadband boom
How Korea leapfrogged the United States in broadband
6JG+PVGTPGVHNQYGTGFKP#OGTKECKPVJGUYJGP5QWVJ-QTGCYCUKPITGCVFKUVTGUUFWGVQVJG#UKCPƒPCPEKCNETKUKU$WV
then South Korea decided to build the infrastructure to become a “knowledge superpower.” First it deregulated the telecom
sector to foster competition. Next it began to market broadband as a way for students to enhance their prospects in school
By 2012, South Korea’s high-speed Internet penetration rate topped 100 percent – the highest in the world.

Emphasizing synergies and interdependencies
Improving government interoperability: A capability framework for government managers
6JKUEQORTGJGPUKXGYJKVGRCRGTD[VJG%GPVGTHQT6GEJPQNQI[KP)QXGTPOGPVC%QWPEKNCFXKUQTRTQXKFGUIWKFCPEGHQT
IQXGTPOGPVOCPCIGTUCUVJG[DGIKPVQOQXGDG[QPFVJGXKUKQPQHCOQTGGHHGEVKXGIQXGTPOGPVVQVJGTGCNKV[+VFGƒPGU
government interoperability as the mix of policy, management and technology capabilities needed by a network of
organizations to deliver coordinated government programs and services.
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CREATING YOUR ROADMAP
Priority
1-high
2-medium
3-low

Universal Targets

Enabler

Instrumentation

Connectivity

Interoperability

Security & Privacy

How smart cities deploy and use ICT to enhance
livability, workability and sustainability

Implementation Progress
None

Partial

Over 50% Complete

Implement optimal instrumentation
Ű5WRRNGOGPVHQTCNNVTCPURQTVCVKQPOQFGU 6TCPURQTVCVKQP 
Ű5WRRNGOGPVCETQUUVJGYCVGTUJGF 9CVGTCPF9CUVGYCVGT
'PUWTGWPKXGTUCNJKIJURGGFDTQCFDCPFCEEGUU 6GNGEQOOWPKECVKQPU 
'PUWTGCEKV[YKFGYKTGNGUUPGVYQTM 6GNGEQOOWPKECVKQPU

Connect devices with citywide, multi-service communications

Adhere to open standards
Use open integration architectures and loosely coupled interfaces
Prioritize use of legacy investments
Ű5WRRNGOGPVKPENWFKPIRJ[UKECNN[UVQTGFFCVC 2WDNKE5CHGV[
Enable distributed generation with interconnection standards (Energy)
Enable multi-channel access to an integrated customer transportation
CEEQWPV 6TCPURQTVCVKQP

Publish privacy rules
Create a security framework
Implement cybersecurity
De-identify patient and student data for storage in the cloud
(Health and Human Services)
Continued on next page
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CREATING YOUR ROADMAP
Priority
1-high
2-medium
3-low

Universal Targets

Enabler

Data Management

Computing Resources

Analytics

How smart cities deploy and use ICT to enhance
livability, workability and sustainability

Implementation Progress
None

Partial

Over 50% Complete

Create a citywide data management, transparency and sharing policy
Ű5WRRNGOGPVKPENWFKPIGPGTI[WUCIGFCVC 'PGTI[
Ű5WRRNGOGPVKPENWFKPIYCVGTWUCIGFCVC 9CVGTCPF9CUVGYCVGT
Architect a single health history for citizens (Health and Human Services)

Consider a cloud computing framework
Use an open innovation platform
Have access to a central GIS
Have access to comprehensive device management

Achieve full situational awareness
Ű5WRRNGOGPVCETQUUVJGYCVGTUJGFCPFKPHQTOGFD[YGCVJGTFCVC
(Water and Wastewater)
Achieve operational optimization
Ű5WRRNGOGPVHQTUWUVCKPCDKNKV[GHƒEKGPE[CPFENGCPNKPGUUCPFUCHGV[
(Water and Wastewater)
Achieve asset optimization
Pursue predictive analytics
Ű5WRRNGOGPVKPVGITCVGCNNVTCPURQTVOQFGUHQTOWNVKOQFCNVTCPURQTVCVKQP
QRVKOK\CVKQP 6TCPURQTVCVKQP
Automate fault and outage management (Energy)
Automate fault and leak management (Water and Wastewater)
Segment and personalize programs for customers (Energy)
'PCDNGF[PCOKEFGOCPFDCUGFRTKEKPI 6TCPURQTVCVKQP

Figure 13.19
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Appendix
1. About the Smart Cities Council
There is no other organization like the Smart Cities Council. We act as a market accelerator and advisor to cities – advocating for the transformation
of urban areas into more livable, workable and sustainable communities. The Council is a coalition of leading technology companies with deep
expertise in areas such as energy, water, communications and transportation. We have come together to provide a collaborative, vendor-neutral
framework to guide cities through their smart city planning and implementation. We envision a world where technology and intelligent design are
harnessed to create smart, sustainable and prosperous cities. We work to create cities that exemplify our three core values: livability, workability and
sustainability. Visit www.smartcitiescouncil.com to learn more.

2. The Future of the Readiness Guide
This Readiness Guide is the first collaborative and comprehensive framework for a smart city, against which cities can assess their readiness to
innovate – identifying a path, taking next steps and measuring progress. It was prepared with input from best-in-class companies across many industries.
In addition, more than 50 of the world’s foremost independent experts on smart city development from academia, research and advocacy have
reviewed and contributed to the Guide. This version 1.0 was released at the Smart City Expo World Congress in Barcelona, Spain on Nov. 19, 2013. We
will continue to revise and update it and welcome your comments and suggestions. Please direct them to Council Research Director
Chris Williams: Chris.Williams@smartcitiescouncil.com

3. City master plans
As noted in the Ideas to Action chapter of this Guide, cities don’t have to reinvent the wheel when planning a smart city roadmap. To provide ideas
and inspiration, we’ve gathered a selection of visioning/roadmap/master plan documents from cities around the world. If you have others you’d like
to recommend, please direct them to Editorial Director Liz Enbysk: liz.enbysk@smartcitiescouncil.com
Belfast City Masterplan

Jobs and Growth Plan for London

Birmingham’s Smart City Vision

New York City Digital Leadership 2013 Roadmap

Chicago Technology Plan

Philadelphia 2035 Citywide Vision

Digital Masterplan for Dublin

Portland Plan

Imagine Austin

Stockholm Vision 2020

4. Council Partners
On the pages that follow, you will meet our Partners and Advisors. We invite you to join with us too. Learn more by contacting Council Executive
Director James Whittaker: James.Whittaker@SmartCitiesCouncil.com
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Smart
Cities
Council

INTRODUCING SMART CITIES COUNCIL
LEAD PARTNERS
&RXQFLO/HDG3DUWQHUVDUHIRUSURͧWFRPSDQLHVWKDWDUHJOREDOOHDGHUVLQWKHLUVHFWRUV
/HDUQPRUHDERXWWKHPRQWKHSDJHVWKDWIROORZ
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Alstom developed a number
of demonstration projects in
leading smart grid countries, in
partnership with governments,
utilities, industries, academic
and research institutions.

As a leading producer of smart technologies
and services, Alstom Grid is pleased to lend
its expertise to the Smart Cities Council’s
efforts to support and educate city leaders,
planners and citizens.
To meet today’s increasing global energy
demands and challenges, networks must evolve
and become smarter. Alstom Grid enables an
efficient transmission and distribution of
electricity and supports the development of
Smart Grids and Supergrids with engineered
solutions for applications in utility and industry
settings; updating existing grids, integrating and
customizing solutions such as alternating
current and direct current substations, from
medium up to ultra-high voltages. Alstom Grid
is a key player in developing and implementing
solutions to manage electric grids in the new
era of increasing renewable energies and
distributed energy resources, by enabling realtime, two-way management of electricity and
information.
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At the heart of the Smart Grid revolution, its
solutions provide immediate benefits in many
eco-city projects, thus enabling end-consumers
to benefit from better energy consumption.
Alstom Grid’s knowhow is displayed in over 30
large scale demonstration projects in the US
and Europe, with partners from both the public
and private sectors.
The North Carolina Smart Grid Project in the
USA led by the US Department of Energy (DoE)
is designed to integrate distributed energy
resources into the electrical grid efficiently in
order to help the DoE reach its smart grid
targets for 2030, including a 40% improvement
in system efficiency. The NiceGrid smart
district project developed with the French
Distribution System Operator ERDF, located in
the city of Nice (French Riviera), aims at
developing several microgrids with integrated
renewable energy sources and electricity
storage with a scalable and cloud-based
IT platform.

Clean grid
Learn more
Global grid
Learn more
Smart grid
Learn more

Electrical network systems
Learn more

Video overview
See video
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By the end of 2012, AT&T
had installed 11 MW of
solar and fuel cell
capacity at its facilities.

AT&T shares the Smart Cities Council’s
vision of a world where digital technology
and intelligent design are harnessed to
create smart, sustainable cities with highquality living and high-quality jobs.
AT&T Inc. (NYSE:T) is a premier communications holding company and one of the most
honored companies in the world. Its subsidiarKGUCPFCHƒNKCVGUŤ#66QRGTCVKPIEQORCPKGU
ŤCTGVJGRTQXKFGTUQH#66UGTXKEGUKPVJG
United States and internationally. With a
powerful array of network resources that
includes the nation’s largest 4G network, AT&T
is a leading provider of wireless, Wi-Fi, high
speed Internet, voice and cloud-based services. A leader in mobile Internet, AT&T also
offers the best wireless coverage worldwide of
any U.S. carrier, offering the most wireless
phones that work in the most countries. It also
offers advanced TV services under the AT&T
U-verse ® and AT&T |DIRECTV brands. The
company’s suite of IP-based business
communications services is one of the most
advanced in the world.
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Innovation is the driver of the future: As
government continues to find new ways to
unite and serve constituents, technology has
the power to help. Across the country, dedicated AT&T professionals are working with state
and local governments to identify and implement innovative solutions to transform the
business of government.

The explosive growth in government data
requires the ability to capture, store and
transform data into meaningful information.
Learn more
Security solutions from AT&T are designed to
protect critical agency and citizen data so you
can focus on serving the community.
Learn more

Additional information about AT&T Inc. and
the products and services provided by
#66UWDUKFKCTKGUCPFCHƒNKCVGUKUCXCKNCDNGCV
http://www.att.com/aboutus or follow our
news on @ATT, on Facebook at
http://www.facebook.com/att and YouTube at
http://www.youtube.com/att.
© 2013 AT&T Intellectual Property. All rights reserved. 4G
not available everywhere. AT&T, the AT&T logo and all other
marks contained herein are trademarks of AT&T Intellectual
2TQRGTV[CPFQT#66CHƒNKCVGFEQORCPKGU
All other marks contained herein are the property of their
respective owners.

With the explosion of mobile communications,
data growth is unlimited and government is
seeking new ways to unlock its potential.
Learn more
Whether the data is in your pocket, on your
desktop or in the network, state and local
governments can count on AT&T to provide
security.
Learn more
#66UQNWVKQPUHQTRWDNKEUCHGV[GPCDNGƒTUV
responders to access and share mission critical
information when they need it, where they need it.
Learn more
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Bechtel is working with the
President of Gabon to build a
sustainable, mixed-use housing
and neighborhood development in
Angondje, Libreville.

Bechtel is pleased to support the Smart
Cities Council’s aspirations to foster the
creation of smarter cities around the world
by sharing our experience delivering major
infrastructure projects and knowledge of
planning, financing and sustainable
solutions.
As a company, we work hard to build a more
sustainable world. In our work with cities and
governments we enhance local communities
and improve the quality of life for people
around the world. Time and again our work
has demonstrated that the only limits on
human achievement are those that we place
on ourselves.
Bechtel is a global leader in engineering,
procurement, construction and project management. Bechtel’s diverse portfolio encompasses
energy, transportation, communications,
mining, oil and gas and government services.
We have been privileged to contribute towards
UQOGQHVJGOQUVUKIPKƒECPVWTDCPKPHTCUVTWEture projects around the world, including the
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Channel Tunnel, Hong Kong International
Airport, the Athens Metro system and work on
more than 20 new cities and communities. In
order to deliver projects of such magnitude
successfully, we combine smart planning,
technical know-how and an integrated
approach to make visions become a reality.
9GNQQMHQTYCTFVQUJCTKPIVJGDGPGƒVUQHVJKU
experience and our knowledge of planning,
financing and sustainable solutions, to
support the Council’s aspirations to foster the
creation of smarter cities around the world.
Since its founding in 1898, Bechtel has worked
on more than 22,000 projects in 140 countries
on all seven continents. Today, our 53,000
employees team with customers, partners and
suppliers on diverse projects in nearly 50
countries. We stand apart for our ability to get
the job done right - no matter how big, how
complex or how remote. www.bechtel.com

Learn more about Bechtel’s
infrastructure work in Gabon here.
Learn more
Jim Dutton, Bechtel’s Programme Director
in Gabon, explains to Project magazine
how Bechtel is contributing to Gabon’s
sustainable development.
Read more
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As world populations shift to urban areas,
community leaders are pressed for answers to
related problems. These include overcrowding,
pollution, budget and resource constraints,
inadequate infrastructures and the need for
continuing growth. Cisco Smart+Connected
Communities solutions use intelligent
networking capabilities to bring together
people, services, community assets and
information to help community leaders
address these world challenges. By connecting
the unconnected, we can do amazing things to
address these real world challenges and
create a more sustainable environment.

Cisco Smart+Connected Communities
-- help transform physical communities
to connected communities and achieve
economic, social and environmental
sustainability.
Transforming communities
4GVTQƒVVKPIGZKUVKPIEKVKGUYKVJUOCTV
solutions is the urban challenge of the
21st century.
Learn more

City transforms economic
sustainability with public cloud.
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The Electricite de France Group, one of the
world’s leading electric utilities, has a mission
“to bring sustainable energy solutions home to
everyone.” With sustainability at the core of its
strategy, the group is creating ways to cut CO2
emissions by developing alternatives to fossil
fuels; by building safer power grids; by fostering
innovations with tangible benefits to
customers; and by reducing environmental
impact, especially on biodiversity.

EDF website

EDF Group believe that the application of
innovation to industrial expertise will transform
how our cities use energy, optimising our
collective resources and massively reducing
carbon emissions. Today, EDF R&D teams
across the world are exploring the technologies
of the future while also developing solutions for
today, including energy efficiency in buildings,
electric transport, smart grids and the integration of renewables into the energy system.

Marine current energy: a resource for
the future
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Learn more
The energy mix for a greener future
Learn more
Access to energy remains a global issue
Learn more

Learn more

Together we are building
a Free-CO2 future.
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GE’s Digital Energy business is a global leader in
protection and control, communications, power
sensing and power quality solutions. Its
products and services increase the reliability of
electrical power networks and critical
equipment for utility, industrial and large
commercial customers. From protecting and
optimizing assets such as generators, transmission lines and motors, to ensuring secure
wireless data transmission and providing
uninterruptible power, GE’s Digital Energy
business delivers industry-leading technologies
to solve the unique challenges of each
customer. For more information, visit
http://www.gedigitalenergy.com.
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Empowering the Industrial Internet with
software and analytics solutions to
provide utilities with big data management and predictive intelligence.
Learn more

Providing HV transmission solutions for a
safe, reliable and secure electrical grid.
Learn more

GE raises the bar on electrical system
performance and reliability.
Learn more
We enable utilities with solutions to
monitor and control the generation,
transmission, distribution and use
of power.
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As a leading producer of smart technologies
and services, IBM is pleased to lend its
expertise to the Smart Cities Council’s
efforts to support and educate city leaders,
planners and citizens.

IBM Smarter Cities Press Kit
Press Kit
IBM Smarter Cities Web Page
Web Page

IBM is helping cities around the world use the
vast amount of information already available
VQFGNKXGTOQTGGHƒEKGPVEKVK\GPUGTXKEGU+$/ŨU
experience with cities continuously fuels more
effective solutions and best practices to help
city leaders transform their communities.

White Paper: Smarter, More Competitive
Cities
Cities

People for Smarter Cities
Smarter Cities
IBM Smarter Cities You
Tube Channel
YouTube
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IBM worked with Rio de Janeiro
to design a command center that
integrates over 20 city departments
to improve emergency response
management and collaboration
across the city. Predictive analytics
capabilities use information to
decide how to best react to current
events and how to best plan for
what is likely to happen in the
future in order to minimize impact
on citizens.

9

Tianjin, China Eco-City:
Itron’s technology will enable
conservation and consumer
engagement efforts.
Read article

“By enabling cities to better manage energy
and water resources, Itron believes that, with
collaboration and innovation, we can help
cities not only adapt to address challenges,
but also thrive. By drawing on today’s best
minds and technology, the Smart Cities
Council and its members are committed to
achieving just that.” –Russ Vanos, Itron’s
senior vice president of strategy and business
development.
Itron is a global technology company. We build
solutions that help utilities measure, manage
and analyze energy and water. Our broad
product portfolio includes electricity, gas, water
and thermal energy measurement, sensing
and control technology; communications
systems; software; and professional services.
With thousands of employees doing business
in more than 130 countries, Itron empowers
the world’s utilities, cities and citizens to
TGURQPUKDN[CPFGHƒEKGPVN[OCPCIGGPGTI[CPF
water resources.
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As a founding member and lead partner in the
Smart Cities Council, Itron is advancing smart
cities initiatives through collaboration, innovation and leadership. We see energy and water—
and their convergence, the energy-water
nexus—as the building blocks for smarter cities.
Our continued livelihood and sustainability will
depend on creative solutions and a new brand
of resourcefulness.

Itron’s Stephen Johnson discusses Itron
Embedded Sensing, a measurement,
monitoring and control platform for
intelligent edge devices.
Itron Embedded Sensing

Itron’s leak detection solution helps
Providence Water recover nearly 1 percent
of unaccounted for water through proactive
detection and mitigation.
Read more

Itron’s water AMI solution helps Houston
utility achieve ambitious operational and
customer service goals.
Read more
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London bus passengers speed
up their journey times with
contactless card payments.
London bus cards

MasterCard shares the Smart Cities Council’s
vision of a world where digital technologies
and intelligent design are harnessed to create
smart, sustainable cities with high-quality
living and high-quality jobs.
MasterCard is a global payments and technology company. We operate the world’s fastest
payments processing network, connecting
EQPUWOGTUƒPCPEKCNKPUVKVWVKQPUOGTEJCPVU
governments, cities and businesses in more
than 210 countries and territories.
Our products and solutions are advancing the
way consumer and business cardholders
around the world shop, dine, travel, and
manage their money, enabling transactions
that drive global commerce and improve
peoples’ lives.
Passionate about innovation, MasterCard is
constantly seeking to develop and test new
payment channels and digital solutions that
are safe, simple and smart.
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Cities are becoming smarter, and whether it is
to simplify internal processes, facilitate micro
payments (transit, commerce...), optimize
collection of funds or improve disbursement
methods, MasterCard is developing inventive
ways to support Cities digital strategy, drive
local business growth, fuel commercial development, increase citizen’s satisfaction and
reduce costs.
Special and Unique Offers with MasterCard
Priceless Cities. www.priceless.com

The global journey from cash to
cashless: boosting economic growth
CPFCFXCPEKPIƒPCPEKCNKPENWUKQP
Learn more
Digital sharing and trust project:
WPFGTUVCPFKPIVJGƒXGQPNKPG
personas.
Learn more
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Learn more about how
Microsoft and our partners are
helping cities innovate with a
RGQRNGƒTUVCRRTQCEJCV
http://microsoft.com/citynext

Founded in 1975, Microsoft is the worldwide
leader in software, services and solutions that
help people and businesses realize their full
potential. Microsoft CityNext is an extension
of that vision with a people-first approach to
innovation that empowers government, businesses and citizens to shape the future of
their city. People-first means harnessing all
the ideas, energy and expertise of a city’s
people as they create a healthier, safer, more
sustainable place to live.
With a broad devices and services platform, a
vast global network of partners, and a history
of successful education and social programs,
Microsoft helps cities find the right answers
for their local challenges and opportunities.
Together with our partners, we are committed
to helping cities
Ű Transform operations and infrastructure by
improving city functions with innovative
partner solutions, leveraging the power of
cloud computing to reduce costs and
KPETGCUGGHƒEKGPEKGUGORQYGTKPIGORNQ[GGU
with enterprise grade devices and apps, and

enabling innovation on your terms with a
modern solutions and big data platform.
Ű Engage citizens and businesses by delivering personalized services and apps with a
people-centric approach, enabling real-time
dialogue via social media and spurring city
app development and economic growth with
open data initiatives.
Ű Accelerate innovation and opportunity
through programs that empower youth with
21st century learning and personal
development opportunities, expand digital
inclusion with access and skills training, and
nurture new businesses and innovators with
resources and support to help cities
compete in the global marketplace.
6JTQWIJCRGQRNGƒTUVCRRTQCEJCPFUVTCVGIKE
partnerships, cities can enable sustainable
cycles of innovation, opportunity, and progress
for years to come.

Find out how Microsoft and our partners are
enabling cities worldwide to harness the new
era of innovation.
Learn more
Microsoft CityNext helps dynamic city leaders
turn their smart city vision into reality.
Watch here

Learn how Microsoft cloud services and devices
play a role In Barcelona’s innovative initiatives.
Read more

Read why Frankfurt am Main, Germany is
consolidating its highly decentralized IT
infrastructure.
Read more

Auckland, New Zealand, is using Microsoft
technologies to provide new transportation
services.
Read more
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National Grid is a British multinational utility
that delivers electricity and gas to Britain and
the Northeastern United States. As one of the
largest investor-owned energy companies in
the world, National Grid is at the heart of the
need to create sustainable energy solutions for
the future and lay a foundation for economic
prosperity in the 21st century. To that end,
National Grid is working to address energy
needs while meeting the challenges posed by
climate change.

0GY'PINCPFŨUƒTUVQHKVUMKPF5WUVCKPCDKNKV[
Hub opened its doors in October, 2013, in
Worcester, Mass. and is now providing
JCPFUQPGFWECVKQPCDQWVGPGTI[GHƒEKGPE[
and emerging energy technologies for
National Grid’s customers and the community
at large. The 2,200 square foot interactive
space was donated by Clark University and is
an integral part of National Grid’s Smart
Energy Solutions Program, the largest and
most comprehensive smart grid program in
Massachusetts.
Learn more
National Grid’s vision is to deploy smart grid
technology in order to optimize the flow of
green energy resources, enhance the
performance of the electric distribution grid,
and provide customers with the ability to
make informed decisions about how they use
energy. A smart grid will be the fundamental
service platform for future years. It will help
towards reducing energy consumption and
greenhouse gas emissions while enhancing
the reliability of National Grid’s infrastructure.

The Sustainability Hub houses
interactive exhibits and
demonstrations to help people
maximize their energy savings.

Learn more

APPENDIX | Smart Cities Council Readiness Guide
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For local, state and federal
government personnel, good
situational awareness can
help save lives and better
protect assets.

Qualcomm Incorporated is the world leader in
3G, 4G and next-generation wireless
technologies. Qualcomm Incorporated includes
Qualcomm’s licensing business, QTL, and the
vast majority of its patent portfolio. Qualcomm
Technologies, Inc., a wholly-owned subsidiary of
Qualcomm Incorporated, operates, along with
its subsidiaries, substantially all of Qualcomm’s
engineering, research and development
functions, and substantially all of its products
and services businesses, including its semiconductor business, QCT. For more than 25 years,
Qualcomm ideas and inventions have driven
the evolution of digital communications, linking
people everywhere more closely to information,
entertainment and each other. Qualcomm
innovation and technology can be used by cities
worldwide to provide smart, efficient and
sustainable services, including:
Cellular Grid Connectivity- ubiquitous consumer
coverage, high bandwidth and real-time
communications of 3G and LTE cellular
networks that enable critical smart grid
functionality such as advanced smart metering,
demand response, distribution automation, and
outage management.

APPENDIX | Smart Cities Council Readiness Guide

Home Area Connectivity- unsurpassed whole
home coverage, performance and reliability in
CPGPGTI[GHƒEKGPVOCPPGT
Connected Vehicle- anywhere/anytime
emergency assistance services, remote monitoring and diagnostics, advanced driver assistance features, GPS and GLONASS-enabled
position-location features and services.
Wireless Electric Vehicle Charging- a simple,
no fuss way to charge your electric vehicle.
No cables, no wires, just park and charge.
Mobile and Wireless Health- broadband
technologies enabling mHealth devices and
services for chronic disease management,
remote patient monitoring, diagnostic care, as
well as products associated with general
JGCNVJYGNNPGUUƒVPGUUCPFCIKPI

Qualcomm Government Technologies leverages
Qualcomm’s wireless expertise, innovative
technologies and vast industry reach to provide
capabilities and services that enable government customers – federal, state, and local.
Learn more
Real-time situational awareness.
Learn more

Next-generation wireless.
Learn more

Secure wireless communications.
Learn more

Mobile Learning- mobile broadband technologies enabling personalized experiences within
collaborative communities, transforming the
work of teachers/students in K-20 schooling.
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S&C is proud to support the Smart Cities
Council as it seeks to accelerate the transition
to smart, sustainable cities.

From Old Grid to Smart Grid:
The Economic Impact on
Electricity Customers
Watch video

S&C, with global headquarters in Chicago,
USA, is applying its heritage of innovation to
address challenges facing the world’s power
grids. S&C’s innovative solutions for power
delivery are helping cities transition to the
cleaner, more reliable supply of electricity
required in the 21st century. S&C’s solutions
reduce the length and frequency of power
outages, improve energy efficiency, support
smart microgrids, and make it practical to use
intermittent renewable energy sources like
wind and solar power on a larger scale. S&C
has introduced ground-breaking technology to
make power grids self-healing, allow use of
grid-scale energy storage, and advance
microgrid systems. Additional information is
available at sandc.com.

Chattanooga Shows Smart Grid
Can Deliver Results
Case Study

Microgrids: An Old Idea with
New Potential
Read more

The Role of Energy Storage
in Smart Microgrids
Read more

Perfect Power at Illinois
Institute of Technology

Chattanooga, USA deployed
S&C’s self-healing smart grid
solution to improve power
reliability. The system is
exceeding outage reduction
goals of 40%.

Case study

APPENDIX | Smart Cities Council Readiness Guide
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Smart
Cities
Council

INTRODUCING SMART CITIES COUNCIL
ASSOCIATE PARTNERS
&RXQFLO$VVRFLDWH3DUWQHUVDUHIRUSURͧWFRPSDQLHVWKDWDUHOHDGHUVLQWKHLUVHFWRUV
/HDUQPRUHDERXWWKHPRQWKHSDJHVWKDWIROORZ
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ABB strongly supports the Smart Cities Council’s goals of livability, workability and
sustainability”
“Cities today are home to over 50 percent of the world’s population and account for 80
percent of global GDP. By 2050, an additional 2.9 billion people will be living in cities,
and urban dwellers will represent 70 percent of the world’s population. About 90
percent of this growth will be in developing economies as people are drawn to urban
areas by the perceived economic advantages. These cities will need new and intelligent infrastructure to meet the needs of their citizens and businesses.
Other cities that are not facing dramatic population increases are setting goals to
ensure their long-term prosperity. With businesses and workforce becoming increasingly mobile, they are shaping their futures around competitiveness, liveability and
sustainability.
An effective way to support these city goals is by using technology to more intelligently monitor, optimize and control key systems and infrastructure. In other words, to
operate as a ‘smart city’.
Many intelligent power and automation solutions already exist to enable cities to
automate their key public and industrial services in the areas of:
ƈ%KV[%QOOWPKECVKQP2NCVHQTOU
ƈ'NGEVTKEKV[)TKFU
ƈ9CVGT0GVYQTMU
ƈ6TCPURQTV
ƈ$WKNFKPIU
ƈ&KUVTKEV*GCVKPICPF%QQNKPI

As a leading producer of smart technologies and services, Alphinat is pleased to
contribute to the Smart Cities Council Readiness Guide and other materials to
help accelerate the move to smart, sustainable cities.
Alphinat is a software editor of SmartGuide® the leading “one stop” Web, Mobile
and Cloud Solution Development Platform that enable cities to easily create, deploy
and manage intelligent personalized web applications. With our partners we are
looking to give client cities constituents a simpler user experience that can, guide
them to an optimal experience in a mobile or traditional browser-based environment. SmartGuide provides organizations and other software editors with the agiliV[VQSWKEMN[FGNKXGTGHƒEKGPVQPNKPGUGTXKEGUVQVJGKTUVCMGJQNFGTUWPNGCUJKPIVJGHWNN
value of existing IT assets. An Alphinat partner is delivering intelligent e-services
for municipalities in the Netherlands in SaaS and on-premises modes incorporating
SmartGuide® into their suite giving municipal clients the ability to quickly deploy
KPVGNNKIGPVQPNKPGUGTXKEGU%KVK\GPUPQNQPIGTPGGFVQƒNNKPFCVCCNTGCF[MPQYPVQ
the government. Furthermore, these online services are accessible on Smartphone
or tablets. SmartGuide allows municipalities to deliver e-services with personalized, real time data exchange. With these intelligent e-services, municipalities greatly enhance the quality of their online service delivery and increase citizen satisfaction. The e-services offered automatically determine whether a citizen is entitled to
a particular service such as a tax refund or a parking permit. These complex realtime validations delivered by the digital service bureau result in tremendous time
UCXKPIUHQTEKVK\GPUCPFVJGEQOOWPKV[#NRJKPCVVGEJPQNQI[ECPDGPGƒVEKV[QHCNN
sizes by helping them modernize, automate and render cost-effective a many business processes at a fraction of the cost associated with conventional customized
UQNWVKQPU#NRJKPCVKUJGCFSWCTVGTGFKP/QPVTGCN3WGDGEYKVJQHƒEGUKP2CTKU0GY
York and Zurich. For more information, visit http://www.alphinat.com or
JVVRYYYCNRJKPCVEQOGPƒNGU#NRJKPCVA&)/'A%CUGA5VWF[RFH.

ABB’s heritage in power and automation is one of continued innovation and delivery
on behalf of our customers, spanning over 125 years. Our products and solutions are
at the heart of a city’s critical infrastructure, relied upon for everything from the supply
of power, water and heat, to the automation of factories and the buildings we live and
work in.”
ABB Smart Cities portal

ABB Smart Grids portal:

Smart Cities

Smart Grids

APPENDIX | Smart Cities Council Readiness Guide

17

GRID20/20, Inc. wholeheartedly endorses and supports the Smart Cities Council
HIIRUWVWRHQKDQFHRXUZRUOG˹VPHWURSROLWDQDUHDVWKURXJKPRUHH̪FLHQWSURGXFWLYH
enjoyable, and sustainable living experiences.

As a leading provider of smart technologies and services, Invensys is pleased to
lend its expertise to the Smart Cities Council’s efforts to support and educate city
leaders, planners and citizens.

GRID20/20, Inc. provides electric utilities with essential Distribution Transformer
Monitoring. Using a patented hardware device known as the OptaNODETM DTM GP,
we capture a robust set of data points such as Energy, Current, and Voltage from
transformer assets. Each OptaNODETM DTM GP device carries onboard
communications module options including GSM, and RF Mesh for a virtual plug and
play experience, and RF LAN for autonomous collaboration with a predominant AMI
provider. The GRID20/20 turnkey solution includes highly accurate patented hardware
sensing, a DNP3 headend repository for SCADA, MDM, or AMI collection engine
integrations, plus OptaNODETM INSIGHT advanced analytics.

Invensys is a leading global provider of automation and information technology,
systems, software, and services to the infrastructure and manufacturing industries.
Through our Wonderware® software product line and partner ecosystem, we
provide unique, modern industrial software solutions and systems that help
improve critical infrastructure operations for cities of any size. These solutions help
cities and municipalities provide essential, life-sustaining services like clean drinking
water, sanitary wastewater treatment, reliable electricity, safe and efficient
transportation, and many other services.

The OptaNODETM DTM GP device is the easiest to install in the world. GRID20/20
provides a wide range of value propositions addressing Asset Loading, Power Theft
+FGPVKƒECVKQP1WVCIG0QVKƒECVKQP4GUVQTCVKQP'PJCPEGOGPV%QPUGTXCVKQP8QNVCIG
Reduction, Peak Contribution for Targeted Demand Response, Bi-directional energy
recognition from distributed generation sources, and Preventive Maintenance
awareness. GRID20/20 drives critical, timely management data from within the heart
QHVJGFKUVTKDWVKQPITKFVQWVKNKV[QRGTCVQTU6JG41+DGPGƒVUCTGUWRRQTVGFD[FKTGEV
and immediate cost savings, and enhanced electric customer service experiences.

With Wonderware software, cities are able to utilize critical data to make better, faster
decisions, and they can design response mechanisms that promote efficiencies
based on economic and environmental considerations. They can securely manage
their entire infrastructure systems from ONE integrated platform, viewing real-time
operational information of practically any kind from anywhere at any time and
provide it to anyone. Invensys Wonderware software’s flexible, open, scalable
software architecture integrates and connects with virtually any legacy system,
allowing cities to leverage existing investments and build on in-place infrastructure.
#V+PXGPU[UYGCTGEQOOKVVGFVQJGNRKPIEKVKGUVTCPUHQTOVJGKTQRGTCVKQPUŤVQDG
smarter, more sustainable and more innovative now and into the future.

GRID20/20 website

Invensys Site
Learn more

advanced grid intelligence.
Learn more

Spanish Ecocity Valdespartera
Learn more

Integrated distribution
transformer monitoring for

Smart and Sustainable –

Wonderware Software Solutions for Smart Cities
Learn more

Carson City Public Works Leverages Smart City
Technology in the U.S.
Learn more
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MaxWest Environmental Systems Inc. is a leading renewable energy company that
offers local governments and private wastewater treatment companies a safe, cost
effective and environmentally friendly alternative for sustainable biosolids disposal. To
CEJKGXGVJKUVJG/CZ9GUV)CUKƒECVKQP5[UVGOECRVWTGUYCUVGYCVGTDKQUQNKFŨUGPGTI[
TGFWEKPIKVUXQNWOGD[QXGTCPFRQVGPVKCNN[DGPGƒVKPIHTQOHWVWTGITGGPJQWUGICU
CPFECTDQPETGFKVU+VKUVJGƒTUVHWNNUECNGEQOOGTEKCNK\GFICUKƒECVKQPVGEJPQNQI[VJCV
converts biosolids into green, recyclable thermal energy, provides a long-term stabilized
biosolids cost, reduces the production of greenhouse gases and improves the facility’s
carbon footprint.

Municipalities face unique challenges of serving federal, civilian
and dedicated environmental groups that require operation
within tightly controlled budget constraints, meeting increasing

As a leading producer of innovative technologies and services, Opower is pleased to
lend its expertise to the Smart Cities Council’s efforts to support and educate city
leaders, planners and citizens.
Working with 85 utility partners and serving more than 18 million consumers across
seven countries, Opower is the world’s leading provider of customer engagement
solutions for the utility industry. By providing the tools, information and incentives
consumers need to make smarter decisions about their energy use, Opower’s
engagement platform and solution suite, Opower 4, enables utilities to involve their
EWUVQOGTUKPRTQITCOUVJCVUWRRQTVGPGTI[GHƒEKGPE[IQCNUUOCTVITKFCPFPGYTCVG
structures, brand loyalty and lowering the cost of service. Proven to drive behavioral
change at scale, Opower has helped its utility partners achieve more than 2.7 TWhs in
GPGTI[UCXKPIUCPFFTKXGUUKIPKƒECPVKPETGCUGUKPEWUVQOGTRTQITCORCTVKEKRCVKQPCPF
overall customer satisfaction. Founded in 2007 and privately held, Opower is
JGCFSWCTVGTGFKP#TNKPIVQP8KTIKPKCYKVJQHƒEGUKP5CP(TCPEKUEQ.QPFQPCPF5KPICRQTG

environmental regulations and maintaining a positive
relationship with members of the communities which they
UGTXG#DKQICUKƒECVKQPU[UVGOCNNQYUVJGOVQUCXGEQUVUYJKNG

Opower website

meeting emission requirements and enhancing sustainability.
Learn more

5 Universal Truths about Energy Consumers.
Learn more

Cities facing regulatory and environmental issues relating to
biosolids management and disposal will want to know how
Sanford, Florida worked with MaxWest Environmental Systems
VQETGCVGCDKQUQNKFUICUKƒECVKQPU[UVGOGZRGEVGFVQTGUWNVKP

Behavioral demand response.
Learn more

long-term cost savings that could reach $10 million.
Learn more
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As the world’s leading car sharing network, Zipcar is pleased to lend its expertise
in smart transportation to the Smart Cities Council’s efforts to support and
educate city leaders, planners and citizens about the need for innovative and
H̪FLHQWWHFKQRORJLHVDQGVHUYLFHV
Founded in 2000, Zipcar operates the world’s leading car sharing network with
operations in urban areas and college campuses throughout the United States,
Canada, the United Kingdom, Spain and Austria. Zipcar provides the freedom of
“wheels when you want them” to its members by giving them a convenient,
cost-effective and enjoyable alternative to car ownership. Since inception, Zipcar has
been invested in bringing smart, simple and convenient transportation solutions to
cities and campus and continues to be at the forefront of an evolution in urban
transportation. Zipcar’s self-service vehicles are available on-demand in convenientlylocated reserved parking spots in neighborhoods where members live and work.
Members can reserve cars, choosing from 30 different makes and models, by the
hour or by the day at rates that include gas, insurance and other costs associated
with car ownership. Zipcar is a subsidiary of Avis Budget Group, Inc. (Nasdaq: CAR),
a leading global provider of vehicle rental services. More information is available at
www.zipcar.com.

SunGard Public Sector is a leading provider of software and services for local
JRYHUQPHQWVSXEOLFVDIHW\DQGMXVWLFHDJHQFLHVDQGQRQSUR̨WV0RUHWKDQ
million citizens in North America live in municipalities that rely on our products
and services. For more than 30 years, SunGard Public Sector has leveraged
ground-breaking technology and our innate understanding of the needs of the
public sector toward the development of public administration and public safety
software. SunGard Public Sector’s products enable our customers to experience
the future happening today. Visit us online at www.sungardps.com.
SunGard Public Sector’s software products not only enhance the way municipalities,
RWDNKEUCHGV[CPFLWUVKEGCIGPEKGUCPFPQPRTQƒVUEQPFWEVDWUKPGUUťVJG[TGFGƒPG
the way citizens and employees interact with government.

Leesburg, Florida has been a model for community-centered government for
over 150 years. Just hours from the heart of Orlando, the community that
made a name for itself in the citrus industry is now a full-service city
responsible for providing utilities not only for itself, but for parts of the
EQWPV[CUYGNN6QOCPCIGKVUYQTMNQCFYJKNGOCKPVCKPKPIGHƒEKGPE[

2013 Millennials & Technology Survey results:
See results

Leesburg has chosen SunGard Public Sector’s Click2Gov Customer
Information System. Click2Gov offers up-to-date, online views of customer
utility accounts. Citizens may now easily view their account information and
make their monthly payments by choosing from several convenient payment
methods, including over-thephone, bank drafts, or online.
Read more

The City of Elk Grove is located just south of the state’s capital, Sacramento.
$GECWUGQHKVUUOCNNUK\GEKV[QHƒEKCNUMPGYVJG[FKFPQVYCPVVQGORNQ[C
large IT staff to operate its information systems. Elk Grove needed one
simple system that could be accessed by all the departments. The solution
was SunGard HTE’s Naviline software, powered by IBM’s System i hardware.
Read more
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